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Introduction

Introduction

MOVEite DMZ Enterprise is a secure file transfer server. It is a vital component of the MOVEite family of
secure file processing, storage, and transfer products developed by Ipswitch, Inc.. These products
provide comprehensive, integrated, standards-based solutions for secure handling of sensitive
information, including financial files, medical records, legal documents, and personal data.

Weh Browser Email Server
MOVEit Client . :

: Secure File oo LDAP Server
FTPISSL C|IE|"It Transfer é 5 ........ HnDIuE SEWET

FTPISSH Client

AS2IA53 Client MO"E ‘_’ ,-"‘-.__ Automatic
dmz :

|

Web Browser ‘i-": AES Encryption

MOVEt Client ", Ad Hoc Transfer
- Remote Administration

MOVEit DMZ safely and securely collects, stores, manages, and distributes sensitive information between
your organization and external entities. Web browsers and no cost/low cost secure FTP clients can
quickly, easily, and securely exchange files with MOVEit DMZ over encrypted connections using the
HTTP over SSL (https), FTP over SSL (ftps) and FTP over SSH (sftp) protocols. And all files received by
MOVEIit DMZ are securely stored using FIPS 140-2 validated AES encryption, the U.S. Federal and
Canadian government encryption standard.

In addition, a web interface offers easy online administration and monitoring of MOVEit DMZ activities
while a programmable interface (via MOVEit DMZ API Windows and MOVEit DMZ API Java) makes
MOVEit DMZ accessible to custom applications.

MOVEit DMZ includes an optional MOVEit Wizard plug-in that works with Internet Explorer, Firefox and
Mozilla to help web-based users to quickly upload and download large and/or multiple files and folder
trees to and from MOVEit DMZ.

Encryption capabilities throughout the MOVEit product line are provided by MOVEit Crypto. The AES
encryption in MOVEit Crypto has been FIPS 197 validated. The entire cryptographic module has been
FIPS 140-2 validated after rigorous examination by cryptographic specialists in the United States'
National Institute of Standards and Technology (NIST) and Canada's Communications Security
Establishment (CSE).
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MOVEit DMZ also has an approved Certificate of Networthiness (CoN) from the United States Army. This
certification involves a review of how MOVEit DMZ meets Army requirements for network security,
integration, interoperability, and ease of management and support.

Physical Specifications

The MOVEIt DMZ software itself resides on a Microsoft Windows Server platform hardened against
threats from the Internet and trusted networks. Organizations that need to support very large volumes of
file transfers and/or many users may require additional hardware, but for many organizations the
minimum recommended specifications of a MOVEit DMZ should suffice:

* 2 GHz Pentium-compatible CPU
* 80 GB SATA or SAS Hard Drive

e 1GBRAM
« 100/1000 Mb TCP/IP-capable ethernet interface

The latest production recommendations can be found in the online Support Knowledge Base.

Network Specifications

In a typical network topology MOVEit DMZ is best located on a secured "DMZ" segment accessible to
both internal and external users."DMZ" is short for DeMilitarized Zone - a network "no man's land" where
both internal and internet hosts are allowed to connect. By default, connections originating from a DMZ
network segment are not to be trusted and are usually not allowed unless there is a compelling case to
allow a particular service through.
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Web and secure FTP clients can upload and download files to MOVEit DMZ from internal and external
networks. For security reasons, MOVEit DMZ is NOT permitted to establish connections with or push files
to systems on either your internal network or on an external network. (If a "proxy push" or "proxy
store-and-forward" solution is desired, MOVEit Central can be used with MOVEit DMZ to fill this role.)

MOVEIit DMZ's Security Advantages Over Other "Secure FTP"
Solutions

There are three "areas"” where files are at risk when transferred between an external network (such as the
Internet) and your internal network:

* When transferred over the INTERNET to a system in your DMZ.
* When temporarily stored on a system in your DMZ.
* When transferred from the system in your DMZ to a system on your internal network.

Most secure Web and FTP file transfer products reside on a system in a DMZ and use industry-standard
SSL or SSH to provide secure transfers between the INTERNET and DMZ. (MOVEit DMZ does as well.)
Unfortunately, that is as far as most products go; they fail to secure files stored on the DMZ (at risk if the
DMZ box gets hacked) and fail to secure files being transfered between DMZ and MY ORG (at risk if a
hacker sets up a sniffer inside the DMZ).

MOVEit DMZ secures all three areas by using SSL/SSH-encrypted transfers for ALL transfers and by
using FIPS 140-2 validated AES encryption to secure files on disk.

In addition, only MOVEit DMZ offers complete end-to-end file integrity over FTP. In other words, files
transferred with secure FTP or web clients which support file integrity checks through the MOVEit system
can be proven to be 100% identical to their source files through the use of SHA-1 cryptographic hashes.
(When combined with authentication, complete file integrity provides non-repudiation.)

Accessing MOVEit DMZ
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"Client" access to MOVEit DMZ is available through several interfaces, including HTTPS, FTP over SSL,
and FTP over SSH.

The built-in web interface provides access to anyone with a desktop web browser (see the complete list of
supported browsers). Authorized administrators may configure the MOVEit DMZ server from authorized
locations while customers and partners use a simpler portal to move files in and out of the MOVEit DMZ
system.

Also available through the web interface, the optional MOVEit Upload/Download Wizard provides for
faster and more reliable file transfers using the web than are normally available through "stock HTTP".
The MOVEit Wizard is also the only browser-based client that supports file integrity checking.

A secure FTP interface is also available on the MOVEit DMZ server for people or programs with secure
FTP clients. The MOVE:it family offers two free, scriptable command-line clients, MOVE:it Freely (FTP)
and MOVEit Xfer (HTTPS) both of which support file integrity checking. Ipswitch also offers WS_FTP
Professional, a Windows file transfer client with a robust feature set, which also supports file integrity
checking. Many third-party companies manufacture secure FTP clients for desktops and servers which
will also interface with MOVEIit DMZ's secure FTP over SSL and FTP over SSH servers.

For IT departments who desire more control over the MOVEit DMZ environment than the FTP protocol
can provide, the MOVEit DMZ API products provide easy access to and control of MOVEit DMZ via a
COM oabiject (for Windows) or Java classes (for *nix, Windows, IBM, etc.). MOVEit DMZ API also supports
file transfers with full integrity checking and ships with several command-line utilities for administrators
who would rather script than program.

If desktop-to-server automation or the ability to access MOVEIit DMZ as a local folder is desired, consider
using MOVEit EZ. MOVEit EZ is a "tray icon application" which synchronizes content between a user's
desktop and MOVEIit DMZ and schedules transfers.

When coupled with MOVEit Central and the appropriate licensing, MOVEit DMZ supports AS2 and AS3
file transfer. (MOVEit DMZ can be used as a standalone AS3 server, but without MOVEit Central it has no
way of encrypting or decrypting specific messages.)

More information about these clients and the dozens of third-party clients which can also be used to
securely exchange files with MOVEit DMZ can be found in the "Client Support" document.

Ad Hoc Transfer

The Ad Hoc Transfer Module, which requires a separate license, provides a secure way to do
person-to-person file transfers. Large files and multiple attachments can be sent quickly and securely,
avoiding the limitations of a mail server. Registered MOVEit DMZ users can use a browser or an Outlook
plug-in to send files and/or a message (which is called a ‘package’) to an email address.

Composing a MOVEit package that includes files is like composing an email with attachments. However,
there are differences. File attachments sent as part of a package are uploaded to a MOVEit DMZ server.
A 'new package notification' email will be sent to the recipients, to inform them that a package is waiting
for them. Recipients can click on the web link in this notification, sign on to MOVEit DMZ, and view the
package, where they can download the files. If enabled, a recipient can also reply to a package and send
additional attachments, which will also be uploaded to the file transfer server.

The organization administrator can set options that determine who can send and receive packages. An

~10~
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option enables unregistered users to be recipients, and another option unregistered users to self-register
and send packages. Other options include user- and package-level quotas, and package expiration and
download limits.

MOVEit Central

If more than ten scheduled file transfers, immediate movement of files to/from backend servers from
MOVEit DMZ, or connectivity to other servers is desired, MOVEit Central is the best tool to use.

MOVEit Central can support thousands of file transfer tasks and is used in production to securely move
hundreds of thousands of files a day at major data centers. MOVEit Central instantly knows when a file
has arrived on MOVEit DMZ or a Windows file system and can immediately begin transferring that file to
its final destination. MOVEit Central supports the most popular secure protocols used across industries,
including FTP, SSH, FTP over SSL, SMIME, PGP, email and AS1/AS2/AS3.

In short, when paired with MOVEit DMZ, MOVEit Central completes a secure transfer system which can
securely receive, record and send files to and from almost anyone supporting a secure transfer protocol.

~11~



Additional Documentation

Additional Documentation

In addition to this manual, there are several pieces of documentation which may be obtained 24 hours a
day, 7 days a week.

MOVEIt Support Site

The official MOVEit Support site is located here:
https://moveitsupport.ipswitch.com

You will likely be required to authenticate with your MOVEit support credentials before being allowed to
retrieve additional documentation, but once you have authenticated, you will have access to everything.

» Installation Guide: An online MOVEIit DMZ installation guide is available on the support site.

» Release Notes: Detailed release notes are a part of each and every release of MOVEit software.
These notes detail features that have been added, bugs that have been fixed and changes made to
critical user interfaces from one version to the next.

* FAQ (Frequently Asked Questions) and Knowledge Base: Our FAQ and Knowledge Base is updated
monthly with new questions from the field and answers from our technicians. The Knowledge Base
details several common operational procedures, troubleshooting assistance, and information about
commonly encountered issues.

» Support/Security Bulletins: As needed, our support staff will issue a support/security bulletin to let all
of our customers know about a vulnerability in our software or the underlying operating system
software. Recommended patches and related information can be found in these bulletins, which are
also archived on our support site.

* "Online Demonstration or Training Available"

Online Demonstation

or Training Available

The icon above indicates that an online demonstration or training presentation that provides a more
complete explanation of the feature and its use are available through the MOVEit support site. This
training is usually available as a Flash-based knowledge base (KB) and the last known number of the
related KB will often be displayed next to the icon. (Simply searching the support site KB for "Flash" will
yield a list of most of the online demonstrations and training presentations currently available.)

#999 (click image for info)

Our support site is powered by MOVEIit DMZ, so you can be assured that any files or messages you
exchange with our technical staff will remain confidential and secure.

Ipswitch Marketing Site

The official Ipswitch Marketing site is located here:
http://www.ipswitch.com

On our marketing site, you will find several white papers which may be useful to explain how MOVE:it
products can be applied to address common file transfer and secure messaging challenges.

~12~



Getting Started - Sign On

Getting Started - Sign On

The Sign On page is the first page you will see from the MOVEIt DMZ site. This page contains fields for
your Username and Password and a "Sign On" button to send this information to MOVEit DMZ.

Sign On
Username: || = Security Notice
Yiou are about to access a secured resource
DoxOrg reserves the right to monitor and/or
Password: | = = =

limit access to this resource at any time

| «§ Sign On

Need Help? Tech Support - Online Manual

Clicking on the keyboard icons next to the username and password fields will open a clickable keyboard
which can be used to enter your authentication information. Using the clickable keyboard can help thwart
keystroke loggers. If you are logging on to the MOVEit DMZ site from a public computer, it is highly
recommended you use the clickable keyboard to enter your username and password.

Username: | = Security Notice
You are about to access a secured resource
P DoxOrg resenves the right to monitor and/or
Password: = 5
limit access to this resource at any time

Need Help? Tect

If your organization supports multiple languages, MOVEit DMZ will provide links to switch the displayed
language. Clicking one of the links will change the Sign On page to display in that language, and set a
cookie so your language choice is used the next time you sign on.

|English - Frangais - Espa
Connexion
Nom = Avis de sécurité
d'utilfisateur: Vous &tes sur le point d'accéder & une
ressource sécurisée, DoxOrg se réserve le droit
Mot de passe: = de survailler et/ou limiter Iaccés a cette
- - ressource a tout moment
|%& Connexion |

When you press the Sign On button, your username and password are transmitted securely (via HTTPS)
to MOVEit DMZ. If your sign on attempt fails, you will see an error message. If you attempt to sign on too
many times in a short period of time you may get locked out of the system altogether. If you need
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assistance, use the "Tech Support” link on the Sign On page to contact someone who can help you.

T
.'r - - - -
£ N Invalid username/password or not allowed to sign on from this location.

If your sign on succeeds you will be rewarded with a success message.

@ Welcome to MOVEit DMZ! Please watch this area for important messages.

The page you will see immediately after signing on depends on how you got to the sign on page in the
first place. If you clicked a link from your web browser or typed a short URL into your browser, you are
now most likely at the Home Page. If you clicked a link from an email notification, you are now either
looking at a package or file.

Common Reasons Access is Denied

For security reasons, the SAME message is displayed to anyone who fails to sign on for any of the
following reasons. (You will only be told that access was denied, not WHY access was denied!)

» Username is incorrect
» Password is incorrect

« Account has been suspended (for too many bad signon attempts, password aging, or manual
administrator action)

» Account is not allowed to sign on from this IP address
« |IP address has been locked out (for too many bad signon attempts, often with different usernames)

» Client certificate has not been provided when one is required, or a bad client certificate has been
provided.

Requesting a Password Change

Some organizations may allow you to request an automatic password change if you have forgotten your
password, to avoid a round trip though technical support staff. If this option is enabled, a "Request a
password change" link will be present at the bottom of the signon page.

Sign On
Username: | = Security Notice
You are about to access a secured resource
DoxOrg reserves the right to monitor and/or
Password: | =2 S e SR T
limit access to this resource at any time
o Sign On |
Need Help? Tech Support - Online Manual

_I_:orqet your password? Request a password change_|

Clicking this link opens the Password Change Request page. This page will prompt you for your
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username and provide instructions for completing the password change process. Once you enter your
username and click the Request Password Change button, an email will be sent to your registered email
address, if your account has one, either with instructions for completing the password change, or a notice
that the password change was denied.

Password Change Request

This page is displayed if you click a "Request a password change" link at the bottom of the signon page.

© Forget Your Password?

Password Change Request

Lisvrmaamue: I =]

Request Fassword Change

Enter your username in the field and then click the "Request Password Change" button.

An email message with more information about the password reset process will be sent to your registered
email address. This message may ask you to click on a link to reset your password. If it does, you will
have the specified amount of time to do so before the link expires. If no link is provided in the message, or
if you do not receive a message within 15 minutes, you will need to contact your administrator to reset
your password.

Registering and Sending Files

Some organizations may allow you to self-register in order to send a package. Self-registering users are
handled according to the organization's configuration as either one-time guest users or limited-time
temporary users. If this option is enabled, a "Register and Send Files" link will be present at the bottom of
the signon page.

Sign On
Username: = Security Notice
You are about to access a secured resource
DoxOrg reserves the right to monitor and/or
Password: —

limit access to this resource at any time

& Sign On

Need Help? Tech Support - Online Manual

Forget your password? Request a password change

Don't have an account? Register and Send Files
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Clicking this link will open the Register and Send Files page. This page has fields for your recipent's email
address as well as for your email address.

Register and Send Files

Saparate moitiple emails with & comma

Recipient Email{s): Security Notice
You are about 1o access a secured resource
Your Email: DaxOrg resenves the nght 1o monitor and/or

lmit access bo this resource at any time
| id Register and Send Files

Rty he sign on

Need Help? Tech Support

Depending on how the organization has set this up, the page might also offer a "Captcha" box to provide
verification that you are a person and not an automated process.

Register and Send Files

Separafe muiiple emalls with & comma

Reckpient Emadl{s): Security Notice

O ACCOSS A SeCundd Nesouncd

Your Email:

0

"

ABsis.

| Type: the: hen wos:

d Register and Send Files

Befarn to the 4ign on page
Newed Help? Tech Support

Once you enter the requested information and click the Register and Send Files button, you will either be
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signed in immediately or you will receive a page explaining that an email is being sent to your email
address with information and instructions for completing the registration.

&) Registration Request Successful

egiest has been successfully submitted, Please chedk vour email Tor further instructions on hind b acoess the system

Client Certificates

Your organization may require you to authenticate to MOVEit DMZ with an SSL (X.509) client certificate
("client cert"). This is common when "two-factor authentication” is required.

All client certs are either "self-signed" or "CA-signed". The "CA-" indicates that a "Certificate Authority"
has signed the client cert and vouches for the identity of the bearer. Furthermore, CAs are divided into
"commercial CAs" that sell client cert issue and signing services to the general public (e.g., Thawte,
GeoTrust, etc.) and "corporate CAs" that perform the same client cert functions for their own users.

MOVEit DMZ supports self-signed certs, commercial CA-signed certs and corporate CA-signed certs, but
only your organization can tell you which client certs it will accept for authentication. Your client cert may
be delivered to you as a "*.pfx" file with a password or it may be your responsibility to request a client cert
from a CA; again only your organization knows the details of this process.

Various browsers have different ways to install client certs. Internet Explorer (IE) uses the Windows
Certificate Store; you can either install and manage client certs through IE's "Certificate" dialog (located
on the "Content" tab under IE7's "Tools" menu). Windows will also launch a client cert import wizard that
will automatically install most client certs into IE if you just double-click "*.pfx" client cert file.

The Mozilla/Firefox line of browsers uses its own client cert store. To install client certs in these browsers
you must use their "Certificate Manager". In Mozilla (1.7), this facility is found in the "Privacy & Security"
options tree. In Firefox (2.0), this facility is found in the "Encryption™ options tab ("View Certificates"
button).

Various browsers also have different ways to select client certs for authentication. The most common way
is for the browser to simply ask you (via a pop-up dialog) about which client cert to use. When connecting
to a MOVEIit DMZ server, you may be prompted through your browser to select a client cert after you fill in
your username and password or before you view the sign on screen.

However, most browsers also have options to automatically present a client cert if you only have one
installed or not ask you about picking a client cert if you did not present one. In these cases you may be
using client cert authentication behind the scenes (in the "one cert, so don't ask” case) or not at all (in the
"no certs installed, so don't ask" case).

Finally, the private key on your client cert may be password protected. If this is the case you may need to
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type in the password you created when you opted to protect this client cert or key store as well. (Usually,
such prompting takes place once per session.)
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Getting Started - Uploading Files

There are 2 quick ways to upload files to MOVEit DMZ through the web interface:

Upload Wizard (Internet Explorer, Mozilla, Firefox, Netscape or Safari only):

Upload Files Now...

Select a folder: | { Home / John Smith w

# CLICK HERE to Launch the Upload/Download Wizard...

Upload Form (If not using the MOVEIit Upload Wizard):

Upload a File Now...

Select a folder: | { Home / John Smith w

Pick a file with the "Browse" button: |C:certreq.txt | Browse... |

Certificate request fil|

Enter any applicable notes:

...and then press the "Upload" button: [ Upload - |

The upload wizard and/or form is available in three different locations:

* Your Home page. Click on the "Home" link on the left side of the screen. Scroll down to the "Upload"
section on your Home page and pick the person/folder the file should go to.

« Any folder view page into which you are allowed to upload. If it is available, click the "Folders" link on
the left side of the screen and then "click into" the folders displayed until you find the folder into which
you would like to upload your file. Scroll down to the "Upload" section on this Folder's page.

» The New Package page, if Ad Hoc Transfer is enabled. In the "Package Actions" section of the Home
page, click on Send a New Package; in the Files section, you can use the Upload wizard to add files to
the package.
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File Notifications
These options are set by the Organization administrator.

Upload Confirmation: You may get an email message called an "upload confirmation" when you upload
your file. (This option is turned off by default.)

New File Notification: Other users may get an email message called a "new file notification" when you
upload your file. (This option is turned on by default.) However, you will NOT get a new file notification if
you upload a file into your OWN home folder.

Delivery Receipt: When someone downloads your file from MOVEit DMZ, you may also get a "delivery
receipt” message. (This option is turned off by default.)

File "Not Downloaded" Warning: If your file has not been downloaded within a set amount of time, you
may also get a "not downloaded yet" message to warn you that the person or process you expected to
pick up your file has not yet picked it up. (This option is turned off by default.)

Delivery Notification: If Ad Hoc Transfer is enabled, you may get an email message called a "delivery
notification" when a recipient reads a package or downloads a file from the package.
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Getting Started - Downloading Files

There are several ways to download files from MOVEit DMZ through the web interface. The general rule
of thumb is to click the "Download" link next to or under the file you wish to download. If installed, the
MOVEit Download Wizard will automatically help download your selected file; otherwise your browser will
handle it directly.

Folders and Files

@ Parent Folder
r MOVEitDMZ_AdditionalDocumentation. htrn 590885080 2/16/2010 11:15:08 AM 35KB  John Smith Leleie
Select Files: All - New - Old - None & Add jer (@ Add Virttual) - Permissions and Set

There are several ways to find the file you need to download:

» If you received a new file notification, click (or copy into your browser) the link sent in the email. This
link will take you directly to the file referenced in the email. (After signing on, if necessary.)

» If you received a new package notification, click (or copy into your browser) the link sent in the email.
This link will take you directly to the package referenced in the email. (After signing on, if necessary.)
See Getting Started - Viewing Packages for more information.

 If you know the name of the folder in which your file is located, click the Folders link and navigate to
the appropriate folder. A list of files will be displayed - download the one you are interested in.

» If you do not know where the file is, type EITHER the NAME of the file (i.e. "readme.txt") or the FILEID
(e.g., "1234567") into the Find File/Folder box on the LEFT side of the page and click the "Find File"
button.
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Getting Started - Viewing Packages

A package can contain a message and/or attached files. To view a package, click on the linked subject of
the package. Links to packages can be located in several different places:

* New packages will usually be displayed on your Home page. Simply click on the subject of any
package to view the whole package.

New Packages

Elg WTM diagram (1 file) (from Helga Finlayson at 3/5/2010 3:33:32 FM)
B anT diagram (1 file) (from Helga Finlayson at 3/5/2010 3:54:44 PM)

@ mark Al Packages Not New

» Newly received packages will always be in your Inbox. Other packages may have been moved to other
mailboxes. To list your mailboxes, click on the Packages link on the left-hand navigation section. Your
mailbox list will be shown, indicating the number of new packages and total packages in each. Click on
a mailbox to view its contents, and click on a package subject to read an individual package.

&7 /Inbox/
Go To Mailbox; |/Inbox 'I _T?GDTQ__

Packages
Subjec Eiles Size Erg Actions
I @ invoice for your review 1 51.9KB Freddy Masterson 3
I @ Latest figures for Q7 1 74 KB 2(16/2010 11:56:40 AM 3

172272010 4:56:08 PM i

If you received a new package notification, click (or copy into your browser) the link provided in the
email. The link will take you directly to the package referenced (after signing on, if necessary).

Package View
Clicking on a package subject from any package list will display the actual package.

Information such as the sender, the recipients, the subject, and the current mailbox are shown in the
package header section. Below that, the message body is shown, followed by a list of attachments, if
there are any. Clicking on an attachment name will lead to a page with information about the attachment
file. A Download button is provided, along with a Download All button if the Upload/Download Wizard is
installed and enabled.
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@ Package from Helga Finlayson

[ETrash] [QHepIy] [QJFEepIyAII] [bFDrward]

To: John Smith
From: Helga Finlayson at 3/2/2010 3:58:15 PM
Subject: latest figures for Q2

Mailbox: [ Inbox/

John,

Here are the Q3 figures for your review

Helga
Files:

| verkaufi9luneds & (1.6 MB) | & Download
Total: 1.6 MB

[ETrash] [QHepIy] [@HeplyAll] [bFDrward]

& View Package History - /89 View Print Friendly

The Package Options section of the page displays the actions that can be performed on the current
message. These actions will include some or all of the following:

Trash - Move the package to the Trash mailbox.

Delete - Only available to packages in the Trash mailbox, this permanently removes the current
package from the Trash mailbox.

Reply - Start composing a new package to the sender of the current package. The body of the current
package will be retained and each line marked with the ">" character.

Reply All - Start composing a hew package to the sender of the current package, as well as the
recipients of the current package. As with Reply, the body of the current package will be retained and
each line marked with the ">" character.

Forward - Start composing a new package with no recipient. As with Reply and Reply All, the body of
the current package will be retained and each line marked with the ">" character. Unlike Reply and
Reply All, any attachments in the current package will be copied to the new package.

Move/Restore - In all mailboxes except Trash, this will be "Move". In Trash, it will be "Restore". They
both function the same way, allowing the user to select a mailbox to move the current package to.

View Send Receipt - View the Send Receipt, which shows the subject, sent date and time, recipients,
any attached files, and any options, such as expiration and quota, set for this package.

View Package History - View any audit log entries associated with the current message.

View Print Friendly - View the package in a printer friendly format. (Navigation is suppressed and the
package is forced into a 660 pixel-wide page.)
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Getting Started - Sending Packages

Sending a new package is like sending an email with attachments. As such, it is a familiar process, and
uses a form similar to a compose email form. The "Package Actions" section may appear on the home
page and/or the main packages page.

Package Actions

B send a new package... - @ Manage your address book...

1. To get started, click Send a new package. The Package compose page opens.

# New Package

[[;jSend] [p Preview ] [&Check Recipients] [xCanDeI ] [ESave as Draft ] [ESave as Template ]

@To ‘ Helga Finlayson ‘
Show Cc/Bcc
Subject: ‘ project schedule ‘
Note: 3 E== = = ==
b 7/ U [foy v|[Szgyv] E = E = = = E e B ¥
Helga,
Here are some upcoming dates to be aware of:
+ 4/15: Code freeze
e 5/1: Important meeting with client
+ 5/14: ship date
The full schedule is attached. Let me knovs if you have any questions.
Nohn
Files: ™ a ; S a1 KR
AHT_ProjectSchedule.xls & 1 KB)
(Optional) - ! @ . @
Total: 31 KB
To upload an attachment: /' CLICK HERE to Launch the Upload/Download Wizard...
Options: [[] Delivery Receipt(s)

] Prevent "Reply All"

| @ send | | 2 Preview | | & Check Recipients | | 3 Cancel | | [ Save As Draft | | (= Save As Template |
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2.  Enter the intended recipients, a subject, and a note (the note may be optional depending on the
Organization settings, which are set by your Administrator).

Add recipients in the To field by entering a valid email address. Separate multiple entries with a
comma. If your Administrator has configured it, you may also see the Address Book options for
adding recipients. You can enter yourself as a recipient.

In the Subject field, enter a description of the package (the subject will usually be included in the
'new package notification' email).

Use the Note field to enter a note for recipients. (The note may be optional depending on the
organizational settings.) This note will appear in the package, it does not appear as part of a new
package notification email.

Depending on the Organization settings, you may see a rich text editor where you can type your
note. In this editor, buttons above the editing box let you change the font, size, style, alignment,
indentation, and even color of the text you enter. You can also enter links and lists.

You may also have a Check Spelling button available, which will check the spelling of both the
package subject and the note. Misspelled words will be highlighted and you may use your left
mouse button to select appropriate replacements.

Click the Preview button to see what your note will look like to your recipient(s). Clicking the Edit
button from the Preview page will let you continue working on your note.

3. Addfiles. To add file attachments to your package, click the Browse button. If the Upload/Download
Wizard is installed and enabled, you can use it to upload your files, while making sure they are
integrity checked. Otherwise, you can select your files by using the browser's file selection interface,
then click Upload.

4.  Select any options for this package. To make sure you get notified when your recipient(s) read the
package, check the Delivery Receipt(s) checkbox. See Web Interface - Packages - Sending for
more information about the packages options.

5.  When you are done composing your package and uploading any attachments, click Send to send
the package. Once sent, a copy is saved to your Sent mailbox for future reference.

A 'new package notification' email will be sent to your recipients, to inform them that a package is
waiting for them. Recipients can click on the web link in this notification to connect to the site and
view the package.

Note: Depending on the Organization settings, you may need to set a password that unregistered
recipients (recipients that are not MOVEit DMZ users) will use to access the package. You may also
need to send the password manually to these recipients. For more information about password
options, see Web Interface - Packages - Sending.
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Getting Started - Sign Off

You may be signed off for one of two reasons:

* You clicked the "Sign Off" link found near the top of the page. Typically, a "Signed off successfully"
message will appear at the top of the screen to confirm a proper sign off.

@ Signed off successfully.

* You have done NOTHING for the last XX minutes (usually, 20 minutes) and you were signed off
automatically for security reasons. Often, a "signout by timeout" will result in less friendly "You already
signed off" or "Session has expired" messages at the top of the screen.

6 You already signed off.

O Y¥ou were signed out because of inactivity. Please sign on again to continue.

» An administrator terminated your session.

No matter how you are signed off the system, you will be returned to the Sign On page. If you attempt to
"re- sign on" from this page, you will usually be returned to the page you were viewing before you signed
off. Also, with few exceptions, pressing the "BACK" button on your browser will not allow to see MOVE:it
DMZ content unless you sign back on.
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System Configuration - Firewall Configuration

MOVEIit DMZ was designed first and foremost to be secure on production "DMZ" segments exposed to
the Internet. Like any well-behaved DMZ resident, MOVEit DMZ should "speak only when spoken to," and
then only over ports MOVEit DMZ controls. You can enforce this behavior on your firewall using two very
restrictive deny rules and a handful of permitted access rules.

Overview

The world normally uses HTTPS, FTP over SSL (FTP/SSL, ftps) and/or FTP over SSH (FTP/SSH, sftp) to
communicate with MOVEit DMZ. MOVEit DMZ also normally needs to access the SMTP services of
another mail server to deliver notification messages.

Nonsecure HTTP services are optional and generally not recommended. If nonsecure services ARE
enabled, MOVEit will simply redirect users to the secure services. (IS by itself doesn't redirect.) As
suggested by the diagram below, access to different services from different locations (i.e. "Internal” vs.
"Internet") can also be controlled by the firewall.

» GREEN ARROWS indicate "web" (HTTP/S) services.

« TEAL ARROWS indicate FTP over SSL services.

 BLUE ARROWS indicate FTP over SSH services.

» GREY ARROWS indicate other services (SMTP, RADIUS, LDAP).
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Firewall Ruleset
Firewall Internet

—

Server E— *Errp (TCP 80)

R;Erlvuasr l m"'“ HTTPS (TCP 443)
TPS Explicit (TCP 21)
(TCP 25) to SMTP Mail Server & TFS Impkeit (TCP 990)
(TCP 389/636) to LDAP/S Server FTPS Data (TCP 3000-3003)
(UDP 1645) to Radius Server *5'5;_‘.' f.T-CH ;:,;_: J.
chF »
mz
MOVEit DMZ
Deny All

To prevent outside forces from opening unauthorized connections to MOVEit DMZ, use the following rule:

* REQUIRED: Deny (ALL CONNECTIONS) to MOVEitDMZ

To prevent MOVEit DMZ from opening unauthorized connections to outside computers, use the following
rule.

* REQUIRED: Deny MOVEIitDMZ to (ALL CONNECTIONS)

Now, depending on which services you elect to run on MOVEit DMZ, you will need to open a few ports.
The criteria and specifics are covered below.

Remote Web Browsers (HTTP/S)

 REQUIRED: Allow TCP (Remote) (Any Port) to MOVEIitDMZ Port-443
» Optional (and not recommended): Allow TCP (Remote) (Any Port) to MOVEitDMZ Port-80

MOVEit DMZ normally listens for NONSECURE web connections on TCP port 80 and SECURE web
connections on TCP port 443. Remote users NEED to be able to connect to the secure port (443) from
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remote addresses. Optionally, you may leave port 80 open as well if you would like MOVEit DMZ to "be
friendly” and auto-redirect users connecting on the nonsecure port to the secure port instead.

Remote Secure FTP over SSL Clients (FTP/S)

If MOVEIt DMZ FTP needs to support clients over the Internet, Ipswitch strongly recommends you
REQUIRE PASSIVE MODE FTP TRANSFERS and LOCK PASSIVE DATA PORTS TO A SMALL
RANGE on MOVEIit DMZ FTP.

WARNING: Simply specifying "FTP" on your firewall will rarely be enough to allow secure FTP through
(unless both client and server use the "CCC" option). Firewalls that "understand FTP" look for the phrase
"PORT" in data channels and open temporary holes in the firewall for communications over the
designated ports between the two machines on either side of the data channel. However, secure data
channels are encrypted, meaning the firewall will be unable to open any temporary ports.

Explicit FTPS control connections take place on TCP port 21.
Implicit FTPS control connections take place on TCP port 990.

If you use FTPS on your MOVEit DMZ, it is HIGHLY RECOMMENDED that you configure it to use both
explicit and implicit modes (for greatest client compatibility), passive mode (to allow the server to select
port numbers) and to use a restricted range of ports (to avoid opening up a hole which a trojan horse
could use).

"CCC" Command - Alternative to Range of High Open Ports

As of version 3.2, MOVEit DMZ supports the "CCC" FTP command. The "CCC" command was invented
to allow FTP-aware firewalls to understand the "PORT" commands otherwise hidden by FTP over SSL.
Specifically, the CCC command allows the "PORT" commands to be understood by firewalls by dropping
the control channel (and only the control channel) out of encrypted mode and into cleartext mode.

Although it provides greater flexibility, there are two security risks involved when using the CCC
command. The first is that someone could sniff the now cleartext port command to connect to the secure
FTP server and either steal data by connecting as if they were the real client or cause a denial of service
attack by preventing the real client from connecting. The second is that someone can sniff foldernames,
filenames and custom commands such as "change password" while the control channel is unencrypted.
(The security risk of the alternate solution - a limited number of open ports - is that another service could
be installed on that server and could start listening on those ports.)

Active FTP - Not Recommended

(Active FTP is NOT recommended for Internet connections because remote firewalls will likely not permit
active FTP data connections in, especially if they are encrypted!)

 REQUIRED: Allow TCP (Remote) (Any Port) to MOVEIitDMZ Port-21
* REQUIRED: Allow TCP (Remote) (Any Port) to MOVEIitDMZ Port-990
 REQUIRED: Allow TCP MOVEIitDMZ Port-20 to (Remote) (Any Port)
* REQUIRED: Allow TCP MOVEIitDMZ Port-989 to (Remote) (Any Port)

Passive FTP (Unrestricted) - Not Recommended
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(Setting Passive FTP up in "unrestricted mode" is not recommended because proper operation of this
mode requires a wide range of high ports (thousands) to be open on the firewall.)

 REQUIRED: Allow TCP (Remote) (Any Port) to MOVEIitDMZ Port-21
* REQUIRED: Allow TCP (Remote) (Any Port) to MOVEIitDMZ Port-990
 REQUIRED: Allow TCP (Remote) (Any Port) to MOVEIitDMZ ("High Ports")

MOVEit DMZ normally listens for SECURE FTP "control" connections on TCP port 21 (and 990 when
using implicit mode). As a "passive" FTP server, MOVEit DMZ will then listen for a SECURE FTP "data"
connection on the TCP "high port" (>1023) it negotiated with the client. These ports need to be left open
for proper communication.

Passive FTP (Restricted) - Recommended

* REQUIRED: Allow TCP (Remote) (Any Port) to MOVEitDMZ Port-21
* REQUIRED: Allow TCP (Remote) (Any Port) to MOVEitDMZ Port-990

* REQUIRED: Allow TCP (Remote) (Any Port) to MOVEitDMZ Ports-3000_3003
(administrator's discretion)

MOVEit DMZ normally listens for SECURE FTP "control" connections on TCP port 21 (and 990 when
using implicit mode). In "restricted passive mode" MOVEit DMZ listens for SECURE FTP "data"
connections on a configurable finite range of contiguous TCP "high ports" (e.g. "3000,3001,3002,3003")
that it specifies to a particular client. (Nothing extra needs to be configured on clients other than to specify
"passive" mode transfers.) These ports need to be left open for proper communication.

Additional Ports for Client Certificates

If you require that all your FTP/SSL traffic authenticate with client certificates there is no need to set up
additional FTP/SSL ports for this purpose. However, if you wish to require some FTP/SSL
connections/users authenticate with client certificates while others do not face this requirement (common
during migrations), you will need to set up additional ports for FTP/SSL client certificate authentication.

Client certificate authenticated sessions use the same data ports as "regular" FTP/SSL sessions, so no
additional data ports are needed. However, a second Explicit control port and a second Implicit control
port are typically assigned to a MOVEit DMZ FTP server in this situation. For example, Ipswitch uses
ports 21 and 990 to handle its non-client-cert-authenticated connections and ports 10021 and 10990 to
handle its client-cert-authenticated connections.

Remote Secure FTP over SSH Clients (SSH)

MOVEit DMZ uses a one-port SSH tunnel to support FTP over SSH clients. The use of a single SSH
tunnel has an advantage over the multiple encrypted data streams used by FTP over SSL: fewer ports
need to be opened on a firewall. (FTP over SSH is a "single port" secure transfer protocol.) The one port
normally used by SSH is TCP port 22.

* REQUIRED: Allow TCP (Remote) (Any Port) to MOVEitDMZ Port-22

Email Notification (SMTP)
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*+ REQUIRED: Allow TCP MOVEIitDMZ ("High Ports") to (YOUR MAIL SERVER) Port-25

The MOVEIit DMZ server requires the use of an SMTP-compliant mail server to send email notifications. If
your MOVEit DMZ server must pass through a firewall to reach a mail server, you should allow MOVEit
DMZ access to it only over TCP port 25. If you would like the ability to queue messages if your mail server
is unreliable, need special authentication parameters to relay mail, or generally plan on sending many
notifications at once, please consider setting up the local mail relay. NOTE: The MOVEit DMZ server
need not access an internal email server if you can point it to your "upstream" (ISP) mail relay instead.

Remote Authentication (RADIUS)

If you intend to use RADIUS remote authentication, MOVEit DMZ must be able to communication via
UDP to the remote RADIUS server. The UDP port normally used to support RADIUS is 1645, but this port
is configurable (like most other ports in MOVEit DMZ).

+ OPTIONAL: Allow UDP MOVEIitDMZ ("High Ports") to (YOUR RADIUS SERVER) Port-1645

Remote Authentication (LDAP)

If you intend to use LDAP remote authentication, MOVEit DMZ must be able to communication via TCP to
the remote LDAP server. The TCP port normally used to support LDAP is 389 and the port normally used
to support LDAP over SSL is 636, but these ports are configurable. (The use of LDAP over SSL is
strongly recommended; most modern LDAP servers support this. For example, see the "Active Directory -
SSL" section of the "Feature Focus - External Authentication" documentation for instructions to enable
SSL access on Active Directory LDAP servers.)

* OPTIONAL: Allow TCP MOVEIitDMZ ("High Ports") to (YOUR LDAP SERVER) Port-389
* OPTIONAL: Allow TCP MOVEIitDMZ ("High Ports") to (YOUR LDAP SERVER) Port-63

Remote Microsoft SQL Server database

If MOVEIit DMZ will connect to a remote Microsoft SQL Server database, such as in a web farm, the
MOVEit DMZ node must be able to communicate over the SQL Server ports. Port 1433 is the default SQL
Server port, if you have configured a different port for your SQL Server instance, use that port instead of
1433. You need to open port 1434 only if you plan on running SQL Server Studio or another SQL Server
utility on the MOVEit DMZ application nodes themselves.

 REQUIRED: Allow TCP MOVEIitDMZ to (Your MS SQL Server) (Port 1433) for SQLServer default
instance

» Optional: Allow TCP MOVEIitDMZ to (Your MS SQL Server) (Port 1434) for SQL Admin Connection

MOVEit DMZ Web Farms

If MOVEIt DMZ Web Farms is in use, each node and the NAS must allow Microsoft networking protocols
between them. This is normally accomplished by opening TCP port 445 between the various machines.
However, this port should NOT be left open to or from the Internet.

Time Service
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Some sites, such as those regulated by the FDA, may need to ensure that the clock on MOVEit DMZ is
kept in sync with a known, external source. The hostnames of good external time sources such as
"time.nist.gov" can be found on various lists of public time servers.

Time services (RFC 958) normally use UDP port 123. When setting up firewall rules to support external
time service, you must allow UDP packets to travel from any high port on the MOVEit DMZ to remote
UDP port 123, hopefully on one or a small collection of remote servers. Return traffic using the same UDP
port must also be able to return to your MOVEIt DMZ server.

Please note that your firewall itself MAY also be able to act as a time server, in which case the firewall
queries external time servers itself instead of permitting every machine behind the firewall to get its own
time.

Also note that servers that are members of a domain are automatically time synchronized with the domain
controller, so no external time server is necessary.

SysLog Service

If you elect to send MOVEit DMZ Audit Events to a SysLog server, you will likely need to allow UDP
SysLog packets to travel from your MOVEit DMZ to the SysLog server on UDP port 514.

SNMP Service

If you elect to send MOVEit DMZ Audit Events to a SNMP management console, you will likely need to
allow UDP SNMP packets to travel from your MOVEit DMZ to the SNMP management console on UDP
port 161.

ODBC stunnel (Largely Obsolete)

This procedure has largely been replaced by MOVEit DMZ API's ability to run ad-hoc custom reports
against most MOVEit DMZ configuration elements and audit entries remotely over a secure connection.

If you elect to set up an ODBC stunnel connection (as described in "Advanced Topics - Database -
Remote Access"), you will likely need to allow connections from MOVEit Central to MOVEit DMZ on TCP

port 33062. This port is configurable and may be changed in both the "stunnel_mysqlserver.conf" and
"stunnel_mysqiclient.conf" configuration files involved.

MOVEit Freely & MOVEit Buddy

MOVEit Freely and MOVEit Buddy are secure FTP clients. See the "Remote Secure FTP Over SSL
Clients section" above for required port information

MOVEit Central

MOVEit Central normally communicates with MOVEit DMZ via HTTPS. See the "Remote Web Browser
(HTTP/S) section" above for required port information.

MOVEIit Wizard, MOVEit Xfer, MOVEit DMZ API or MOVEit EZ
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The MOVEIit Wizard, MOVEit Xfer, MOVEit DMZ APl and MOVEit EZ clients all communicate with
MOVEIit DMZ via HTTPS. See the "Remote Web Browser (HTTP/S) section" above for required port
information.

AS2 Clients

AS2 clients normally use HTTPS. In rare cases they may use HTTP instead. See the "Remote Web
Browser (HTTP/S) section" above for required port information.

AS3 Clients

AS3 clients are secure FTP clients. See the "Remote Secure FTP Over SSL Clients section" above for
required port information
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System Configuration - Configuration Utility

The MOVEIt DMZ Configuration Utility is a GUI application used to configure global settings from the local
console. This utility is the only place certain licensing, debugging, FTP, and SSH options are set. Run the
configuration program by choosing the Start menu shortcut "MOVEit DMZ Config" from the local console
(or terminal session) on your MOVEit DMZ server.

License Tab
You will have either a license file or license key, which will be shown here.

Note: Beginning with MOVEit DMZ v.7.0, product licenses are distributed in the form of a license file
rather than a license key. Existing customers who already have a license key can continue to use their
current license key. It is not necessary to replace the key with a license file.

If you have a MOVEit DMZ license file, the file name will be displayed in the "License File" field. If you
have a MOVEIit DMZ license key, it will be displayed in the "License Key" field. Use the the "license file"
field and the Import button to import a new license file. Use the "license key" field to apply a new license
key. Any change to the license fields will take place immediately.

Underneath the license fields, a list of items you are currently licensed for will be displayed with their
status and expiration.

~34~



System Configuration - Configuration Utility
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! Version:  7.4.0.536

ok ][ concel ]| oo |[ e ]

Each licensed option could be shown (display only) as set to: Production, Evaluation or Off. Evaluation
options behave exactly like production options, but evaluation options will shut off after their time has
expired.

e Base License - # organizations: This item lists the number of organizations this MOVEit DMZ license
is currently authorized to support. When you purchase MOVEIit DMZ, a Base License for at least one
organization is always included.

 MOVEIit DMZ API: When enabled, this license option allows an unlimited number of copies of MOVEit
DMZ API to connect to MOVEIit DMZ. Your MOVEit DMZ API license may limit the number of clients
which can actually be deployed, however.

* Ad Hoc Transfer: With this license option, people can use MOVEit DMZ to send secure, email-like
packages with files included. Packages can be composed online using the web interface or
read/composed using Microsoft Outlook.
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* Web Farm - # nodes: This license option enables server deployment in a web farm environment and
controls the number of nodes that may be so deployed. Each MOVEit DMZ server deployed in such an
arrangement is counted as a node.

» Files and Folders: With this licensed option, people can use MOVEit DMZ to access files and folders
using the web interface.

* User Bands - # Users: This item specifies the licensed (system) maximum number of users, per user
band licensing:

* 1to 50 Users

e 51 to 200 Users
» 251 to 500 Users
» Unlimited Users

HINT: MOVEit AS2 and AS3 support licensing is controlled in MOVEit Central; MOVEit DMZ requires no
additional license.

Paths
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x
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— Folders
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Non Web: |[:\MOVERDMZ
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&g, d\moveidmz movedtisapi)
Database: |DMySQL
l2.g. d-\myagl > only f wsing MySGL localy)

— URLs

Machine: |Hitp ./ localhoat imoveitdmz machine aep
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WARNING: Most of the "Folder" values listed below are also saved in locations currently outside the
control of the MOVEit DMZ Config utility. If you wish to move the MySQL database to another location or

move the encrypted filesystem to another location, please check Ipswitch's current recommendation in
our Support Site Knowledge Base first!

Folders

» Web App: this directory contains all of the web application files needed for MOVEit DMZ to run.

* Non Web: this directory contains MOVEit DMZ specific files that are needed for the internal functions
of the program.

» Files: this directory contains the root filesystem for MOVEit DMZ. If the root filesystem is stored on a
remote location, click the Advanced button to configure the UNC path of the remote location, as well as
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the username and password needed to access it. For more information about using a remote location
for the root filesystem, see the Remote Filesystem doc page.

ISAPI: this directory contains the MOVEit ISAPI files that are required for making secure transfers.

Database: this directory specifies the location of MySQL, if MySQL is the database engine being used
by MOVEit DMZ.

URLs

Machine: this URL is used to access authentication and other services from MOVEit DMZ. This URL
should refer to the local machines (localhost). The Machine URL's are generated during installation of
MOVEit and rarely need to be changed, except in cases where 1IS access rules have been changed.

Machine2: is derived from the "Machine URL".

Ignore certificate problems on machine URL's: if checked, this option allows the use of Machine
URLSs starting with "https" even if the certificate on this webserver was not issued by a trusted
Certificating Authority. This will allow you to set the IIS setting of "Require Secure connection”. In this
case you will need to use https for the Machine URL.

Base: is the URL that is used to connect users to the interface of MOVEit DMZ. If there is no DNS
name available or it has not resolved yet, you need to use an IP address. Also, if you have installed an
SSL certificate you should specify the https protocol here also. Whether to allow the secure connection
with MOVEIit DMZ with a test certificate which may not be able to be confirmed from a trusted source.
Since the Machine URLSs are usually set to the localhost, they do not normally need to use https
encryption. But if they do, and if the certificate is not trusted, MOVEit DMZ FTP would not be able to
communicate with the machine URLSs unless this is set.

Email
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d " Configure MOVER DMZ ll
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SMTP Configuration

» Server: this is the the IP address or DNS name of the mail server to be used to send e-mail.

* Timeout: this is the number of seconds MOVEit DMZ will timeout after if it cannot connect to the mail
server.

Key Email Addresses

» Default From: this specifies the return address that will be used to send out informational messages
from MOVEit DMZ.

» Send Errors To: this specifies the e-mail address to whom error messages from MOVEit DMZ will be
sent. The scheduler uses will send error reports to this address. Multiple email addresses may be
specified by separating them with commas. For example,
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"supportl@mymoveit.com,support2@mymoveit.com” is a valid address, although most sites use a
mailing list or an alias controlled on the mail server to accomplish the same thing.

Hint: If you need more sophisticated email options such as authentication or queueing, please set up the
local IIS SMTP server. In fact, use of a local SMTP server is recommended at high volume sites to avoid
waiting for responses from remote mail servers!

Settings

d - Configure MOVER DMZ l'

Status | 5SH | FTPPets | FTPCats |  FTPIPs
License | Pathe | Emai Settngs | Dasbass

— Statistica (zathenng
Retartion: |3El {Dayu)
Iréerval: |323 {Seconds)

Long Process Skip Count: |3'2 {Number of intenvals)

—Ceher Sattings
IP Masks to Ignoes DNS: | |
Max Session Timeout: [ 1210 {Mirwtas)

Diak Space Low Waming: |1D.'-.'-1- ME])

Statistics Gathering

MOVEit DMZ periodically polls the local server for various status and performance statistics, and records
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them into a database for later processing. These settings determine how that statistics gathering
mechanism operates. For more information, see the documentation on the MOVEit SysStat Service.

Retention: how long records will exist in the statistics database. Default: 30 days.
Interval: how often the statistics gathering process will poll the local server. Default: 323 seconds.

Long Process Skip Count: one of the statistics that MOVEit DMZ gathers is the amount of used disk
space in various DMZ folders on the server. This involves recursively counting the bytecounts of all
files and folders underneath the selected folders, a process which can take a significant amount of time
and resources. Therefore, these particular statistics are not gathered every time the statistics gathering
process runs. This value determines how many runs the process will skip before gathering the more
intensive statistics. Default: 72.

Other Settings

IP Masks to Ignore DNS: MOVEit DMZ uses the Windows DNS client to look up the hostnames of IP
addresses. Sometimes internal IP addresses cannot be resolved by the available DNS servers, but
timeouts involved obtaining this information can make operations which require reverse lookups (such
as signons) very slow from the end user's perspective. Adding specific IP addresses and/or ranges of
IP addresses into this list will cause MOVEit DMZ to skip DNS reverse lookups of those addresses and
may speed signons and similar actions.

Max Session Timeout: user sessions are automatically extended during file transfers to permit slow or
very large transfers to succeed. This value indicates, in minutes, the maximum length of long file
transfer sessions. Default: 120 minutes.

Disk Space Low Warning: MOVEit DMZ periodically checks the remaining disk space on all local
drives. If the remaining space on any of the drives falls below this level, an email will be sent to the
Send Errors To email address containing a message about the low disk space. Default: 1024 MB.

Database

The database tab will reflect the settings of the current database engine being used by MOVEit DMZ.

MySQL
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» Configuration

» Server: this is the IP address or host name and instance of the MySQL database server being used
by MOVEIit DMZ. Typically MOVEit DMZ will use a local MySQL database, so the server will usually
be "localhost".

» Database Name: this is the name of the database used by MOVEit DMZ. This was configured
during setup and should not be changed.

« MOVEIit User

» Username: this is the name of the database user used by MOVEit DMZ to access the DMZ
database. This was configured during setup and should normally not be changed.

» Password (and Confirm): this is the password of the above database user. This password was
configured during the MOVEit DMZ setup and should normally not be changed.
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* MySQL Root User

* Username: this is the name of the database root user. This was configured during setup and should
normally not be changed.

» Password (and Confirm): this is the root password that is used to access the MySQL database for
MOVEit DMZ. This password was configured during setup and should normally not be changed.

Microsoft SQL Server

d Configure MOVEt DMZ x|

Stabus | SSH | FTPPets | FTPCets |  FTPIPs
License | Pathe | Emal | Setngs Database
— Diatabass Configuration

Typa: Microsof SQL Server

Serverrstance: [-:Ib.mm:rc Com
fag. 127.0.0.1)
Diatabass Mame: [n'-:l'-'m-:l'n:
la.g. maweidmz)

eEriams [n'lu'.'\ei'ld"n:

8.0 moweitdmz)
Password: [~
Corfim: |~

fto change the passwaond in SGL Server see haip)

Test Connection | Advenced Settings |

» Server\instance: this is the IP address or host name of the SQL Server database server being used
by MOVEIit DMZ. When using a local SQL Server Express instance, this will typically be "localhost".
Otherwise, it will typically be the address of a separate database server or database cluster.
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» Database Name: this is the name of the database used by MOVEit DMZ. This was configured during
setup and should not be changed.

» Username: this is the name of the database user used by MOVEit DMZ to access the DMZ database.
This was configured during setup and should normally not be changed.

» Password (and Confirm): this is the password of the above database user. This password was
configured during the MOVEit DMZ setup and should normally not be changed.

Status
x
liesnss |  Pahe |  Emal |  Setngs |  Dmebase |
Sas | s |  FTPPeas | FTPCets | FTRIPe |
~ Diagnostic Log Settings
Debug Level Max Size (MB)
Web: |User Emors x| ls —
FTP: |Commect Messages =] [4 =]
55H: II:nrned Meszagss j |JI -4
— Primary Sarvices
Web: [Funning 015 only) Stop Start A
FTP: [Runming Stop Stop Al
S5H: |Stopped Star
Diotabese:  [Funning Stop
Systet: [Rurming Stop
Heper [Runming Sop | Rebesh: [1 =] (meconds)
Scheduier [Erabind op | Last Fefresh: 120309
{DMZ Canfig must be running with elevated privilages to show state)

Diagnostic Log Settings

Diagnostic logging levels and log filesizes for the major MOVEit DMZ components are set here. For each
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component, the Debug Level and Max Size settings can be adjusted.

» Debug Level: specifies the amount of debugging information to be logged. "All Debug" means log
everything and "None" means log nothing. "Success" is the default and provides a good tradeoff
between performance and troubleshooting capability. "'Some Debug" is usually best for diagnosing
errors on your own. Ipswitch support will typically ask you to run at least one test of a failed event at
"All Debug".

» Max Size: specifies the maximum size in megabytes of the log file before it is renamed and a new file
is created in its place.

The three diagnostic MOVEit DMZ component options are:

* Web: sets the debug level for the Web Interface and scheduling components of MOVEit DMZ.
» FTP: sets the debug level for the FTP component of MOVEit DMZ.
» SSH: sets the debug level for the SSH component of MOVEit DMZ.

Hints: Set Core Application debug level to "User Errors" and the FTP and SSH debug levels to "Connect
Messages" while in production. The debug levels listed here may also be set and the resulting logs may
also be downloaded by any SysAdmin.

Primary Services

Here the status of each of the primary MOVEit DMZ services is available, and can be controlled. Each
service displays its current status, along with a button to start or stop the service. Additionally, buttons are
available to start and/or stop all MOVEit DMZ services. Finally, a refresh option is available to change

how frequently the config program checks the status of the services, and the time of the most recent
refresh is displayed.

High Availability Service

If the MOVEIit DMZ server is participating in a webfarm, the High Availability Service section will be
displayed. Here the status of the High Availability Service is available, and can be controlled. As with the
primary services, the current status is displayed, along with a button to start or stop the service.

NOTE: This service will also be started and stopped when the Start All and Stop All buttons in the Primary
Services section are pressed.

SSH Tab

See the "SSH Server" section of this document for information about this tab.

FTP Tabs

See the "FTP Server" section of this document for information about these tabs.
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System Configuration - Backup/Restore Utility

Overview

Backing up the MOVEit DMZ system can be done in one of two ways. First, you may elect to use existing
backup procedures at your organization to handle backing up the system. If this is the case, you will want
to consult the Technical Reference for a complete list of the files, folders, and registry settings that
MOVEit DMZ uses, and that need to be backed up.

An alternative to a traditional backup-to-tape method is to use the MOVEit DMZ backup and restore
utilities provided by Ipswitch. These command-line utilities perform complete backups and restorations of
all the files, folders, certificates and registry settings necessary to replicate your current MOVEit DMZ
configuration onto this or another platform.

Capabilities

The backup and restore utilities are capable of backing up and restoring the MOVEit DMZ configuration
database (MySQL only), configuration registry keys, folder structure, and custom color schemes, logos,
and templates. Encrypted files can also be optionally backed up (they are not by default), as can both
server and client SSL certificates (they are by default) to create a complete backup of the MOVEit DMZ
state. Both utilities automatically determine where the critical MOVEit DMZ files are located on the server,
as well as how to connect to the MySQL database to perform lock operations. Both utilities also provide
options to allow administrators to override these automatic detections.

Backups and restorations can be done across differing types of DMZ installations (but NOT differing
versions), such as web farm and standalone installations, and installations with differing path structures.
This capability requires the backup and restore utilities to NOT backup MOVEit DMZ installation path
information, database access information, or email server settings. These are typically configured on a
per-installation basis, and should not be replicated across differing servers.

Limitations

The backup utility's ability to back up the MOVEit DMZ database tables only applies to MySQL
databases. When using Microsoft SQL Server as the database for MOVEit DMZ, the utility must be run
with the "--without-database" option, and the MOVEit DMZ database should be backed up using other
tools. If the utility detects that SQL Server is being used, and the "--without-database" option has not been
specified, it will display an error message and exit.

The backup utility obtains a read lock on all MOVEit DMZ database tables before backing up the MySQL
database information. This is to ensure that the data does not change during the backup process. As a
result, any requests that come in to MOVEit DMZ while the tables are locked will wait until the tables are
available again before continuing (the read locks are released once the database tables have been
backed up). For this reason, it is best if the backup process is run during off hours.

The backup and restore utilities do NOT back up NTFS permissions, NT users/groups, or IS settings. If
you are using these utilities to maintain a "hot standby", you will need to set these items up on the second
box ahead of time. (Frequently people create a hot standby by restoring a full tape backup onto a new
machine, then use periodic runs of the backup utility to keep data on the hot standby fresh.)
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The backup utility is also not able to override the "do not export private key" setting you may have set
when you imported your SSL server certificates. If the utility encounters an SSL server certificate export
error related to private keys it will immediately print the error encountered and then exit. You can use the
"--ignore-cert-export-errors" option to prevent the utility from exiting like this, however the problem
certificates will still not be backed up.

Installation

Starting with MOVEIt DMZ 3.1.5, the backup and restore utilities are installed by the MOVEit DMZ setup
program, and are placed in the MOVEitDMZ\Scheduler folder. The two application filenames are
DMZBackup.exe and DMZRestore.exe. The programs need to be in this location in order to use some
requisite libraries provided by MOVEit DMZ. These utilities may not work correctly if run from any path
other than MOVEit DMZ's Scheduler folder. If the utilities are run from outside the Scheduler folder, an
error message will be displayed and the utility will exit.

In addition to the backup and restore utilities themselves, two additional programs are installed for use by
the utilities. The first is an archiving application which supports the creation of files larger than 2GB. This
application is called 7-Zip and is run using the 7z.exe program file. The second is an SSL certificate
extracting application which dumps the various Microsoft SSL certificate stores into a format which is
usable by the backup and restore utilities. This application is called ExportCerts.exe.

Using the Backup Utility

To perform a simple backup, open a command prompt and cd to the Scheduler subdirectory of your
MOVEit DMZ non-web directory. Next, execute the following command.

C:. \ MOVEi t DMZ\ Schedul er >dnzbackup

This will create a file called MOVEitDMZ_Backup_xxxxxxxX.7z in your Scheduler directory, where
XXXXXXXX is the current date in YYYYMMDD format. This file will contain all the necessary files and
information to reconstruct your DMZ configuration. It will not backup the actual encrypted files in your
DMZ configuration, however, it will backup the existing folder structure. To backup the encrypted files as
well, add the "--with-files" command-line option to the above command.

Since doing a complete backup with files requires a large amount of free disk space on the server
(roughly twice as much free disk space as the size of your \MOVEitDMZ\Files directory), many customers
opt to run a config-only backup, and then backup the encrypted files in a different way (NTBackup,
read-only FTP server, etc.). Customers who use this method should add the "--with-file-tables" option, to
force the backup utility to back up the file-related database tables, which are normally skipped when a
config-only backup is performed.

If you would like to see what the utility is doing while it runs, add the "--debug" command-line option to the

above command. For a complete list of the options available in the DMZ backup utility, see the Backup
Utility Commands section below, or execute the following command in your Scheduler subdirectory:

C.\ MOVEi t DMZ\ Schedul er >dnzbackup --hel p
Backup Utility Commands

The DMZ Backup Utility is a .NET console application which runs in the Scheduler directory on a MOVEit
DMZ system. The utility is command-line driven, so it can easily be integrated into a batch file. A list of
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available options can be generated by entering the command "dmzbackup --help". The default values
listed for the database location, DSN, and DMZ directories are gathered from the registry on the DMZ
system. The values may be overridden by using the command-line options.

C:.\ MOVEi t DMZ\ Schedul er >dnzbackup --hel p
MOVEi t DMZ Backup Utility v5.5.0.0
Copyright (c) 2006-2008 by |pswtch, Inc.

Usage: dnebackup [options]
Opt i ons:
- - backup- dat abase-fil es
Backup the database by copying the table files instead of
using the nysqgldunp utility. This option should not be used
unl ess specifically required by the circunstances.

- -dbdat al ocati on=<di rectory>
Location of database data files (default C\MSQ.\data\)

- - dbdsn=<dsn>
Dat abase connecti on DSN nane (default noveitdng)

- - debug
Turn debug node on

--dnznonwebdi r =<di rect ory>
DVZ non-web directory path (default C:\MOVEi t DMZ)

--dneprogranfil esdi r=<directory>
DMZ Program Files path (default 'C \ PROGRA~1\MOVEi t')

- -dnzwebdi r =<di rect ory>
DVZ web directory path (default C:\MOVEi t DMZ\ wwwr 0ot )

--exit-on-cert-export-errors
Exit imediately if an error is detected while backing up SSL
client and server certificates. This option has no effect if
--without-certs is enabl ed.

-h, --help
Display this help screen and exit

--ignore-cert-export-errors
Do not exit inmediately if an error is detected while backing
up SSL client and server certificates. This option has no effect
if --without-certs is enabled. (default)

- - out put =<out put _fil ename>
Rel ative or absolute output filepath
(default MOVEI t DMZ_Backup_YYYYMVDD. [ zi p| 72])
The date nmacros [YYYY], [MM, and [DD] may be used and will
be replaced by the current year, nonth, and day, respectively.
The time macros [HH], [TT], and [SS] may al so be used and wl|l
be replaced by the current hour, minute, and second respectively.

--tenpdi r=<directory>
Base tenporary directory to use
(default C\ DOCUME~1\ sdn\ LOCALS~1\ Tenp\)

--use-zip
Use Zip.exe to create the backup file instead of 7z.exe. This will
generally result in a slightly larger backup file, and will fail if

the size of the backup file exceeds roughly 2GB, but is faster than
7z. Use if your file collection is snmall (<2GB).

--use-7z
Use 7z.exe to create the backup file instead of zip.exe. This wll
generally result in a slightly smaller backup file, and supports
backup files larger than 2GB, but is slower than zip. Use if your
file collection is large (>2GB). (default)

--with-certs
Back up SSL client and server certificates fromthe M crosoft
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Certificate Store. Certificate backup files will be encrypted. (default)

--w thout-certs
Do not back up SSL server and client certificates

--with-files
Back up encrypted files along with DVZ fil esystem structure

--without-files
Do not back up encrypted files along with DMZ fil esystem structure (default)

--with-file-tables
Back up the file tables fromthe database. This is inplied when using
--with-files, but is not on by default when --without-files is in effect.
gi ?cel--without-files is on by default, file tables are not backed up by
efaul t.

--Ww t hout - dat abase
Do not back up database (use if nanagi ng dat abase backup by a
di fferent nethod)

--Wwi t hout - ft pnat map
Do not back up FTP NAT mappi ngs (use if backup DMZ has different
| P address)

--Ww t hout -i pbi ndi ngs
Do not back up I P bindings for FTP and SSH services (use if backup
DVZ has different |P address)

--7z-no-conpressi on
Force 7z.exe to use no conpression when creating the backup file. WII
generally result in a larger backup file, but is much faster. Use if
your file collection has many |arge, inconpressible files (conpressed
video files, disk inages, etc). This option has no effect if
--use-zip is enabl ed.

NOTE: Paths with spaces can be entered by surrounding the entire argunent
with quotes. For exanple:
"--tenmpdir=D:\Tenp Dir\Sub Fol der"

Backup Utility Specifics

The backup utility creates a backup file by copying all desired files, folder structures, and settings into a
temporary directory, and then archiving the contents of that directory using either Zip or 7-Zip. The
temporary directory is then removed at the end of the procedure. The following details the specific actions
taken by the backup utility:

1. The temporary directory is randomly generated and then created. All backup files will be copied to
this location, and then archived.

2. Most registry keys in the HKLM\SOFTWARE\Standard Networks\siLock key are read up and copied
to a Windows Registry Editor compatible file, which is placed in the temporary directory. Registry
keys containing paths, database information, and administrator email information are skipped to
allow restoring to machines with different configurations than the original.

3. Ifthe MySQL database is being backed up, a read lock is obtained on all MOVEit DMZ database
tables, and the appropriate table data is exported to the temporary directory using the "mysqgldump"
utility. If the "--with-files" or "--with-file-tables" options are specified, all table data will be exported.

Otherwise, the "files", "newfiles", "folderfile", and "log" tables are skipped. Once all table data has
been exported, the read locks are released.

4.  The complete encrypted filesystem folder structure is copied to the temporary directory. If the
"--with-files" option is specified, the encrypted files themselves will also be copied, in their
appropriate locations. If the "--with-files" or "--with-file-tables" options are specified, per-organization
tamper checking hash information files will also be copied.
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5.  The contents of the "images" subdirectory of the DMZ web directory is copied to the temporary
directory to preserve any custom images provided by the server operator or organization
administrators.

6. Any custom CSS stylesheets, used to create MOVEit DMZ color schemes, are copied to the
temporary directory.

7.  Any custom templates are copied to the temporary directory.

8.  The ExportCerts.exe utility program is run which exports all SSL certificates in the Microsoft
Certificate Store and stores them as files in the temporary directory.

9. The contents of the temporary directory are archived and optionally compressed into a single file.
The temporary directory is then removed.

Using the Restore Utility

To perform a simple restoration, you must first have completely installed MOVEit DMZ on your target
system. For best results, the version of DMZ should be the same as the version that you backed up. (If
this is not the case, such as if you are migrating your DMZ server to a new platform, and are upgrading to
a new version at the same time, you will need to re-run the MOVEit DMZ installation program after the
restoration and choose the Repair option. Be sure to read our MOVEit DMZ Migration Guide if this is what
you are doing.) You must also have transferred the backup file to the target system. Once you are ready
to begin the restoration, open a command prompt and cd to the Scheduler subdirectory of your MOVEit
DMZ non-web directory. Next, execute the following command, making sure to substitute your correct
backup file path for the entry in the brackets below:

C:\ MOVEi t DMZ\ Schedul er >dnerestore <path to your backup file>

The restore utility will stop your webserver and database before actually restoring files. It will then
decompress the backup file to a temporary location and then copy the backed up files to their appropriate
locations. Finally, it will restart the database and webservers. If you would like to see what the utility is
doing while it runs, add the "--debug” command-line option to the above command. For a complete list of
the options available in the DMZ restore utility, see the MOVEit DMZ Restore Utility section below, or
execute the following command in your Scheduler subdirectory:

C:\ MOVEi t DMZ\ Schedul er >dnerestore --hel p

NOTE: A DMZ restoration will overwrite all existing configuration information with the information found in
the backup file. DO NOT run a restoration on a system that has information you want to keep.

Restore Utility Commands

Like the backup utility, the DMZ Restore Utility is a .NET console application which runs in the Scheduler
directory on a MOVEIit DMZ system. The utility is command-line driven, so it can easily be integrated into
a batch file. A list of available options can be generated by entering the command "dmzrestore --help".
The default values listed for the database location, DSN, and DMZ directories are gathered from the
registry on the DMZ system. The values may be overridden by using the command-line options.

C.\ MOVEi t DMZ\ Schedul er >dnerestore --help
MOVEit DWMZ Restore Utility v5.5.0.0
Copyright (c) 2006-2008 by Ipswitch, Inc.

Usage: dnerestore [options] <dnmezbackupfil e>

Opt i ons:
- -dbdat al ocati on=<di rectory>
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Location of database data files (default D:\M/SQ.\data\)

- - dbdsn=<dsn>
Dat abase connecti on DSN nane (default noveitdng)

- - debug
Turn debug node on

--dnznonwebdi r =<di rect ory>
DMZ non-web directory path (default D:\MOVE t DMZ)

- -dnewebdi r =<di r ect ory>
DVZ web directory path (default D:\MOVE t DVZ\ wwww oot )

-h, --help
Display this help screen and exit

--tenpdi r=<di rectory>
Base tenporary directory to use (default C:\DOCUME~1\ Admi ni strator\LOCALS~1\ Tenp\)

--use-zip
Use Zip.exe to extract the backup file instead of 7z.exe. Use if you used
the --use-zip option when creating the backup file. If neither this, or
the --use-7z option is selected, the deconpresser will be sel ected
automatical ly, based on the backup file extension (.zip will cause zip.exe
to be used, all other extensions will cause 7z.exe to be used)

--use-7z
Use 7z.exe to extract the backup file instead of zip.exe. Use if you used
the --use-7z option when creating the backup file, or allowed the default
action to occur. If neither this, or the --use-zip option is selected, the
deconpresser will be selected autonmatically, based on the backup file
extension (.zip will cause zip.exe to be used, all other extensions wll
cause 7z.exe to be used). (default)

--with-files
Restore encrypted files along with DVZ filesystem structure if they exist
in the backup file (default)

--without-files

Do not restore encrypted files along with DMZ fil esystem structure even if
they exist in the backup file

NOTE: Paths with spaces can be entered by surrounding the entire argunment w th quotes
For Exanpl e
"--tenpdir=D:\Tenp Dir\Sub Fol der"

Restore Utility Specifics

The restore utility, like the backup utility, first creates a temporary directory. It then extracts all files from
the backup file into the temporary directory, and then copies the backed up files to their appropriate
locations, overwriting any existing files. In order to correctly perform the restore, it first stops the
webserver and database server. The services are restarted once the restore is complete, and the
temporary directory is removed. The following details the specific actions taken by the restore utility:

1. The temporary directory is randomly generated and then created. The backup file is extracted to this
location.

The IIS webserver is stopped to allow proper restoration of appropriate files.
The keys contained in the registry backup file are restored into the window registry.
The database export is read back into the database, restoring the table structure and data entries.

The encrypted filesystem folder structure, and any files backup up, are copied into the appropriate
encrypted filesystem directory.

6. The contents of the backed up images directory are copied into the appropriate images directory.

a kM wbn
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7.  Any backed up custom stylesheets are copied to the appropriate templates directory.

8.  Any backed up custom templates are copied to the appropriate templates directory, automatically
creating any necessary "custom” subdirectories.

9.  Any backed up SSL certificates are copied to the Certs\COOX subdirectory of the DMZ non-web
directory, where X is 0 (meaning the server is standalone). From here, the MOVEit DMZ Helper
service will process the certificate files and load them into the Microsoft Certificate Store.

10. The IIS webserver is restarted, and the temporary directory is removed.

Creating an Automated Backup Process

Overview

Ipswitch recommends backing up the configuration structure of a MOVEit DMZ server every night,
preferably during off-peak hours. The following steps will show how to create such a backup process
using the DMZ Backup Utility, the MOVEit Xfer command-line secure transfer client and the Windows
Scheduled Tasks system. This backup process requires the MOVEit DMZ web service to be up. The
process will consist of a batch file which stops the web server, backs up the DMZ system, restarts the
web server, and finally uploads the backup file to a location on the DMZ server itself. From there, the
backup file should be pulled down and stored in a safe location (the MOVEit Central super-client is
recommended for this step).

Preparing for the Backup Process

Several things should be done before actually creating the backup process. First, a copy of all the needed
software should be obtained and installed. On the MOVEit DMZ server, this should include the DMZ
Backup Utility and a copy of MOVEit Xfer (MOVEit Xfer is a free command-line secure transfer client
available from Ipswitch). Next, a user needs to be created to handle uploads, temporary storage, and
downloads of backup files. This user should only be allowed to access DMZ from whatever internal
machine will be handling the downloading of backup files from the system (access from the local machine
is automatically allowed). Follow these steps to create a backup user:

1. Logonto DMZ as an administrator.
2. Switch to the Users page and click "Add New User".

3. Enter a username such as "backup_user" and fill in the rest of the user account information. You
may leave the email address blank if you do not want this user to receive emailed notifications. Set
the permission level to "User".

4.  Open the user profile after creating the user and click "Select Ruleset" in the "Remote Access" line
under the Security Information Section. Select "Use Custom Rules" and click the Change button.

5.  Click the "View Custom Rules" link that appears next to the "Use Custom Rules" radio option. Add a
rule to allow access from the host that will be handling the downloading of backup files from the
system.

6. (You may also want to restrict this user to the "HTTP Clients" interface only and/or exempt this user
from password expiration.)

Backup Process Batch File

The batch file commands that will execute the backup process are shown below. These commands
should be copied to a batch file located in the MOVEitDMZ\Scheduler directory. Appropriate values must
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be substituted in for the pseudo-values surrounded by less-than (<) and greater-than (>) symbols. You
may also remove or add any additional "--" options you want to be part of the process.

rem *** AUTOMATED MOVEit DMZ Backup Procedure ***
SET Task=DMZBackup
del %rask%err

rem Execute the backup process. This will create

rema file with the name MOVEi t DMZ_Backup_YYYYMVDD. 7z,

rem where YYYYMVDD is the current year, nonth, and day.

remA |log of the results and another containing just the errors will also be saved
dnzbackup > %ask% Log 2>%Task% Err --tenpdir=<tenp directory> --without-files

remI|f there were any errors in the logs, notify the administrators
for /F 9B4A in ("%ask%Err") do If 9%6zA equ O del % ask% Err
| F EXI ST %lask% Err GOTO errors

GOTO ok

;errors

echo ERRORS

Report Errors. exe % ask% %lask% err % ask% Log

GOTO done

: ok

echo K

remlf all OK ..

rem Upload the file to the DMZ server

xfer > %Task%fer.Log 2>%ask%fer.Err -quiterror -z -user:<backup account usernane>
- passwor d: <backup account password> -s:dnz_bkup_comrands. t xt | ocal host

remI|f there were transfer errors, notify the admnistrators
| F NOT %ERRORLEVELY%=0 GOTO xf er bad

. xferok

rem Del ete backup file

del /Q MOVEi t DMZ_Backup_*

GOTO done

. xf erbad

Report Errors. exe %ask% During_Xfer % ask¥%fer.Log %lask%fer.Err
GOTO done

: done

MOVEit Xfer Commands File

The command file which MOVEit Xfer will execute to upload the backup file is a very simple file and
should have the name "dmz_bkup_commands.txt". It is shown below.

pr onpt
mput MOVEI t DMZ_Backup_*

Scheduling the Backup Process

The Windows Scheduled Tasks service is used to schedule the running of the backup process. The
process should be scheduled during off hours. Follow these steps to schedule the backup process:

1. Click Start | Programs | Accessories | System Tools | Scheduled Tasks. This will bring up the
Scheduled Tasks window.

2. Double-click "Add Scheduled Task". This will start the Schedule Task wizard. Click "Next" to start
the wizard.

3.  Click "Browse" to locate the backup process batch file. Click "Next".

4.  Select how often to run the backup process, and at what times. Ipswitch recommends running the
backup process nightly.
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5.  Select an appropriate Windows user account to run the backup process as. The account should
have permissions to create directories and files in the temp directory, and to read files from the
various MOVEit DMZ directories. It should also have permissions to run the MOVEit Xfer program,
as well as the ZIP program found in the MOVEitDMZ\Utilities directory.

6. Click "Finish" to complete the setting up of the schedule task.

Finished

The automated backup process should now be set up and ready to run. You may test the process by
right-clicking the scheduled task entry for the backup process in the Scheduled Tasks window and
selecting "Run."

Handling the Backup File

At this point, a client on the internal network can be used to pull the backup file off of the MOVEit DMZ
system and store it to a safe location, such as a fileserver location that gets regularly backed up to tape.
MOVEit Central makes automating this task simple and effective. A MOVEit Central system on the
internal network can be used to pull down the backup file at some time after the file is created, and then
forward that file off to a safe location. Follow the steps below to configure MOVEit Central to perform this
task.

1. Make sure Central is has the target MOVEit DMZ server configured as a DMZ host. Also make sure
that whatever destination system you choose for the file is also configured as a host.

2. Create a new Task for the backup file gathering task.

3. Create a Source element and set the source as the target MOVEit DMZ server. If the DMZ server is
already being used in other Central tasks, you should probably set the source to use a non-default
user account, and then enter in the backup account username and password. Browse the DMZ
server and select the backup user's home folder. Turn on the option to delete the source file after
successful transfer.

4. Create a Destination element and set it to the location you wish to forward the file to. The name the
file will end up with at the destination can be configured at this point using the Filename setting. If
the destination is where the backup file will be stored, it is a good idea to include the date of the
backup in the filename, with the four-digit year first for easier sorting. In that case, Macros can be
used the generate the correct filename: "moveitdmz_backup_[yyyy][mm][dd].7z". If the destination is
a hot-standby machine which will be restoring from the backup file, the filename should be a fixed
name, to allow an automated restore process to function correctly. In this case, a name such as
"moveitdmz_backup.7z" is recommended. Also, in this case, the Overwrite Existing Files option
should be turned on.

5. Create a schedule element and set it to run approximately one hour after the backup process is
scheduled to run on the DMZ server.

6. If you wish to test the Task, you can do so by right-clicking on it and selecting "Run Now". You
should place a test file in the correct location to make sure the file transfers are working correctly.

Creating an Automated Restore Process

Overview

An automated restore process can be useful for keeping an up-to-date hot-standby copy of MOVEit DMZ
for use during loss of the primary DMZ system. The process relies on one or more clients such as MOVE:it
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Central to transfer the backup file from the primary DMZ to the backup DMZ. Once the backup file has
been transferred to the backup DMZ, the restore process will download the file and restore it to the local
system.

Preparing for the Restore Process

A copy of all the needed software should be obtained and installed. This should include the DMZ Restore
Utility and a copy of MOVEit Xfer. No user configuration should be necessary, assuming the hot-standby
machine has previously been manually synced to the primary machine. This process will use the same
user account that the backup process used.

In order to allow the restore process to download and process the backup file correctly, it should always
be put on the server with a constant name. Using MOVEit Central, this can be accomplished by
configuring the Filename section of the Destination element to a fixed name, such as
"moveitdmz_backup.7z".

Restore Process Batch File

The batch file commands that will execute the restore process are shown below. These commands
should be copied to a batch file located in the MOVEitDMZ\Scheduler directory. Appropriate values must
be substituted in for the pseudo-values surrounded by less-than (<) and greater-than (>) symbols.

rem First, downl oad the backup file fromthe

rem DMZ server

xfer -z -user:<backup account usernanme> -password: <backup account password>
-s:dnez_rstr_conmmands. t xt | ocal host

rem Next, execute the restore process..
dnerestore --tenpdir=<tenp directory> <DMZ backup fil ename>

rem Del ete backup file
del /Q <DMZ backup fil ename>

MOVEIit Xfer Commands File

The command file which MOVEit Xfer will execute to download the backup file and then remove it from
the DMZ server is a very simple file and should have the name "dmz_rstr_commands.txt". It is shown
below.

pr onpt
nget novei tdne_backup_*. 7z
ndel noveitdne_backup_*. 7z

Scheduling the Restore Process
As with the backup process, the Windows Scheduled Tasks service is used to schedule the running of the
restore process. The process can be scheduled for any time after the file is scheduled to arrive on the

DMZ server, since this DMZ server should be a hot-standby, and not currently in production use. Follow
the directions in the Creating an Automated Backup Process section to create a scheduled process.

Finished

The automated restore process should now be set up and ready to run. You may test the process
(assuming you have a file to download) by right-clicking the scheduled task entry for the backup process
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in the Scheduled Tasks window and selecting "Run."”

Disaster Recovery

With backup and restore processes properly configured to keep a hot-standby machine synced with a
primary machine, as shown above, an organization can easily provide redundant DMZ services. If the
primary machine goes down for any reason, the hot-standby should be able to jump in without any further
configuration, since it should always be running and synced to the primary. The only configuration
required to change over would be in the routing and DNS systems, to point customers at the standby
instead of the primary.

Batch Files to Start and Stop MOVEIt Services

Two batch files in the "Scheduler" folder allow administrators to easily start and stop all MOVEit DMZ
services in a safe order with a single command.

» StartMOVEIitDMZ.bat - Starts all MOVEit DMZ services, including MySQL

» StopMOVEIitDMZ.bat - Stops all MOVEit DMZ services. MySQL will be stopped only if the administator
answers "Y" to the "stop MySQL?" prompt.
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Except for annual tasks such as SSL certificate renewal and application, MOVEit DMZ can be almost
entirely administered from a web browser.

Admin vs. SysAdmin

The difference between "Admin" and "SysAdmin" can be initially confusing, but it provides a logical and
scalable separation of operations. SysAdmin is the more powerful permission class, but SysAdmin file
and secure message privileges are minimal. (For example, SysAdmins can set up a user but cannot read
that user's files.) For this reason, Ipswitch generally encourages people to use Admin accounts for daily
administration (working with users, folders, etc.) and save SysAdmin account sign ons for special
occasions (new org, IP lockout change, etc.)

More specifically, SysAdmins have exclusive access to the settings detailed in the documentation
sections referenced below:

» Web Interface - Settings - System
» Web Interface - Schemes
» Web Interface - Organizations

...but are never allowed to upload/download files or send/receive secure messages in any organization
other than the System organization.

Modern versions of MOVEit DMZ force you to set up both a SysAdmin and an Admin account when you
install and encourage you to use the new Admin account unless you absolutely need to use a SysAdmin
account. In fact, SysAdmin accounts are only permitted to sign on from the console (i.e., localhost,
127.0.0.1 or local IP addresses) by default. (To change this, you must sign on as a SysAdmin from the
console and expand the IP range from which System Organization SysAdmins are allowed to sign in.)

For a complete explanation of Admins, SysAdmins and other user permissions classes, please see the
"Web Interface - Users - Permissions"” documentation. For a complete explanation of what orgs are and
when they should be used, please see the "Web Interface - Organizations - Overview (Definition)"
documentation.

Policies and Procedures

After you get comfortable with some key features, you will probably want to come up with answers to
several "policy and procedure" issues. Fortunately, the flexibility of MOVEit DMZ allows you to answer
these almost any way you want; options exist to establish and enforce many different policies in MOVEit
DMZ. (Ipswitch can also help you come up with answers to these questions if you are unsure or need
some advice.)

Authentication Policies

» Passwords - How long/strong do you want your passwords? How often should they be changed? How
will you get them to your users (fax/phone, emailed when the user is created)? Are users allowed to
reset their own passwords? If so, will you require users to sign on with their old credentials first?

» Interfaces - Will you allow FTP/SSL, FTP/SSH, HTTPS and/or AS2/AS3? Will you ever allow
non-secure FTP? Do you want users connecting to "port 80" HTTP to be automatically redirected to
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your secure web interface or do you just want to drop the connection? Are you offering enough
interface options to allow your clients to do ad-hoc and automated transfers?

e Shared Accounts - Will you ever allow shared accounts? If so, do you want individuals using the
shared account to see files that others using the account have uploaded?

» Groups - How will you organize your users in groups? Where you have a choice, would you rather
grant permissions, etc. by group or by user? Would you like certain users to enjoy delegated
permissions over certain folders, users, etc.?

» External Authentication - Will all users authenticate to MOVEit DMZ's local database? Will they
authenticate through a trusted LDAP or RADIUS server instead? Will there be a mix?

« Naming Conventions - Should usernames be "first initial, last name", employee numbers, company
names or something else? Should full names contain the names of key people and/or their
organizational role or just a company role? Will you be using different conventions for internal/external
users?

» Lockouts and Expiration - How many tries should a user get before that user is locked out? How
many tries should a particular IP address get before that IP is locked out? How long should we let a
user dodge a requested password change before we disable the account? Should we automatically
shut down accounts that have not been used in a while or have gone over their contract date?

» Allowed Hosts and IPs - By default MOVEIit DMZ sets up an IP access policy that allows end users to
connect from anywhere but only allows administrators to connect from an internal private network. Is
this tight enough? Are there exceptions? Do you really want to specify a list/range of IP addresses and
hostnames for each user instead?

» Client Certificates/Keys - Using these credentials is often more secure but usually requires more
work. If you are using client certificates, what Certificate Authority(ies) will you use? Do you need "two
factor" authentication or will the use of a particular cert/key be enough?

» Automated Users - Most sites set up a FileAdmin user for their MOVEIt Central file transfer
automation tool, but your end users or other internal processes may be completely automated too. Do
you want these users to be exempt from periodic password changes? Do you want them further
restricted by IP address, client cert/key or interface to mitigate the risk of an automated username or
password getting compromised?

Folder Policies

» Structure - Do you want users to each have their own tree of folders in their home folder or do you
want a shared folder structure? Should user home folders be in one top-level folder, or in multiple
folders? Do you want to simply lock users to a single folder and "dumb down" the interface to keep
them from making any mistakes? What should the main shared folder be named?

» Permissions - What permissions should users enjoy on various folders? On their home folder, by
default? Do you want upload quotas? Do you want filename restrictions?

e Clean Up/Notification - How often should MOVEit DMZ automatically delete old files and folders?
How rapidly (if at all) should it send notifications about whether or not files were uploaded OK, have
been downloaded or have not been downloaded by some deadline?

» Naming Conventions - Should users' home folders bear the name of their usernames, their full
names, user IDs (unique ID generated by MOVEit DMZ) or something else? Should MOVEit DMZ
folder trees reflect internal trees or be named for specific customer needs? Will you be using specific
folder names and file names to help people and automated tasks figure out what to do with various
files?

Ad Hoc Transfer Policies
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Licensing, Option Enabled - First, make sure you have a valid Ad Hoc Transfer license (using the
DMZ Config utility) and that you have enabled this feature through the "Registered Users" link on the
"Settings" page's "Ad Hoc Transfer" section, next to "Access". Also make sure the "Package Log
Viewing" property on the organization's Profile (accessible with a SysAdmin account) is on if you want
your Admins to see who is sending Ad Hoc packages within your organization.

Address Book Contacts and Unregistered Recipients - Who should be able to talk to whom? Do
you want to allow everyone to contact everyone else, including unregistered users, or do you want to
control Ad Hoc Transfer relationships? Who should be able to create and send packages to
unregistered recipients on the fly?

Unregistered Recipients and Senders - When unregistered recipients sign in - and when
unregistered senders self-register, should they be treated as per-package "guest users"”, or should they
be registered as "temporary users" for a limited amount of time? Are there any domains that MOVE:it
DMZ should not be able to create temporary users for (such as your own or a free mail service)? How
long should temporary users remain before they are automatically purged?

Permissions - Do you want attachment quotas? Do you want filename restrictions?
Retention - How long should we keep packages online? Should we delete them or archive them?

Appearance

Banner and Scheme - What banner logo will you use? What scheme will you use to match the colors
and fonts to your main corporate site?

Display Profiles - Which parts of the web interface should your users see when they are signed on?
Before they sign on? Do you have to worry about "power users"? Do you want to support French- and
Spanish-speaking users?

Notifications - How much information (username, filelD, file names, etc.) should be sent in clear-text
email natifications? Who should appear to be the sender? Are there any notification templates that you
would like to alter? Do your users prefer good-looking HTML natifications or functional text
notifications?

Sign On Banners, Etc. - What should you display to users before they are allowed to sign on? What
kind (if any) information will you put in the home page announcement? How should the first status
message a user sees after signing on read?

Logging and Reporting

Filtering Logs - Can you find what you want in the audit logs? Can you figure out why the following
common problems occurred from the audit logs? (User could not sign on. File could not be uploaded,
downloaded, etc. Folder or user could not be created, deleted, etc. ) Are you comfortable selecting
columns, sorting and hiding/showing sign on and notification entries?

Reports - What reports will you use regularly? Do you want to schedule them? Do you expect to
perform further processing on CSV or XML formatted reports? Do you want to alter the template used
for HTML reports?

Retention - How long should we keep audit records? Should we delete them or archive them?

Real World Administration

People - Who is/are the main administrator(s) of each MOVEit DMZ organization? Are they the same
people in charge of the firewall? Are there administrative tasks that can be delegated through
GroupAdmins or using features such as "allow users to reset own password"?
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* Automation - Are you using the automated features of MOVEit DMZ (such as old file/folder cleanup,
notification, report creation) to your full advantage? If you own a companion MOVEit Central server, is
it automating all the file transfers it can? Are your end user and internal transfers as automated as they
can be?

» Disaster Recovery - How are you backing up your server? Do you have the MOVEit DMZ licenses
you need for your backup servers? Is your backup/restore procedure automated? Have you tested it?
Does your main site need active-active failover?

» End User Documentation - Do your end users know how to connect to you and where to go to
upload/download files? (Or use secure messaging, as applicable.) (See "Advanced Topics - User
Forms" for some suggestions here.) Do they know how to ask for help? Is there additional
documentation you could post online to help? (MOVEit DMZ's "Tech Support" link/page and "Custom
Help Link" feature help here.)

e Administrative Documentation - Is your configuration documented and explainable? (You can use
the DMZBackup utility if you simply need a backup of the current configuration.) Do you know how to
pull/schedule the reports that fulfill your audit requirements? Your billing requirements? Other business
requirements?

Other Tasks

What else you do next depends a great deal on the application for which you are using MOVEit DMZ.
(See Common Setup for a brief list of common applications.) However, most administrators will shortly
find themselves making use of Groups to organize the way users may access files and folders. Many
administrators will also be interested in setting up strong password requirements (on the "Settings" page)
and/or folder settings to allow for automated cleanup of old files (on individual "Folder" pages.)

Ongoing Maintenance

As an administrator you will most likely "hover over" the Logs page more than any other page. (You will
likely want to familiarize yourself with the various log filters available.) Most of your changes will involve
adding and removing individual users, or tracking down and dealing with files which have been placed in
the wrong place, not processed by internal systems appropriately, etc.
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System Configuration - SSL and SSH - Overview

MOVEIit DMZ uses the SSL and SSH standards to securely transport data between itself and various
clients. MOVEit DMZ acts as server during all these transfers, so MOVEit DMZ is required to have an
SSL server certificate (a.k.a., "cert" or "X.509 certificate") and an SSH server key.

Client certificates and client keys are OPTIONAL pieces of information which can be used in place of, or
in addition to, a password to authenticate a particular user. Client certificates may be used with the two
SSL interfaces (HTTPS and FTPS) and client keys may be used with the SSH interface. In certain cases,
client certificates will be stored on hardware tokens of some kind.

The following topics may be of interest:

» SSL Server Certificates for HTTPS and FTPS

» SSL Client Certificates for HTTPS and FTPS

* SSH Server Keys for SFTP

e SSH Client Keys for SFTP

» Relative Security of Passwords, Keys and Certificates
» Difference Between Keys and Certificates

* Required Credentials

» Two-Factor Authentication

Also, the following procedures are also useful when getting started:

» Creating and processing a Certificate Signing Request (CSR) - Instructions for creating a CSR and
processing the CSR in IIS. A CSR can be generated and processed on any server. The resulting
certificate can then be exported to the MOVEit DMZ server as an SSL server cert.

» Importing, Exporting, and Removing an SSL certificate. - Instructions for importing and exporting SSL
certificates using the Certificates Snap-in.

» Assigning an SSL Certificate to the MOVEit DMZ Web site and to the MOVEit DMZ FTP server -
Instructions for assigning an SSL certificate to a IIS site and a FTP server.

SSL Server Certificates

SSL server certificates are usually obtained from Comodo, Thawte, Verisign or any other of the many
commercial Certificate Authorities ("CAs") in the market. Self-generated certs may also be used, but the
advantage of using a cert from a commercial CA is that many popular browsers, including IE and Firefox,
will automatically trust your site (display the lock in the corner). Otherwise, your clients will need to
explicitly opt to trust your certificate.

MOVEIit DMZ server certs are configured in two places:

» HTTP/SSL (web) - A certificate must be assigned to your MOVEit DMZ web site via the Microsoft
Internet Services Manager application. ("[Site] Properties” menu, "Directory Security" tab, "Secure
Communications" section)

» FTP/SSL - The same certificate must also be assigned to your MOVEit DMZ FTP site via the MOVE:it
DMZ Config application. ("FTP Certs" tab)
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SSL Client Certificates

Users may be required to present an SSL client certificate during the signon process when using either
the HTTPS or FTP/SSL interfaces. Complete information may be found in the "Client Certs - Overview"
and "FTP - Configuration (Require Client Certificates)" documentation pages.

SSH Server Keys

SSH keys do not have any relationship to a signer, so the MOVEit DMZ SSH server simply generates its
own key the first time it runs.

You may view the fingerprint of your SSH key at any time via the MOVEit DMZ Config application. ("SSH"
tab)

See also the "SSH Keys - Server Keys - Overview" documentation page.

SSH Client Keys

Any SSH user may be required to present an SSH client key during the signon process. Complete
information may be found in the "SSH Keys - Client Keys - Overview" documentation page.

Relative Security of Passwords, Keys and Certificates

Passwords are easy to remember and easy for users to figure out how to use. To misuse these
credentials, an attacker must guess, steal or record a password, but simply knowing a particular user's
password is often enough to act as that user. (To protect passwords, MOVEit DMZ already features
several industry-standard password defenses such as password strength requirements, password aging,
per-user IP restrictions, per-user session restrictions, automatic lockouts and the use of SSL and SSH
encrypted channels to securely transmit passwords.)

Client certificates ("certs") and keys are typically tied to specific computers or hardware tokens. To
misuse these credentials, an attacker must typically gain control of a desktop/laptop machine (for an
installed key/cert) or possess a hardware token. All client certs and client keys rely on "public key / private
key" cryptography. Under this model, gaining possession of a particular user's private key is often enough
to act as that user, so operating system and hardware solutions have evolved to protect private keys from
unauthorized use. (MOVEit DMZ does not work directly with the private key halves of client cert/keys, and
thus steers clear of private key protection issues.)

Because both passwords and client cert/keys have their own weaknesses, it has become increasingly
common to require users to authenticate with both a password and a client cert/key. To defeat this
scheme, an attacker must possess a user's password and access to that user's private key (i.e. access to
their desktop/laptop or possession of their hardware token). While still possible, this "two factor" level of
compromise is still harder for an attacker to achieve than either password or cert/key compromise alone,
and affords a higher degree of security.

Difference Between Keys and Certificates

The main difference between SSH keys and (X.509) SSL certs is the concept of "trust": SSH keys are
standalone credentials, while SSL certs must be verified.
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SSH servers (MOVEit DMZ included) associate specific SSH client keys to specific users. If a SSH client
presents an SSH key and it matches the one stored on the user record, the SSH client key will be
authenticated - period.

SSL servers (MOVEIt DMZ included) also associate specific SSL client certs to specific users, but SSL
servers perform an additional background check on incoming SSL client certs. SSL client certs are
"signed" (a.k.a. "issued") by Certificate Authorities (CA). SSL servers maintain a list of CAs that they trust
(all others are assumed to be untrusted.) If an SSL server receives an otherwise valid SSL client cert, but
the client cert's CA isn't trusted, the SSL server will reject the connection.

With the extra CA check in mind, it could be said that SSL authentication is more secure than SSH
authentication. For the same reason, however, configuring SSL authentication is more complicated than
configuring SSH authentication.

Required Credentials

MOVEIit DMZ users may authenticate with passwords, client keys (SSH only) or client certificates (HTTPS
and FTP/SSL). Options on each user profile can be used to enforce exactly which combinations are
allowed. (Default settings are available at the organization level.) The possible settings are:

» Password Only (Any key/certificate is ignored)
» Key/Cert Only (Any password is ignored)

» Password OR Key/Cert (If either credential matches, the other is ignored)
» Password AND Key/Cert (See also "Two-Factor Authentication")

Two-Factor Authentication

Systems which require "two-factor authentication" actually require three items:

» Statement of Identity (Usually, this is a username.)
» Unique Credential #1 (Usually, this is a password)
« Unique Credential #2 (Usually, this is a client certificate or client key.)

MOVEit DMZ supports "two-factor authentication" on its HTTPS and FTP/SSL interfaces with client
certificates and on its FTP over SSH interface with client keys. To force this requirement on a particular
user, the following user-level options MUST be enabled on each interface.

* Require client key/certificate
» Require password if a key/certificate is presented

It is worth noting that many FTP/SSL clients will work fine with two-factor settings ("Password And Cert")
in both interactive and batch modes. However, the most popular SSH client (OpenSSH) will only work in
interactive mode when two-factor settings are applied (OpenSSH requires a one-factor "Key Only" or
"Password OR Key" setting while in batch mode.)
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System Configuration - SSL and SSH - SSL - SSL
Configuration

MOVEit DMZ uses Microsoft's (FIPS 140-1) SSL libraries when establishing HTTP over SSL and FTP
over SSL connections. By default, these libraries allows the negotiated use of three versions of SSL: SSL
version 2, SSL version 3 and TLS version 1. (TLS is basically SSL version 4.) Also by default, these
libraries allow the client and server to negotiate which symmetric encryption algorithm both sides will use
during the SSL session from a list which includes RC4, DES3 and others.

There are three reasons why sites want to change the default behavior.

1. They wish to disable SSL version 2 and/or PCT version 1, which have been shown to be vulnerable
to man-in-the-middle attacks. *

2. They wish to only use TLS, the latest incarnation of SSL.

3. They wish to specify the algorithms used to secure data transport, especially in the case where the
transport algorithm must adhere to FIPS-140.

* (It is unlikely modern clients would use SSL version 2 or PCT version 1, as most clients tend to try
establishing SSL connections with TLS, then SSL3 and finally SSL2 as a fallback. However, the risk of
using these protocols is still there if a client can be forced to avoid SSL3 or TLS.)

Everything sites need to change the default behavior of the SSL libraries is covered in this document. It is
worth noting here, however, that a system REBOOT is REQUIRED after any SSL change before it will
take effect.

Selecting SSL Versions

As per the instructions from Microsoft's Knowledge Base Article #187498 (April 23, 2004), this the proper
procedure to disable a particular SSL version.

1.  Click the Start menu, point to Run, and type "regedt32" or "regedit" (without the quotation marks) in
the Run dialog box.

2. Click OK.
3. Inthe Registry Editor, locate the appropriate registry key, similar to the following:

HKey_Local _Machi ne\ Syst eml Current Cont r ol Set\ Contr ol \
SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ SSL 2. 0\ Server

NOTE: The valid names for "Protocol" subkeys are "PCT 1.0", "SSL 2.0", "SSL 3.0" and "TLS 1.0"
4.  Inthe Edit menu, click Add Value.
5. Inthe Data Type drop-down list, choose REG_BINARY.

6. Inthe Value Name text box, type "Enabled" (without the quotation marks) and click OK. NOTE: If
this value is already present, double click on the value to edit its current value and proceed with step
7.

7. Inthe Binary Editor, set the new keys value to equal 0 by entering the following string: 00000000.
8.  Click OK and then restart the computer.
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Selecting SSL Encryption Methods

Microsoft splits the rest of its SSL encryption settings into three different registry subtrees. According to
Microsoft's registry settings, the "cipher" is the symmetric encryption algorithm used to transfer data
during an SSL session. The "hash" is the one-way encryption algorithm used to provide integrity checks.
The "KeyExchangeAlgorithm" is the method used by both client and server to exchange their keys. Also,
Microsoft means "SHA-1" when it specifies "SHA" in the registry, not "SHA-0", "SHA-256" or any other
SHA variant.

As per the information from Microsoft's Knowledge Base Article #187498 (August 22, 2003), this the
proper procedure to disable a particular SSL cipher.

1. Click the Start menu, point to Run, and type "regedt32" or "regedit" (without the quotation marks) in
the Run dialog box.

2. Click OK.
3. Inthe Registry Editor, locate the appropriate registry key, similar to the following:

HHKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Contr ol \
Securi tyProvi der s\ SCHANNEL\ ci pher s\ DES 56/ 56

NOTE: The valid names for "SCHANNEL" subkeys are "ciphers", "hashes" and
"KeyExchangeAlgorithms™"

The valid names for "cipher" subkeys are "DES 56/56", "NULL", "RC2 128/128", "RC2 40/128",
"RC2 56/128", "RC4 128/128", "RC4 40/128", "RC4 56/128", "RC4 64/128" and "Triple DES
168/168"

The valid names for "hashes" subkeys are "MD5" and "SHA"

The valid names for "KeyExchangeAlgorithms" subkeys are "PKCS" and "Diffie-Hellman"

4. Inthe Edit menu, click Add Value.
5. Inthe Data Type drop-down list, choose REG_BINARY.

6. Inthe Value Name text box, type "Enabled" (without the quotation marks) and click OK. NOTE: If
this value is already present, double click on the value to edit its current value and proceed with step
7.

7. Inthe Binary Editor, set the new keys value to equal O by entering the following string: 00000000.
8. Click OK and then restart the computer.

Also, as per Microsoft's recommendations, it is suggested that ALL "ciphers"”, "hashes" and
"KeyExchangeAlgorithms" keys be DISABLED to achieve alignment with FIPS 140 EXCEPT:

» Ciphers\Triple DES 168/168
* Hashes\SHA
» KeyExchangeAlgorithms\PKCS

How to Test SSL Changes

To test SSL changes, first obtain a copy of OpenSSL. You can get OpenSSL.exe from the OpenSSL
Project. Consult the following examples which show how to use this client and understand the information
it provides.

(You need to type the commands in purple. Look for the results in green.)
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Using OpenSSL to verify SSL 3 is running on a remote server

This test was performed against our moveit.stdnet.com support server. It shows that a connection using
SSL version 3, using a negotiated symmetric encryption algorithm called "RC4" and a "hash" algorithm
called "MD5".

D: \ OSOmi ssi ons>openssl s_client -connect noveit.stdnet.com 443 -ssl|3
Loadi ng 'screen' into randomstate - done
CONNECTED( 000002AC)
dept h=0 / C=US/ ST=W sconsi n/ L=Madi son/ O=St andard Net wor ks/ O=MOVEi t Sit e/ CN=npvei
t.stdnet.com
verify error:num=20: unabl e to get local issuer certificate
verify return:1
dept h=0 / C=US/ ST=W sconsi n/ L=Madi son/ O=St andard Networ ks/ OU=MOVEi t Si t e/ CN=novei
t.stdnet.com
verify error:num=27: certificate not trusted
verify return:1
dept h=0 / C=US/ ST=W sconsi n/ L=Madi son/ O=St andard Net wor ks/ O=MOVEi t Sit e/ CN=npDvei
t.stdnet.com
verify error:num21: unable to verify the first certificate
verify return:1
Certificate chain

g s:/ C=US/ ST=W sconsi n/ L=Madi son/ O=St andard Networ ks/ OU=MOVEi t Site/ CN=noveit.s
tdnet.com

i1/ C=ZA ST=West ern Cape/ L=Cape Town/ O=Thawte Consulting cc/OQU=Certification S

ervi ces Division/CN=Thawt e Server CA/ enmil Address=server-certs@ hawt e. com
Server certificate
----- BEG N CERTI FI CATE- - - - -
M | C5DCCAk2gAwW BAgl DCeni MAOGCSqGS| b3 DQEBBAUAM HEMOQs wCQYDVQQGEW]I a
QTEVMBMGALUECBMW2Vz dGVy bi BDYXBI MRl WEAYDVQQHEW DYXBI | FRvd24xHTAb
BgNVBAOTFFRoYXd0ZSBDb25zdW0aWsn! GN\j Msgwd g YDVQQLEX9DZXJ0aWzZpY2FO0
aVul FNI cnZpY2Vz! ERpdm zaWduMRkwFwYDVQQDEX BUaGF3dGUgU2Vy dny | ENB
MSYWJ AYJKoZIl hveNAGkBFhdzZXJ2ZXI t Y2VydHNAdGhhd3RI Lmi\v b TAe FwOwiviz Ax
MIQxOT1 OMDI aFWOWNTAy MDcy M AOMrhaM GBMQs wCQYDVQQGEW] VUz ESMBAGALUE
CBMIV2| zY29uc 2| uMRAWDG YDVQQHEWD NYWRpc 29uMRoWGAYDVQKEX FTAdGFuZGrRy
ZCBOZXR3b3Jr czEUVBI GATUECX MLTUOWRW 01 FNpdGUxG AYBgNVBAMIEWLY dnvp
dC5zdGRUZXQuY29t M Gf MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQCnc Zmy8wgl
6avPEN | 3b7CDr | BWYI BXs8eA+dZGXBQBENF S2pP3bAG2M 4at Fp49EY4WKwz/ CV
tyr PeTdyZOxkul Zki CowH+i AFJg3J6DwpzkkVPM 41 Xxi Ond6cke4ZZupwUPR/ 4R
w CV2WACI Q ELxv2FgOz EkgFPazzpMEW Q DAQABoy U z ATBgNVHSUEDDAKBggr
Bg EFBQc DATAMBgNVHRMVBAF 8EA] AAMAOGCSqGSI h3DQEBBAUAAAGBAK7Jt OFt 5f WB
f EBc1l4waYvuzKVTSh+zBusk RSVt 3C4uUt xLgMBbswUmk3n29TpHI nniNoL+i XZJz2
| ZEaGkMM-MXIx BOMAMD19n r KOEhZDAO 9ZUNWhZ+1gWep4 SpFODFP7UOSzuU0s 1z
34xKpkgt N3nzR5i RkSEZU7nxPyl 29CMD
----- END CERTI FI CATE- - - - -
subj gct =/ C=US/ ST=W sconsi n/ L=Madi son/ O=St andard Net wor ks/ OU=MOVEi t Si t e/ CN=novei
t.stdnet.com
i ssuer =/ C=ZAl ST=\Wst ern Cape/ L=Cape Town/ O=Thawt e Consul ting cc/QU=Certification

Servi ces Division/CN=Thawt e Server CA/ email| Address=server-certs@haw e.com

No client certificate CA nanmes sent

SSL handshake has read 904 bytes and witten 304 bytes
New, TLSv1/SSLv3, Cipher is RCA- MD5
Server public key is 1024 bit
SSL- Sessi on:
Protocol : SSLv3
Ci pher . RCA- MD5
Session-1D: F50400000B9D20B4B6D0605AE6BE88573A3A4D7503D861281CF0691BOFDAFC62

Sessi on-1D-ct x:
Mast er - Key: B556889277515F16889D048A003B1C827BFOF7DF01E2EAEEE7BDA5F518912B24
F1FE19762809BA770E215C8FFA99C330

Key- Arg : None
Start Time: 1075827324
Ti meout : 7200 (sec)

Verify return code: 21 (unable to verify the first certificate)
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(ctrl +c)
DONE

Using OpenSSL to verify SSL 3is NOT running on a remote server

(This test was performed against an internal IS server after SSL3 was manually disabled.)

D: \ OSOmi ssi ons>openssl s_client -connect |ocal host: 443 -ssl| 3

Loadi ng 'screen' into randomstate - done

CONNECTED( 000002AC)

1484: error: 1409EOE5: SSL routines: SSL3_WRI TE_BYTES: ssl handshake failure:./ssl/s3
_pkt.c:529:

Logging SSL Connection Events and Errors to the Event Log

By default, Microsoft SSL only logs serious SSL connection errors to the event log. However, you can
change the level of SSL connection information logged here by making a Windows registry change. First,
make sure the following REG_DWORD registry entry exists. (Add it if it does not.)

HKEY_LOCAL_MACHI NE\ Syst eml Cur r ent Cont r ol Set\ Control \
SecurityProvi der s\ SCHANNEL\ Event Loggi ng

One of the following values should be used in this field.

* 0 - No logging.

* 1 - Errors only. (Default)

* 3 - Errors and warnings.

e 7 - Errors, warnings and informational messages (e.g., every connection).

You will need to restart your computer for this value to take effect. More information can be found on
Microsoft's Support site under the "How to enable schannel event logging" topic (#260729)
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System Configuration - SSL and SSH - SSL - Server
Certs - Overview

Establishing an SSL-secured connection between a client and a server begins with a server certificate,
which is used to both verify the identity of the server and securely negotiate a shared encryption key to
use during the rest of the encrypted session. Consequently, all SSL servers require a server certificate.
Since MOVEIt DMZ uses SSL to secure its web-based interface (HTTPS) and its FTP interface
(FTP/SSL), both of these interfaces require server certificates. Typically, the same certificate is used by
both interfaces.

HTTPS and FTP/SSL clients know to trust specific machines because the certificates presented by
remote servers are valid within a specific time period, match the hostname of the server to which the user
connected, and are signed by a "chain” of trusted Certificate Authorities (CAs), such as Thawte or
Verisign. (Without these protections, anyone could spoof an SSL-secured server with a self-generated
server certificate!) So, for production environments, the use of a certificate signed by a well-known CA is
highly recommended in order to give end users the most secure experience. For evaluation,
development, and/or testing environments, however, self-signed test certificates are often used to
eliminate the cost of purchasing a fully trusted certificate. In these cases, clients often present alert
messages informing the user that something is not right with the certificate.

The following MOVEIt Freely session shows this mechanism in action. During the SSL negotiation,

MOVEit Freely notices that the remote certificate (for "dotnet") does not match the hostname that the
client was told to connect to ("192.168.3.15"). The end user is prompted with a warning message.

i Non trusted certificate |

The certificate's Ch name does nok makch the passed value,

Certificate issued to: doknek
i_ertificate issued by Comodo Class 3 Security Services Chy

Do you wank ko proceed with the connection?

Assuming the end user decided not to complete the SSL connection to this server, MOVEit Freely
displays a short description about why the SSL connection was refused.
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[#\Command Prompt

C:~>tps —ezon —a —user:ftphoi —password:als2dd 192.168.3.15

228-Security Motice

2280—You are about to access a secured resource. Ext Auth Mania reserves the
2280 right to monitor andAsor limit access to this resource at any time.

234 S5L enabled start the negotiation

*» ftp: connect: Failed to verify the certificate trust.

ftp> guit

Cos g

Configuring Server Certificates

On Windows platforms, server certificate requests and installations are typically performed through the IIS
Internet Services Manager and its "Web Server Certificate Server". For instructions on requesting a
signed server certificate, See the Certificate Signing Requests documentation page.

Once a certificate is available, it must be installed in both 1IS and the MOVEit DMZ FTP server in order to
be used by MOVEIit DMZ. For instructions on installing a server certificate in 11S and the MOVEit DMZ
FTP server, see the Assign Components documentation page.

Finally, once a certificate is installed and operational, be sure that it is backed up at some point, so a
replacement is not needed should a catastrophic system error happen. The MOVEit DMZ Backup and
Restore utilities are capable of backing up both client and server certificate information from a MOVEit
DMZ server. For additional instructions on manually backing up certificates, see the Backing Up Server
Certificates documentation page.
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System Configuration - SSL and SSH - SSL - Server
Certs - CSRs

Creating a CSR (Certificate Signing Request)
Start with a server that does not have an SSL certificate or remove the current SSL certificate.

HINT: To request a production certificate while still using the 90-day test certificate the MOVEit DMZ
installation program installed in your "moveitdmz" IIS site , request the certificate from the "default” IIS site
instead.

Click Start -> Programs -> Administrative Tools -> Internet Information Services Manager (1IS Manager).
Select the web site you wish to work with and Right-Click then select Properties. Click on the Directory
Security tab then click Server Certificate.... This will start the Web Server Certificate Wizard.

Select Create a new certificate and click Next.

IIS Certificate Wizard

Server Certificate
Thesze are the methods for agsigning a certificate to a'\web zite.

Select the method pou want o uze far thiz web site:

{* Create a new cerlificate.

™ Aszzign an existing certificate

" Impart a cedificate from a Key Manager backup file.

" Import a certificate fram a .pfx file

{” Copy or Move a certificate from a remate server site to this site.

< Back M et Cancel
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Select Prepare the request now, but send later and click Next.

IIS Certificate Wizard X

Delayed or Immediate Request

Y'ou can prepare a request to be gent later, ar you can zend one
immediately.

Do you want to prepare a certificate request to be zent later, or do you want to zend it
immediately ta an onling certification authorty?

* Prepare the request now, but send it later

= Sendithe reguest immediately to an online certification autharity

< Back et = Cancel

Select the name and security strength (1024 bit at least) and click Next.
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IIS Certificate Wizard

Mame and Securnty Settings
Your hew certificate must have a name and a specific bit length.

Tvpe a name for the new certificate. The name zhould be easy for pou to refer to and
remermnber.

M ame:

maveitdmz

The bit l[ength of the encryption key determines the certificate's encrephion strength.
The greater the bit length, the stronger the zecunty. Howewver, a greater bit length may
decrease performance.

Bit leragth: 1024 j

[~ Select cryptographic zervice provider [CSP) for this certificate

< Back M et = Cancel

Type your Organization Information and click Next.
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IIS Certificate Wizard

Orgamization Information

Your certificate must include information about pour arganization that
diztinguizhesz it from other arganizations.

Select or type your organization's name and pour arganizational unit. Thiz iz tepically the
legal name of pour organization and the name of your divizion or department.

For further infarmation, consult certification authonty's Web zite.

Organization:
Standard Hebwork.s j

Organizational unit:

Support j

< Back M et = Cancel

Type the Common Name that will be used for this certificate and click Next. This is the Fully Qualified
Domain Name (FQDN) for your MOVEit DMZ site, for example moveitdmz.com. Make sure to have the
name approved with the DNS administrator before sending the CSR to the Certificate Authority.

~73~



System Configuration - SSL and SSH - SSL - Server Certs - CSRs

IIS Certificate Wizard

Your 5ite's Common Mame
'our Web site's common name iz itz fully qualified domain name.

Type the common name far wour zite, If the server 1z on the [ntemet, uge a walid DHS
niame. If the gerver iz on the intranet, pou may prefer to uze the computer's MetBI0S
Fame.

[f the common name changes, you will heed to obtain a new certificate.

Common narne:

movelt. xyz. Hd

< Back M et = Cancel

Type the Geographical Information that will be used for this certificate and click Next
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IIS Certificate Wizard

Geographical Information
The certification authority requires the following geographical informatian.

Country/Reagion:
US [United States) |

State/province:

Wisconszin -
City/lacality:
b adizon ad

State/province and City/locality must be complete, afficial names and may not contain
abbreviations.

< Back M et = Cancel

Select the filename to be used for the certificate request and click Next.

~75~



System Configuration - SSL and SSH - SSL - Server Certs - CSRs

IIS Certificate Wizard

Certificate Bequest File Hame

Your certificate request iz saved as a text file with the file name pou
specify.

Enter a file name far the certificate request.

File name:

choertren. bt Browsze. ..

< Back M et = Cancel

Verify the certificate from the Summary information and click Next.
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IIS Certificate Wizard

R equest File Summary
'ou have chozen to generate a request file.

To generate the following request, click Mest.
File name:  c:hcertreq. b=t

Your request contains the following information:

lzzued To ot <yz.td
Friendly Mame moweitdmz
Country/Region 5
State / Province Wizconzin
City b adizon
Organization Standard Mebwarks
Organizational Uit Support
< Back M et = Cancel

Click Finish to finalize your CSR. You will now need to send the CSR to a Certificate Authority of your
choice.

Installing the Certificate (after receiving the file from a CA)

When you have received the certificate (typically several days later), then proceed to the next step.

Start with a server that has a pending request. Click Start -> Programs -> Administrative Tools -> Internet
Information Services Manager (IIS Manager). Select the web site you wish to work with and Right-Click
then select Properties. Click on the Directory Security tab then click Server Certificate.... This will start

the Web Server Certificate Wizard.

Select Process the pending request and install certificate and click Next.
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IIS Certificate Wizard

Pending Certificate Bequest

&, pending certificate request iz a request to which the certification
authority haz not yet rezponded.

&, certificate request iz pending. What would you like to do?
% Process the pending request and install the certificate

" Delete the pending request

< Back M et = Cancel

Select the path and filename of the response that was sent from the Certificate Authority.
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IIS Certificate Wizard

Process a Pending Request

Process a pending certificate request by retrieving the file that contains
the certification authority's responze.

Enter the path and file name of the file containing the certification authonty's response.

Path and file name:
cWMOVEIRDMZ_SS5LCertificate. cer Browsze. ..

< Back M et = Cancel

Choose to install the certificate using Port 443 and then click Finish.

HINT: If you performed this procedure on your "default" IS site to because you were still using the
MOVEit DMZ 90-day test certificate, you should now move your new cert over to your "moveitdmz" IS
site. First, go to the "Directory Security" tab on the "default” IIS site, click "Server Certificate..." and select
the "Remove" action. Next, open the "moveitdmz" IS site's properties, go to the "Directory Security" tab,
click "Server Certificate..." and select the "Replace” (or "Assign") action. Finally, select the certificate you
requested and installed from the "default” IIS site.

The certificate now needs to be assigned to the MOVEit DMZ FTP Server.
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System Configuration - SSL and SSH - SSL - Server
Certs - Import and Export

» Import an SSL certificate
¢ Method 1 - Using the IIS Manager
« Method 2 - Using the MMC Snap-in

» Export an SSL certificate
» Removing an SSL certificate from an I1IS web site

Import an SSL certificate

Method 1 - Using the IIS Manager

Click Start -> Programs -> Administrative Tools -> Internet Information Services Manager (IS Manager).
Select the web site you wish to work with and Right-Click then select Properties. Click on the Directory
Security tab then click Server Certificate.... This will start the Web Server Certificate Wizard.

Select import a certificate from a .pfx file. PFX is a common format used to store both the public and
private keys of an SSL Certificate.
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IIS Certificate Wizard

Server Certificate
Thesze are the methods for agsigning a certificate o a'web site.

Select the method pou want o uze far thiz web site:

" Create a new certificate.
™ Aszign an existing certificate
" Impart a cedificate from a Key Manager backup file.

f* |mpart a certificate fram a .pfx file

" Copy or Move a certificate from a remaote server site to this site.

< Back M et = Cancel

Browse to the file and select Mark this key as exportable then click Next.
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IIS Certificate Wizard

Import Certificate
Y'ou can impart a certificate from a PR file.

Enter the path and file name of the file containing the certificate.

Path and file name:
co\MOVEIRDME_SS5LCertificate. pfx Browsze. ..

Specify whether the imported certificate zhould be marked as exportable after import.
M arking a certificate az exportable iz a higher secunty rizk, howeser it allows the
certificate to be exported ta a file for backup.

v Mark cert as exportable

< Back M et = Cancel

Type the password and click Next.
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IIS Certificate Wizard

Import Certificate Password
Toimport a certificate, you must supply a password.

Type the pazsword far the certificate pou want to import.

Pazsward:

< Back M et = Cancel

Select port (almost always 443) to use click Next.
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IIS Certificate Wizard

S5L Port
Specity the 551 part for thiz web site.

S5L port thiz web zite should use:
443

< Back M et = Cancel

Verify the certificate summary and click Next.

~84~



System Configuration - SSL and SSH - SSL - Server Certs - Import and Export

IIS Certificate Wizard

Imported Certificate Summary
Y'ou have chozen to ingtall the following certificate.

T o inztall the following imported certificate, click Mesxt.

File name: cWMOVEIRDMS_SS5LCertificate. pfx
Certificate details:
lzzued To gmadmz. corp. stdnet. com
lzzued By gmadmz. corp. stdnet. com
E =piration Date 29,2008
Friendly Mame smadmz. corp. stdnet. com
Organizational L it Testing
< Back M et = Cancel

The certificate is now imported into 1S, click Finish.
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IIS Certificate Wizard X

Completing the Web Server

@ Certificate Wizard
N

You have successfully completed the \Web Sereer
Certificate wizard.

A certificate iz now inztalled on this zerver.

[f wou need ta renew, replace, or delete the certificate in the
future, you can uze the wizard again.

Ta cloze thiz wizard, click Finish.

< Bach Finizh Canzel

The certificate now needs to be assigned to the MOVEit DMZ FTP Server.
Method 2 - Using the MMC Snap-in

Click Start -> Run and type mmc.
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“th/Consolel

IFiIe Action  Wiew  Favoribes  Window  Help

- @B 2

"1 Console Root =]
I Console Foot Marne I

There are no items ko show in this view,

Click File then pick Add/Remove Snap-ins and select Certificates and click Add.
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f
L]
_I Uze thiz page to add or remove a standalone Snap-in from the console. -
g Snap-ing added to: Ia Conzale Root j |
dd standoone oo _____TAE]

Available Standalone Snap-ins:

Shap-in | Yendor | -
@ .MET Framework 1.1 Configuration Microzoft Corporation
e’]ﬁ.-’-\ctive Directone Domaing and Trugte  Microzoft Corporation
ﬁ.ﬂ\ctive Directon Sites and Services  Microgaft Corporation
@Active Directory Users and Comput... Microsoft Corparation
ﬂf-\ctivﬂ Control Microzoft Corporation

Ed tutharization M anager Microzoft Corporation

] Cerificate Templates Microzoft Corporation

~ Description B Certificates Micrazaft Carporation

@3 Certification Sutharity Microzoft Corporation
@ Component Services Microzoft Corporation LI

|' =1
- Description -
The Certificates znap-in allows pou to browse the contents of the
Add... Eemate Abaut.. | certificate stores for yoursell, a service, or a computer.

Select the Computer Account and click Next.
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Select Local Computer and click Finish.
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Select Computer

Select the computer pau want this snap-in to manage.

— This znap-in will always manage:

% Local computer: [the computer this conzole i running on|

™ Another computer: I Browse... |

[ allow the selected computer to be changed when launching from the command line, This
anly applies if you zave the conzole.

< Back Finizh Cancel

Now you have the Certificates Snap-in added. Select the Personal store and expand so you see
Certificates. Right-Click on Certificates and select All Tasks and then pick Import. This will start the
Import Wizard.
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'Tm Consolel - [Console Root', Certificates {Local Computer)'Personal]

Bgfn File  Action  Wiew  Faworites  window  Help | |51 x|
=G
[ Consale Roat Object Type |
E@ Certificates {Local Compuker) Ccertificates
Ea Personal

Poh (L] Certificates

-] Trusted Root Certification Aut
D Enterprise Trusk

[:l Intermediate Certification Aut
-] Trusted Publishers

D Untrusted Certificates

-] Third-Party Root Certification
D Trusted People

D Certificate Enrollment Reques
=23 sPC

4] | ©

|Persona| store contains 1 certificate.

The Certificate Import Wizard, click Next.

~91~



System Configuration - SSL and SSH - SSL - Server Certs - Import and Export

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate krusk
lists, and certificate revocation lisks from your disk o a
cettificate skore,

f certificate, which is issued by a certification autharity, is
a confirmation of waur identity and contains information
used to prokect data or ko establish secure netwark
conneckions. & certificate store is the swskem area where
cettificates are kept,

To conkinue, click Mext,

Mext = Zancel

Select the certificate you would like to import and click Next.
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Certificate Import Wizard | x|

File to Import

Specify the File wou want ba impart,

File narme:
nd Setkingsiadministrator Deskkopt MOYEEDMZ _SSLCertificate, pfx Browse. .. |

Mote: More than one certificate can be skored in a single file in the following Formats:
Personal Information Exchange- PECS #12 (.PFX, P12)
Cryptographic Message Syntax Standard- PKCS #7 Cerkificates (.P7E)

Microsaft Serialized Certificate Store (55T

< Bacl Mext = Zancel

If the certificate was exported with a password type the password and select Mark this key as
exportable and click Next.
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Place all certificates in the Personal store and click Next.
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Certificate Import Wizard | x|

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, ar wou can specify a location For
™ Automatically select the certificate store based on the tyvpe of certificate
% place all certificates in the Following store

Certificate skare:

Personal Browse. .. |

< Bacl Mext = Zancel

Verify the certificate import settings and click Finish.
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Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

ou have specified the Following settings:

Certificate Skore Selected by User  Personal
Content PFx
File Marme C:\Documents and Se

< Bacl Finish Zancel

If the import is successful a message similar to the one below should be displayed.

Certificate Import YWizard

™
' 11/‘ The impaort was successful,
.\“.

Ik |

The certificate is now installed into the system and can be assigned to the DMZ Components.

Export an SSL certificate

Click Start -> Programs -> Administrative Tools -> Internet Information Services Manager (IS Manager).
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Select the web site you wish to work with and Right-Click then select Properties. Click on the Directory
Security tab then click View Certificate....

Click the details tab and select Copy to File...

Certificate 7
Gereral Details |Certifin:atin:un Path I
Shio: I::.ﬁ.ll:b j
Field Yalue -
E'u'ersin:un W3
ESeriaI nurnber oo
Eﬁignature algarithm mdSRS8
Elssuer smsdmz. corp. skdnet. com, Tes. ..
E'-.-'aliu:l From Tuesday, January 10, 2006 1...
E'-.-'alil:l ko Thursday, February 09, 2006 ..,
ESuhject smadmz, corp.skdnek. com, Tes. ..
ElPublic key RS54 (1024 Bits) |
Edit Properties. .. iCopy to File. ..
(0] 4

The Certificate Export Manager should be started, click Next.
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Click Yes to Export the private key.

Welcome to the Certificate Export
Wizard

This wizard helps wou copy certificates, certificate krusk
lists and certificate revocation lists From a certificate
skare ko your disk,

f certificate, which is issued by a certification autharity, is
a confirmation of waur identity and contains information
used to prokect data or ko establish secure netwark
conneckions. & certificate store is the swskem area where
cettificates are kept,

To conkinue, click Mext,

Mext = Zancel
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Certificate Export Wizard | x|

Export Private Key
‘ou can choose to export the private key with the certificate.

Private kews are password protecked, IF wou wank ko export the private key with the
certificate, wou must tvpe a password on a later page.

Do wou wank bo expork the private kew with the certificate?
% ves, export the private key

™ Mo, do nok export the private key

< Bacl Mext = Zancel

Select the .PFX format and check Strong Encryption then click Next.
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Certificate Export Wizard | x|

Exzport File Format
Certificates can be exported in a wariety af file formats.,

Select the Format you want o use:

" DER encoded binary %509 (. CERY

" Base-64 encoded ¥.509 (. CER)

" Cryptographic Message Syntax Standard - PEES #7 Certificates (.P7E)
I | Include &l certificates in the certification path if passible

{* Personal Information Exchange - PKCS #12 { PFX)
[T Include all certificates in the certification path if possible
W Enable strong protection (requires IE 5.0, MT 4.0 SP4 or above)

[ Delete the private key i the export is successful

< Bacl Mext = Zancel

Type in a password to secure the private key.

~100~



System Configuration - SSL and SSH - SSL - Server Certs - Import and Export

Specify a filename to save the certificate.
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CHMONEIRDMZ _SSLCertificake | |

Verify the certificate export settings and click Finish.
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Certificate Export Wizard

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export
wizard,

ou have specified the Following settings:

File Mame CH N
Export Keys Yes
Include all certificates in the certification path Mo
File Format Person

< Bacl Finish Zancel

If the export is successful a message similar to the one below should be displayed.

Certificate Export Wizard [EX

The expart was successhul,

Ik |

The certificate is now ready to be used or installed on another system.

Removing an SSL certificate from an IIS web site

This assumes you already have an SSL certificate installed. Click Start -> Programs -> Administrative
Tools -> Internet Information Services Manager (IIS Manager). Select the web site you wish to work with
and Right-Click then select Properties. Click on the Directory Security tab then click Server
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Certificate.... This will start the Web Server Certificate Wizard, click Next.
Select Remove the current certificate and click Next.

IIS Certificate Wizard x|

M odify the Current Certificate Assignment
&, certificate iz currently installed on thiz \Web zite.

YWhat do you want ta do with the currently installed certificate?
™ Renew the curent certificate

* Remove the current certificate

" Replace the cunent certificate

™ Export the current certificate to a pfx file

i Copy or Move the curent certificate to a remote server site

< Back et = Cancel

Verify the certificate that is about to be removed and click Next.
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IIS Certificate Wizard

Remove a Certificate
Thiz certificate can be stored and reused later for this or another server.

T o remove this certificate from your server and stare it for later uze, click Mest.

Certificate details:

lzzued To gmazdmz. caorp. stdnet. com
lzzued By smadmz. corp. stdnet. com
E wpiration Date 2092006
Friendly Mame gmazdmz. caorp. stdnet. com
Organizational Uit Testing
< Back M et = Cancel

The certificate has been removed click Finish.
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IIS Certificate Wizard X

Completing the Web Server
@ Cerntificate Wizard
N

You have successfully completed the \Web Sereer
Certificate wizard.

The certificate was uninstalled
Ta attach a certificate on thiz zerver, start the Wweb Semver

Certificate wizard again. 'ou can then create a new
certificate or reuse a stored certificate.

Ta cloze thiz wizard, click Finish.

< Bach Finizh Canzel
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System Configuration - SSL and SSH - SSL - Server
Certs - Assign to Components

Assign an SSL certificate to the MOVEIitDMZ Web Site

To perform these procedures please have your SSL certificate(s) imported already.

Click Start -> Programs -> Administrative Tools -> Internet Information Services Manager (IS Manager).
Select the web site you wish to work with and Right-Click then select Properties. Click on the Directory
Security tab then click Server Certificate.... This will start the Web Server Certificate Wizard.

Select Assign an existing certificate and click Next.

IIS Certificate Wizard x|

Server Certificate
Theze are the methods for agsigning a certificate to a'web site,

Select the method pou want o uze faor thiz web site:

™ LCreate a new certificate.

f* Aszzign an existing certificate

{7 Import a certificate fram a Key Manager backup file.
" |mpart a cerificate from a .pfs file

" Copy ar Maove a certificate from a remate server site to this site.

< Back et = Cancel

Select the correct certificate and click Next.
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IIS Certificate Wizard

Available Certificates
The certificates pou can use for pour “Web zerver are listed below.

Select a certificate

lzzued To lzzued By E =piration D ate Intended Purpoze | F
smadmz.corp.std... smadmzocorpoetd... 24942006 :

4| | ]

< Back | M et = | Cancel |

Select port (almost always 443) to use click Next.
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IIS Certificate Wizard

S5L Port
Specity the 551 part for thiz web site.

S5L port thiz web zite should use:
443

< Back M et = Cancel

Verify the certificate summary and click Next.
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IIS Certificate Wizard

Certificate Summary
Y'ou have chozen to install an exizting certificate.

T he fallawvang certificate 12 available for installabion on vour \Web gerver. To install this
certificate, click Mest,

Certificate details:

lzzued To smzdmz.corp.stkdnet. com
lzzued By smadmz. corp. stdnet. com
E =piration Date 20942006
Friendly Mame £Mones
Organizational Uit Testing
< Back M et = Cancel

The certificate has now been assigned to the Web site, click Finish.
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IIS Certificate Wizard X

Completing the Web Server

@ Certificate Wizard
N

You have successfully completed the \Web Sereer
Certificate wizard.

A certificate iz now inztalled on this zerver.

[f wou need ta renew, replace, or delete the certificate in the
future, you can uze the wizard again.

Ta cloze thiz wizard, click Finish.

< Bach Finizh Canzel

Assign an SSL certificate to the MOVEIit DMZ FTP Server

Remember to assign certificates to the FTP server when upgrading SSL certificates. This will cause FTP
over SSL clients to fail if certificates are not updated.

Click Start -> Programs -> MOVEit DMZ -> MOVEit DMZ Config.
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d Configure MOYEit DMZ x|

License I Fathz I E mail | Dratabaze I Drebug I Mizcelaneous I
S5H | FTPPors FTPCets | FTFIPs |  Resiiency |

Certificates uzed by the MOWVER DMS FTF server:

Crefault Certificate:

N

Alternate Certificates:

Server |P Cert to uze

tove Up Mowve Diown Add Remove

[T Require Client Certificate

Ok, Cancel Apply

Select the FTP Certs tab and click the [...] box next to Default Certificate. This will open the Certificate
Manager.

Click on My Personal under Current User or Local Machine (depending how the certificate was imported)
and Double-Click the certificate that was used for MOVEit DMZ Web Site.
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E2 Double Click to Select a Certificate _ O]

Ell:l Local Machine |zzued To | |2zued By | E piry [ ate | Fublic K.ey |
&) My - Personal =] smedmz. corp.stdinet.com  smadmz.corp.stdnet.com 24942006 RSa (1024)

The Certificate selected should be selected and you can click Ok. The MOVEit DMZ FTP Server needs
to be restarted for this to take effect.

d Configure MOYEit DMZ x|

License I Fathz I E mail | Dratabaze I Drebug I Mizcelaneous I
S5H | FTPPors FTPCets | FTPIPs | Resiiency

Certificates uzed by the MOWVER DMS FTF server:

Crefault Certificate:

CM=grmzdmz.corp. ztdnet. com, OU=T ezting J

Alternate Certificates:

Server |P Cert to uze

tove Up Mowve Diown Add Remove

[T Require Client Certificate

ak. Cancel Apply

~113~




System Configuration - SSL and SSH - SSL - Server Certs - Assign to Components

To restart the MOVEIt DMZ Service open a command prompt and type net stop moveitdmzftp. After the
service has successfully stopped, type net start moveitdmzftp. The SSL certificate should now take
effect in the MOVEit DMZ FTP server.
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System Configuration - SSL and SSH - SSL - Server
Certs - Backing Up

For backing up or replatforming a certificate, the easiest method is to use the MOVEit DMZ Backup and
Restore utilities, as these utilities handle the backing up and restoring of both server and client SSL
certificates loaded on the system. Otherwise, if you need to export and import certificates manually, the
following procedures are available to guide you.

Microsoft makes it easy to generate new certificates and replace existing certificates. However, exporting
a certificate from one machine and importing it on another machine using the same Microsoft certificate
facility is not as easy for two key reasons:

» By default, Microsoft tries to export keys without their private keys. While one could argue that this is
good for security, many "next next next" administrators blow right by the configuration dialog where
they should check the "export private key" box.

» Microsoft allows you to import server certificates without private keys. Although this feature is essential
when defining obscure external certificates, the silent acceptance of these certificates often leads
administrators to believe that they have successfully exported/imported a server certificate even
though the private key was not moved.

There is one easy way to tell if you did an export/import procedure properly, however. If, when you try to
import a certificate, you are prompted for a password, you probably did the procedure correctly. (A
password is required to unlock the private key from an export file.)

If you are unsure why someone might export a server certificate in the first place, there are four general
situations in which this occurs:

* You want a backup copy of the certificate so you can quickly restore the entire server if anything bad
happens
* You are "replatforming" an existing secure server

* You do not have the funds to buy a certificate for a development or test box and you want to borrow a
real certificate from your production box.

* You need to deliver the PUBLIC part of your certificate to a client for installation before that client will
be allowed to connect (in this case, you do NOT export your private key)

Manual procedures to import and export SSL certificates are covered in "SSL - Server Certs - Import and
Export".

+ Telltale Errors
» Exporting MOVEIit DMZ's SSL Server Certificate Without Private Key

Telltale Errors

You may have improperly exported/imported a server certificate (with a its private key) if you notice any of
the following errors in your secure FTP server logs, secure web server logs or client displays:

» Your MOVEIit DMZ FTP server logs report a "Not Loaded" certificate error.
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* Alocally installed copy of MOVEit Freely reports a "Handshake Error" when connecting to any valid
FTP port on localhost.

» "https://" connections to your web server are not logged in the IIS web logs.

» While running Internet Explorer on the same box as your web server, you get a "site not available"
response when trying to connect to your web site via any "https://"* URL. (i.e.
"https://localhost/help.htm™)

Exporting MOVEIit DMZ's SSL Server Certificate Without Private Key
(for import into various FTP clients)

Some FTPS (FTP/SSL) clients must import the MOVEIt DMZ's SSL certificate, and possibly any root or
intermediary CA certificates in the certification path, before the client can establish a FTPS connection
with MOVEit DMZ. Since the same SSL certificate is used by both IIS (https) and MOVEit DMZ FTP
(ftps), it is easy to export the certificates using Internet Explorer.

To export the MOVEIit DMZ's host SSL certificate, perform the following steps:

Connect to the MOVEIit DMZ using Internet Explorer (e.g., https://moveit.stdnet.com).
Double-click the padlock in the status bar.

Click the Details tab.

Click the Copy to File button to start the Certificate Export Wizard.

Follow the prompts to export the certificate in the desired format. If you're not sure which format, try
Base-64.

a kM wbde

To export the root CA and any intermediate CA certificates in the certification path, perform the following
steps:

Connect to the MOVEit DMZ using Internet Explorer (e.g., https://moveit.stdnet.com).

Double-click the padlock in the status bar.

Click the Certification Path tab.

Click the certificate you wish to export to select it.

Click the View Certificate button. A second dialog will open.

Click the Details tab.

Click the Copy to File button to start the Certificate Export Wizard.

Follow the prompts to export the certificate in the desired format.

© No gD

~116~



System Configuration - SSL and SSH - SSL - Client Certs - Overview

System Configuration - SSL and SSH - SSL - Client
Certs - Overview

Just like the SSL server certificate is used to verify the identity of the server to the client, clients can also
present SSL certificates to the server in order to help verify their identity. SSL certificates presented by a
client to the server are called Client Certificates. While most SSL servers do not require clients to present
their own certificates, more and more servers are starting to, as client certs provide an additional factor of
authentication. MOVEit DMZ supports accepting or requiring client certs on both the FTP/SSL and
HTTPS interfaces.

As is the case with almost any client key/certificate scheme, the higher security offered by
cryptographic-quality client certificates is offset by additional administrative work. The SSL server must
typically be configured to require client certificates or not (though 1IS is able to accept client certificates if
they are present, but still allow connections when they are not), and the client certificate must be trusted
by the server in order for the connection to continue. Trusting a client certificate, like trusting a server
certificate, requires either the certificate itself to be trusted, or the certificate be signed by a trusted
Certificate Authority.

Client Certificate Connect/Authenticate Criteria

To use a client cert to authenticate a specific user to either the FTP/SSL or HTTPS interfaces, at least
one of the following "CA" conditions and one of the following "credential” conditions must BOTH be true.
Client certs must match one of the "CA" conditions in order to actually connect to MOVEit DMZ, while
matching one of the "credential" conditions allow the client to authenticate to MOVEit DMZ.

* CA Conditions
* The client cert itself must be installed in the Microsoft Trusted Root cert store.

» The client cert must be signed by a CA cert which is trusted, either because the CA cert itself is
installed in the Microsoft Trusted Root cert store, or a CA in the signing chain is installed in the
Microsoft Trusted Root cert store.

» Credential Conditions
» The client cert's thumbprint must be assigned to the specific user's profile.

» The client cert's common name (CN) must be assigned to the specific user's profile AND the client
cert's CA must be in the org-level list of approved CAs.

* The client cert's common name (CN) must match the username or fullname of the specific user, the
org-level "Match Cert CN to Username/Full Name" option must be enabled, AND the client cert's CA
must be in the org-level list of approved CAs.

Client Certificate Connect/Authenticate Example - Fixed Cert, Flexible Criteria

To illustrate how these conditions would apply to a real certificate, consider a client certificate with the
following characteristics.

e CN ="Frank"
e Thumbprint ="3D17 CFF3 E27B 127D 2753 A7F1 873E 2743 783B FBD2"
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» Signed by CA cert with CN = "Chug and Ring"
» The CA cert has been signed by another CA cert with CN = "Toot"

To use this certificate to connect and authenticate a specific user, one of the following "CA" conditions
and one of the following "credential" conditions must be true.

» To allow an SSL connection to occur, one of the following CA conditions must be true:
» The "Frank" cert has been installed in the Microsoft Certificate Trusted Root cert store.
» The "Chug and Ring" CA cert has been installed in the Microsoft Certificate Trusted Root cert store.
» The "Toot" CA cert has been installed in the Microsoft Certificate Trusted Root cert store.

« To allow the client certificate to serve as a valid credential for a specific user, one of the following
“"credential" conditions must be true:

* A thumbprint of "3D17 CFF3 E27B 127D 2753 A7F1 873E 2743 783B FBD2" has been assigned to
the specific user's profile.

« A CN of "Frank" has been assigned to the specific user's profile AND "Chug and Ring" has been
added to the org-level list of approved CAs.

» The specific user's username or full name is "Frank", the org-level "Match Cert CN to Username/Full
Name" option has been enabled, AND "Chug and Ring" has been added to the org-level list of
approved CAs.

Client Certificate Connect/Authenticate Example - Flexible Cert, Fixed Criteria

The following diagram provides an example in which the authentication criteria are fixed and a number of
different client certs may be used for authentication. Please take a moment to find the following sections
on the diagram:

 MOVEIit DMZ Server: The three important stores of certification information and an important setting
are pictured.

» User Profile (Accepted Certs) of "Rich": Several thumbprints are listed here, as is the alternate CN of
"Dick". ("Rich" is also an allowed CN because the "Match CN to Username/Fullname" option is
checked.)

» Trusted CAs: Certificates which present a CN for authentication must be signed by one of these
CAs. Notice that one CA ("Verisign") is listed as trusted but certificates signed with this CA will fail to
connect anyway because the CA is not installed in the Microsoft Trusted Root Certificate Store.

» Microsoft Trusted Root Certificate Store.: This is the only place client certificate information is
installed (rather than referenced). All client certs must be signed by CA in this store (or be installed
themselves) before any FTP/SSL connection will work.

* Match CN to Username/Fullname: See "User Profile..." above.

» Third-Party CAs: A selection of third-party CAs and some "reseller" CAs whose signing certificates
have been signed by a "root-level" CAs.
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Client Certs That Cannot Connect

[ (ANYY | (ANYY | [y i i
(o] B} icoCD || Dk | _Rich

Client Certs That Connect OK
But Cannot Authenticate

[ Dk ][ Dk |[ Dk
| S Resel | | 2R esel| | CA:Thawe |
[ Rich ][ Rich ][ Rich |

[CasResell| [ 2a:Resef] [C:Thamwte |

[ Th:2434 | [ The2a34 | [ Th:2934 | [ Th: 2934 | [ Th: 3434 |
|[PAComon] [ CdaKesel | [ CA:kResal| [C4:Thawte | [ CA:TRecel |

Client Certs That Connect OK
And Authenticate OK

[ Dk |
A Com oo CA:TRecel
|_Rich |
CA o CA:TResel

Th: 5606 Th: 5606 Th: 5606 Th: 5606 Th: 5656
[CA:50medd | CAxFesell | [ CA:Resel| [CA:Thawte | [ CA:TResell|

Symbol Key = Self-Signed Cert
@ s

MOVEiIt DMZ Server

User Profile {Accepted Certs) of “Rich”™
CN = Dick
Thumbprint (Th) = 5656
Thumbprint (Th) = ABAB

Trusted CAs

CN = TResell
CM = Yerizign
CM = Comodo

<] Match CN to Username/Fullname

Microsoft Trusted Root Certificate Store

Thawte Comodo Th: ABAE

Third-Party CAs

Thawte VYerisign | [ Comodo | |SwissKey

[ TResell | [ ¥Resell | [ CResell |
[ mhawte | [Ca:venicion| [CAcomood

= CA-Signed Cert
CA:Sample [Thurnbpeint="%300", Sigred by “Sample™)

Given this configuration, various client certificates will connect and authenticate with various degrees of
success, depending on the CN, Thumbprint and CA associated with each certificate. (Self-signed
certificates are indicated by a large black bar where most other certificates list the name of their CA.)

» Client Certs That Cannot Connect: These client certs do not "chain up" to any certificate installed in

MOVEit DMZ's Microsoft Trusted Root Certificate Store.

» Client Certs That Can Connect But Not Authenticate: All of these client certs "chain up" to a
certificate installed in MOVEit DMZ's Microsoft Trusted Root Certificate Store. However, these
certificates are not registered properly for authentication because:

» The certificate has a matching CN but its CA is not a Trusted CA.
» The certificate's thumbprint does not match a user profile thumbprint.

» Client Certs That Can Connect And Authenticate: All of these client certs "chain up" to a certificate
installed in MOVEit DMZ's Microsoft Trusted Root Certificate Store. All of these certificates also

authenticate properly because:

» The certificate has a matching CN and has been signed by a Trusted CA.
» The certificate's thumbprint matches a user profile thumbprint.

Client Certificate Administration
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As said above, the tradeoff for the increased security of client certificates is increased administrative
overhead, however MOVEit DMZ tries to make it as easy as possible to manage users with client certs.
Administration of client certs is done via the Edit SSL Client Certificates page, which is accessible from
the User Profile. On the user profile page, click either the HTTP Policy or FTP Policy links...

User Authentication

Last Signon: 1001 22006 11:30:24 Ak

Account Status: Active - Change Status

Expiration Policy: Mo Folicy 5et - Chandge Policy

Awthentication Source: MOVEI Only

Password: Expires in 20 day(s), warn in 10 days - Change Password

Credentials Required for Access: [in adcifion fo Usarname
HTTF Server: Weh Interface: Password Onlywith S5SL HTTP Policy

HTTF Clients: Passward Only with 350

FTP Server: Secure (350L); Passward Only with 35 y
Insecure: Mot Allovwed

38H Server: 855H Client Key OR Passward 25H Policy

Femote Access Policy:
IPiHostname: Use Default Rules - Select Ruleset - Wiew Rules
Multiple Signons: Allowed - Chande Mult Signons

...then click on the Edit SSL Client Certificates link...

Edit HTTFP Policy...

Fress the "Change HTTP Policy" button to save changes to these settings.

Allow HTTPS Access via Web Interface: & vag " N
Allow HTTPS Access via HTTP Clients: & vag Mo
SSL Client Cert Required. C ves ® No
Password also required with SSL Client Cert: * vag T N

- Change HTTP Palicy - |
( - Edit S5L Client Certiﬂcates)

This will take you to the client certificate management page for the user.
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9, User Profile (John Smith)

L4

Current SSL Client Certificates...

Client Cedificates in this list have been accepted as valid credentials for FTF and HTTP logon.

Type Data Actions

[=] S5L Thumb 1234 5675 9048 CDEF 1234 5675 9048 CDEF 12354 5675 Delste

Add (manually) - Impart - Create Mew - Trusted Cas

Holding Tank...

S5L Client Cedificates in this holding tank have been presented, but have notyet been

accepted as valid credentials.

Type Date and Time / Data Actions

==L Thumb 1052452006 12:20:07 PM Delete - Accept
110EYB94B5394 7 366047 7E481 495519404327 C91

==L CN 1052452006 12:20:07 P Delete - Accept
Johin Smith

Delete All Tank Certificates

~ R ~ Return to the full user profile

From here, existing cert entries may be removed, new ones added manually, imported from a file or
created from scratch A "Trusted CAs" link also provides quick access to the list of trusted CAs and the
organizational CA used to sign any client certificates created through the web interface. The section at
the bottom of the page also allows any pending Holding Tank entries to be accepted or removed.
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Certs - Importing/Creating

Importing Client Certificates

Often the easiest way to allow a user with an existing client cert to begin authenticating with that client
cert is to have the user try signing on once and then accept the certificate entries that show up in the user
and organization holding tanks (see the Holding Tank page for more information). However, sometimes a
user will be able to present their certificate to administrators before they sign on for the first time. In this
case, administrators may import that cert into MOVEit DMZ's stores, and potentially the Microsoft Trusted
Root store if necessary.

Because of the way SSL certificates work, the only component administrators will need to import a user's
client cert is the "public" portion. (The "private" portion of a client certificate must be kept by the user and

should NOT be given out to anyone.) If the user is able to provide the public portion of their cert, it can be
imported into MOVEIit DMZ using the Import Existing Client Certificate page. To reach this page, go to the
client cert administration page and click the "Import" link.

Import Existing Client Certificate......

Select a “.cer file: I Browse. . |

Wihen you click the "lmpart Cettificate" button, one of the follosing things will ocour:

If this cetificate is self-signed, MOWVEIt DS will assaociate it with this user and trust it for
usewhen establishing 5L connections.

Ifyour certificate has been signed by a CA..
CYrusted by this organization, the CH from this cedificate will associate with this user.

CNWOT trusted by this organization, an error will be returned instructing you to impart
andior trust the CA cert first.

- Impoart Certificate -

Once imported, MOVEit DMZ will be able to determine the nature of the certificate automatically. As
mentioned on this page, if the cert is self-signed, DMZ will add the cert's thumbprint to the user record
and import the cert into the Microsoft Trusted Root store, so that a user using the cert will be allowed to
connect to the server. If the cert is signed by a CA, DMZ will check to see if that CA is trusted by the
current organization first. If it is, DMZ will add the cert's CN to the user record. Otherwise, an error will be
returned prompting the administrator to trust the CA before continuing.

Adding Client Certificates

If a user has an existing client certificate but is unable to provide administrators with the public portion
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directly, there is still a way to associate an element of that cert with the user's account, provided the user
can give administrators specific information about the cert. If the user can provide either the thumbprint or
CN of their client cert, administrators may add this information to the user record by going to the client
cert administration page and clicking the "Add (manually)" link.

Add Client Certificate......

To add a Client Cettificate by hand, first enter the New Certificate Data:
Exgpyaie S50 Cert SHA-1 Thumbprint: RS 30CO A5FF 0223 0005 CRM 6ENE NAF3 7OBF F2EC
Exgmyaie S50 Cert Common Name: John Q. Pobiic

|1234 5678 90AE CDEF 1234 56758 S0AE CDEF 1234 5
Certificate Data Type: | =5L Cert SHA-T Thumbprint j

Then press the "Add Cerificate” button: - Add Certificate - |

Here, the administrator may add either the cert thumbprint or CN manually in the provided textbox, and
then select which data type they are entering. Clicking the Add Certificate button will add the entered
information to the user record.

NOTE: This method does not take care of any trust issues. In order for the user to connect to the server
with their client cert, it must still be trusted, either by being in the Microsoft Trusted Root store if
self-signed, or by being signed by a trusted CA.

Creating New Client Certificates

If a user does not have a client certificate, a certificate signed by the organization's CA can be generated
by MOVEit DMZ. This cert will be automatically associated with the user account by thumbprint and
provided to the administrator as a "[username].pfx" file so that the administrator can provide the cert to
the user. The user must then import the new cert into their client cert store for whatever client they are
using to connect to the server. (In most Windows environments, just opening a "*.pfx" client certificate file
will launch a friendly client certificate import wizard.)

To create a new client cert for a particular user, go to a that user's SSL client cert administration page and
click the "Create New" link. If you do not currently have an organizational CA to sign new client
certificates, you will be provided with a link that will help you create one (if you are a full Admin).
Otherwise, you will be taken to a form that asks for standard certificate information. Note that several
fields, such as name, email address and organization will already be filled in with known values.

~123~



System Configuration - SSL and SSH - SSL - Client Certs - Importing/Creating

Create New CA-Signed Client Cerificate......

The fallowing values should probahbly match those already found on this user's profile, but the
do not need to match. Only the Mame (CH) field is required:

Mame {CH): John Smith
Email Address: jsmith@stdnet. com
Organization: MOYWER Sample

The fallowing optional fields are anly related to this cerificate; enter the most appropriate
walues or leave hlank:

Country: (E

State/Province: WWisconsin

Organization Unit:

This infarmation comes from the organization CA signing cedificate:
IssUer: Ch=JEL Test Org

Set an appropriate valid date rande far the cedificate:

Valid Dates: 1 Year i«

The following password will protect this cerificate while resident on disk. ou may choose to
Use the suggested passward or pick one of your owen. [n eithier case he sure to record it Your
userwill need this passward in order to install the cedificate.

Suggested :
Password: 2bin i
Password: * Use Suggested Password  © Type Custorn Password

- Create Certificate - |

NOTE: Be sure to remember the password either entered or selected. This password will need to be
provided to the end user in order to successfully import the new cert.

Clicking the Create Certificate button will bring up a confirmation page, where the details of the new cert
will be presented.
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Create New CA-Signed Client Certificate......

Ck, vou are about to generate a self-signed client cedificate with the fallowing properties:

Wersion W3

Serial number ithal

Signature algorithm  shalREA

Subject M = John Smith
E = jsmithi@stdnet.com
C=15

S =Wisconsin
0 = MOVEIt Sample

lssUer Ch=JGL Test Org
Valid from Arai2007 2:51:30 P
Valid to 4512008 2:41:30 P
Public key RSA {1024 Bits)

FPress the buttan below to generate the cedificate, trust it for the purpose of establishing S50
connections, link it to the current user and download the full cedificate to you desktop {or other
designated location).

Cnly press this hutton oncel

- Create and Download Cedificate -

After you download the cerd, yvou should find a way to securely pass ittoyvour user (along with
the passwaord), confirm that they can impart it (along with its private ke and delete the copy
vou have. [fyoud did not recard the passward from the previous form, your userwill not be able
to impaort the cedificate.

Upon clicking the Create and Download Certificate button, the certificate will be created, signed by the org
CA, associated with the user, and presented to the administrator for download. The administrator will then
be responsible for providing the new "*.pfx" cert file to the user so it can be imported, along with the
password that was selected on the initial Create Client Certificate page.

The user should follow the procedures provided in the Getting Started - SignOn section to import their
client cert into their browser.
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System Configuration - SSL and SSH - SSL - Client
Certs - Holding Tank

The client certificate holding tank holds certificates that have been presented by a user as authentication
credentials but have not yet been accepted as valid credentials for that user. The holding tank is
populated automatically whenever an SSL connection is established and a valid username is presented
along with an invalid certificate. Holding tank entries will NOT be created if an SSL connection could not
be established due to client cert trust issues.

The use of a holding tank in cert authentication situations makes it easy for administrators to accept
specific certs for users without having to manually add, import, or create certificates into a user profile.

Walkthrough

The following procedure describes how an FTP/SSL client can connect with a new cert and leave the
cert's fingerprint behind for an administrator to promote/accept into the user's profile at a later date. Any
FTP/SSL user whose client has already installed an SSL client cert signed by a CA registered in MOVEit
DMZ's Microsoft Trusted Root Certificate store should be able to use this procedure.

First, have the remote FTP/SSL client attempt to connect to MOVEit DMZ. This connection should fail.
For example, the following MOVEIit Freely session attempts to connect with a client key and fails.

C\>ftps -ccn:lucy -e:on -a -user:noveitfreel ydeno -password: als2d3 dot net
220-Security Notice

220-You are about to access a secured resource. Ext Auth Mania reserves the
220 right to nonitor and/or |limt access to this resource at any tine.

234 SSL enabl ed start the negotiation

Connected to dot net

530 Not logged in. Cient Certificate is not registered

ftp> quit

221 Goodbye

Next, sign on as an Admin to MOVEit DMZ and go to the client cert administration page of the user who
just tried to authenticate. The second section on this page displays the Holding Tank entries for this user.

Notice that a single authentication attempt put TWO entries into the holding tank: one for the CN of the
cert, and one for the thumbprint. Either may be accepted by clicking the Accept link for that entry.

If you accept the cert CN, you will avoid cert renewal issues if the end user gets an updated cert with the
same CN but a different expiration date. However, you also run a risk of CN collision if any of this
organization's Trusted CAs issue CNs with the same name to multiple people (e.g., Thawte Free Email
certificates) or you have multiple trusted CA's.

If you accept the Thumbprint of the cert, you will encounter cert renewal issues if the end user gets an
updated cert with the same CN but a different expiration date. However, you will avoid the risk of CN
collision if any of this organization's Trusted CAs issue CNs with the same name to multiple people (e.g.,
Thawte Free Email certificates) or you have multiple trusted CA's.

As a rule of thumb, if you use a limited number of org-level Trusted CAs (e.g., your organization is its own
CA), you should probably choose to accept CN's. If you use many Trusted CAs or you include CAs which
issue certificates with the same CN to multiple people, you should probably choose to accept thumbprints.
(Authentications using client cert thumbprints do not pay any attention to the list of Trusted CAs.)
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In our example, we will accept the "SSL CN" of the client certificate because it was issued by a CA which
never issues certificates with the same CN to different people.

After either the CN or Thumbprint is accepted, a confirmation screen will appear which contains several
interesting pieces of information and a question. On the top of the page, there is a success message and
a short display showing the accepted value (the CN, in this case). The question at the bottom of the page
asks if you would like to get rid of the other holding tank entry the certificate created. You will usually want
to click the "DELETE" option, but you could, technically, add both the CN and Thumbprint to a user
record. (If you did this, the user would still only need to provide a cert with the correct CN or the correct
Thumbprint - not both.)

@ Accepted Holding Tank entry OK.

.J;l.‘f.] User Profile (John Smith)

Confirm Holding Tank Deletion
You have accepted this Holding Tank entry;

Tupe Cert
@SL ZH ftptestadmin :l

Arny remaining Halding Tank entries can now he deleted if vou wish.

Type Date and Time Certificate

SEL Thumb 11872005 10:45:46 AM f30cab6f46th T Obdf0ffaShEaeddadsl coab 49Ty
Are you sure you want to delete this Holding Tank elmy?m@

After electing to either delete or keep the other holding tank entries, you will be returned to the client cert
administration page, where the newly accepted entry should now be present. At this point, it is time to try
the FTP client sign on again.

C\>ftps -ccn:lucy -e:on -a -user:noveitfreel ydeno -password: als2d3 dot net
220-Security Notice

220- You are about to access a secured resource. Ext Auth Mania reserves the
220 right to nonitor and/or limt access to this resource at any tine.

234 SSL enabl ed start the negotiation

Connected to dotnet.

331 Password required for noveitfreel ydeno

230-Wel cone to JE Test Org. Enjoy your stay & have fun!

230 User noveitfreel ydeno | ogged in.

200 PBSZ conmand successful

200 PROT conmand successful

215 Wndows_NT version 5.0 (MOVEit DVZ FTP 3.1.8.6)

200 Integrity node sel ected

ftp>

This time the sign on attempt worked.

Importing Certificates from the Organization-Wide Holding Tank

A complete list of all unassigned certs for all users in the organization may be viewed in the
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organization-wide holding tank. The organization-wide holding tank is accessible from the "Settings" page
by following either the "Security | Interface Policy | FTP" or "Security | Interface Policy | HTTP" links. To
assign specific certs, click into the complete list with the "View Tank Keys" link.

.J;ll‘f.] Seftings (Security)

Default FTP Policy Settings...

User Client Certificate Holding Tank...

There are currently 2 client certificates in the hoiding tank.

Delete All Tank Cer’[sﬁ Yiew Tank Certs J
L4

Cert information is listed by username and then by type. Select the appropriate cert and click the "Accept"
link next to it. After a cert has been accepted, the interface will return to the organization-wide holding
tank so other keys may be assigned or deleted.

.J;l.‘f.] Settings (SSL Certs - Holding Tank)

Client Certificate Holding Tank...

Cedificates in this holding tank have heen presented by users, but have not yet been accepted
as avalid credential.

Type Username | Certificate Date and Time Actions

S5L Thumk jEmith 11082005 105214 A Delete - Accept
f30cabGf46fh 7 Obdf0ff98b6aesdadd coebda7d

S5LCH jsmith 110802005 10521 4 A Delete - Accept
fiptestadmin

Delete All Tank Cears

Cleaning Unassigned Certs Out of the Holding Tank

Unassigned certs will automatically be cleaned out the holding tank after a certain number of days. The
exact number of days is a configurable option under the organization-wide SSL policy. (The same value
applies to unassigned SSH client keys and untrusted CA certs in the holding tank.)
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Unassigned certs may also be manually cleaned out an individual user's holding tank or the
organization-wide holding tank using any of the provided "delete" or "delete all" links.
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System Configuration - SSL and SSH - SSL - Client
Certs - Trusted CAs

A client cert's SHA-1 Thumbprint provides a cryptographic-quality way to prove that a specific certificate is
what it says it is. A client cert's CN, however, could be found on hundreds or thousands of other perfectly
valid client certs. The way MOVEit DMZ avoids mix-ups and keeps track of certs which use CN
authentication is to follow their CA chain and to only allow certs which have been signed by a short list of
Trusted CAs to authenticate.

By definition, a Trusted CA is a CA that an organization trusts with providing properly (CN) named
certificates to the correct users. If a CA issues certificates with the same CN to multiple users (e.g.,
"Thawte Personal Freemail CA"), then that CA should NOT be a Trusted CA. If your organization already
maintains its own CA, then that CA should probably be in your list of Trusted CAs. Third-party
organization CA's may or may not also be added as trusted CAs depending on how well you trust their
ability to issue uniqgue CN-named certificates to the correct users.

Trusted CA vs. Microsoft Trusted Root Certificate Store

The Microsoft Trusted Root Certificate Store contains installed certs of CAs. All client certs which connect
to MOVEit DMZ must "chain up" to a cert installed in the Microsoft Trusted Root Certificate Store. Once
an SSL connection is established, however, the Microsoft Trusted Root Certificate Store has no further
role in authentication.

The Trusted CAs is a (CN) list of CAs; no certificates are actually installed here. Client certs which offer a
CN for authentication must be signed by one of the CAs listed here, but CAs in this list do not actually
need to be in the Microsoft Trusted Root Certificate Store too as long as each Trusted CA "chains up" to
an entry in the Microsoft Trusted Root Certificate Store. The Trusted CA list is available on the org-level
SSL settings page, which is accessible from the "Settings" page by following either the "Security |
Interface Policy | FTP" or "Security | Interface Policy | HTTP" links.
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Trusted CAs...

A client cedificate presented by a user must either have been signed by ane ofthe CAS listed
helow ar must match a specific thumbprint assigned to that user's profile befare the cerific ate
will he accepted as a valid user credential.

Type Certificate Actions
[Z] S50 Ch Comodo Class 3 Security Services C& Lrtrust
[£] =50 Ch Root Agency Untrust

2 penciing CA cerlisl
Add CA(manuallyy - Import CA - Trust Microsoft CA

Client Cert CA Holding Tank...

Cerificates in this holding tank have presented as CAs by incaoming client cedificates, but hawve
notyet bheen accepted as avalid CA.

Type Date-Time / Certificate Actions

[Z] S50 Ch 105202006 3:30:39 P Delete - Accept
Jonathan Organization

[-] S5L Ch 1002006 11:59:39 A Delete - Accept

Steve Mickels
Delete All Tank Cers

Please also see the "Connect/Authenticate” examples on the Client Certs - Overview documentation page
for an illustration of how the Trusted CA vs. Microsoft Trusted Root Certificate Store work together.

Trusted CA Holding Tank

The Trusted CA list has its own holding tank similar to the client cert holding tank. To get a CA certificate
entry in the Trusted CA holding tank, a user must connect with a client cert that "chains up" to a CA in the
Microsoft Trusted Root Certificate Store and whose thumbprint does not match the related user profile.

Trusted CA List Maintenance

There are two other ways to add Trusted CAs. One is to manually type the CN of a Trusted CA. The other
is to scroll down and select any of the CA certs already installed in the Microsoft Trusted Root Certificate
Store (or Microsoft Intermediate CAs Store).

When you delete a Trusted CA entry, you are only deleting a pointer, even if the Trusted CA is also
installed in the Microsoft Trusted Root Certificate Store. (You must delete certificates directly from the
Microsoft Trusted Root Certificate Store using the usual MMC console if that is the desired action.)

Organization Cert-Signing CA

Every organization on MOVEIt DMZ can create and use a single CA certificate to sign any client
certificates created through MOVEIit DMZ's web interface. These CA certificates are "self-signed" but are
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automatically included in and installed through the "*.pfx" client certificate files created during the new
client certification creation process.

Client Signing CA Cert...

Aseltsigned CA certificate is used to issue new client cedificates. When you create a
sel-signed CA cedificate, itwill he added to the Trusted CAlist and to the Micrasoft Trusted
Foot CA list. There can he anly one CA signing cedificate for an arganization.

Certificate Actions

Cg) CM=JGL Test Org Delete

Background: In version 4.0, MOVEit DMZ generated self-signed client certificates (i.e., certificates not
signed by any CA) through a similar interface. However, in practice only about 100-200 self-signed client
certificates can be supported under the default IS configuration so client certificates created by MOVE:it
DMZ are now CA-signed to avoid this limit.

How and When to Create an Organization Cert-Signing CA

If you have been directed to create an organization CA to sign client certificates (after clicking a "Create
New" link) or you see a "Client Signing CA Cert" section like the following section...

Client Signing CA Cert...

A sel-signed CA cedificate is used to issue new client cerificates. When vou create a
seltsigned CA cedificate, itwill be added to the Trusted CA list and to the Microsoft Trusted
Foot CA list. There can be only one CA signing cedificate for an organization,

Certificate Actions

Thete Is ho C4 Cetificate. Creste C&,

...you should create an organization client cert-signing CA certificate. To do so, click the "Create CA" link
in this section and fill out the following form. This signing certificate will be visible on any client certificate
you or any other administrator creates through MOVEIit DMZ's web interface, so it is usually worth the
time to provide meaningful answers to each question on the form. Also, the duration of this certificate
should be LONGER than the duration of any particular client certificate you plan to issue now or in the
future.
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Create CA Certificate ...
Enter the the appropriate values. Only the Mame (CH) field is reguired:

Name {CN): MOWEIt Sample

Email Address: techsupporti@moaovertdmz. com
Organization: M OWEit Sample

Country: United States
State/Province: Wisconsin

Organization Unit: |Demonstrations
Set an appropriate valid date range for the cedificate:
Valid Dates: 10 Years v

When yvou click the "Create CA Certificate” button, the selected cerificate will be added to the
Microsoft Trusted Root Certificate Store and also to the Trusted CA list.

- Create CA Certificate - |

Once an organization's CA cert has been created, it is generally an invisible part of the client cert creation
process; there is no "CA cert drop-down" or similar control to worry about.
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System Configuration - SSL and SSH - SSL - Client
Certs - Troubleshooting

Like other connection problems, such as with FTP connections, client certificate problems can be broken
down by analyzing "how far did the client get." The following guide provides a quick overview of the client
certificate troubleshooting process. Also make sure you familiarize yourself with the CA and credential
requirements all clients need to meet to successfully connect and authenticate with a client cert.

Client cert-related connection issues are generally the result of one of three problems: failure to establish
a TCP connection, failure to establish an SSL session, and failure to authenticate. All client cert
troubleshooting should explore these factors in this order. For FTP connections, TCP connectivity is
covered in the regular FTP/SSL Troubleshooting guide; the other two issues are covered here.

* Problem: Cannot Connect
» Make sure firewall and other basic connectivity issues do not apply
« Is the client configured to use a client certificate?
* Is the client OK with the MOVEit DMZ server certificate?

 |s the CA of the client certificate installed in the MOVEit DMZ Microsoft Trusted Root Certificate
Store? (If not, is the client certificate itself installed here?)

* Problem: Cannot Authenticate
« If you cannot connect, you don't need to worry about authentication issues yet.
» Check the user profile.
« Is a client certificate required? (If not, this is a password problem.)
 If a password is required when a client certificate is required, did the client provide one?

« If the org-level option to match cert CNs to usernames/realnames is enabled and the client
certificate CN matches the username/realname of this user, is the CA of the client cert in the
org-level list of Trusted CAs?

* Otherwise, are there any entries in the user's client cert holding tank? (If so, accept the
appropriate entry.)

« Is the CN of the client cert listed as an accepted cert in the user profile? (If so, make sure the CA
of the client cert is in the org-level list of Trusted CAs.)

» Pull a user report for the user. Drill down into the log entries for additional clues.

Frequently Asked Questions

Q: I checked the "require certs" on my user profile but MOVEit DMZ is ignoring the client cert.

A: You also need to configure the "Client Cert" ports option on the "FTP Ports" tab of the MOVEIit DMZ
Config utility. Your FTP client will also need to connect to one of the two client cert ports rather than one
of the two "non-cert" ports before client cert authentication will succeed.

Q: What's the best way to migrate my users to client certificates?
A: Turn on the "Client Cert" ports option on the "FTP Ports" tab of the MOVEit DMZ Config utility (and
open the matching firewall ports) now. As each of your clients migrate to FTP client certificate
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authentication, instruct them to switch their connection parameters from a "non-cert" port to a client cert
port.

Q: I generated a client certificate but when | try to connect it doesn't show up in the client
certificate holding tank.

A: One of two things needs to occur before MOVEit DMZ will allow the client to establish an SSL
connection using that client certificate. The self-generated client certificates either needs to be signed by
a CA whose certificate is already in MOVEIit DMZ's Microsoft Trusted Root Certificate Store, or the
self-generated client certificate itself needs to be imported into MOVEit DMZ's Microsoft Trusted Root
Certificate Store. Instructions to perform either operation are available from the Client Certs - Importing
and Creating page.

Q: l accepted a client certificate CN as a valid credential for a particular user, but that user still
gets a "certificate not registered"” error when he tried to connect.

A: The client certificate's CA has probably not been assigned as a trusted CA within the organization.
Check to see if the client certificate's CA is in the "Client Cert CA Holding Tank"

Additional Help

For additional help, you may want to consult the Knowledge Base on our support site at
https://moveitsupport.ipswitch.com.
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System Configuration - SSL and SSH - SSL - Client
Certs - IIS Configuration

MOVEit DMZ relies on Microsoft's 1S server to provide HTTPS connection services. Therefore, MOVE:it
DMZ must also rely on IIS to also provide client certificate functionality.

MOVEIit DMZ users must use client certificates that are ultimately trusted or stored in the Microsoft
Certificate Trusted Root store, but MOVEIit DMZ's certificate management interface usually takes care of
this requirement behind the scenes. This section focuses on the IS settings that the MOVEit DMZ
installation/upgrade toggles to turn on client certificate support (by default) and a second supported
option.

[IS Set to "Accept" Client Certs on Some Files

MOVEIit DMZ's web interface supports client certificate authentication as soon as it is installed or
upgraded to version 4.0 or higher. No manual changes to IIS are required; the installation/upgrade
program sets the necessary IS settings behind the scenes.

Authentication requirement flags on individual user accounts control whether client certificates are
required and what client certificates can be used for authentication. (See "Web Interface - Users - Profile
for more information about this.)

Advantages/Disadvantages

» Advantage: Requires no additional set up or administrative work.

» Advantage: Easy to use when migrating users to client certificate environment.

» Advantage: Backwards compatible with existing clients and processes.

» Disadvantage: Auditors may prefer the "Require client certificates" box on IIS is checked.

"humancc.aspx" and "machinecc.aspx”

By default, MOVEit DMZ sets the "Accept client certificates" flag on two files: "humancc.aspx" and
"machinecc.aspx.” The "cc" in both files stands for "client certificate."

All web browser sessions must authenticate through human.aspx and all other clients must authenticate
through machine.aspx. When a user attempts to authenticate through either "human.aspx" or
"machine.aspx" and MOVEit DMZ notices that the user's account requires client certificate authentication,
MOVEit DMZ will automatically redirect the user's session to "humancc.aspx” or "machinecc.aspx." At this
point the user will be prompted for client certificate credentials (if using a web browser) or client certificate
credentials will be consumed (if using another client). No "second sign on page" is presented; from the
user's perspective the entire sign on operation requires only a single submission.

No other files or folders are marked to "Accept client certificates". Access to MOVEit DMZ resources is

only possible after a user authenticates with any required client certificates, so only the authentication
gateways need to be marked to "Accept client certificates".

Site-wide "Accept Client Certificates" Flag (Don't Set It!)
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Do not set the site-wide "Accept client certificates” flag on your MOVEit DMZ IS website. This
configuration is not supported and is not necessary to require individual MOVEit DMZ users to use client
certificates while authenticating.

Two signs that someone may have flipped the site-wide "Accept client certificates" on your "moveitdmz"
IIS site are:

* Your IE users are prompted with a mysterious and empty dialog box when they connect to MOVE:it
DMZ. The empty box is IE's unusual way of telling the user that the site they just connected to has
asked for a client certificate (that's what the IS "Accept” flag does) but that the user doesn't have any
client certificates that would work with the site.

« All file transfers stop working and all FTP and SSH signons are rejected.

[IS Set to "Require" Client Certs on Most Content

Setting the 1IS site flag to "Require client certificates" is usually not necessary and is generally not
recommended unless it is absolutely required. The large amount of work required by administrators, end
users and operators of remote systems usually makes implementing a pure 1S "Require” environment
harder than explaining to an auditor why MOVEit DMZ's application-level client certificates is a better
choice.

Furthermore, the "Require client certificates" flag is only supported by MOVEit DMZ software under
Windows Server 2003.

Advantages/Disadvantages

» Advantage: Auditors may like that the "Require client certificates" box on IIS is checked.

« Advantage: No one can sign on from a remote location without using a client certificate. (No
exceptions.)

» Disadvantage: Admin users will lose remote access if they no longer have a valid client certificate.
» Disadvantage: Requires additional set up and administrative work.

» Disadvantage: Makes migrating users to client certificate environment tough.

» Disadvantage: Not backwards compatible with existing clients and processes.

Extra Localhost-Only IIS Site

MOVEit DMZ's FTP, SSH, ISAPI and related services often communicate with the core MOVEit DMZ
application through HTTP/S-based XML transactions. To allow this conversation to continue in a "Require
client certificates" environment, you must make a copy of the original "moveitdmz" IS and set it to listen
for localhost connections only.

To set up this extra site and configure MOVEIit DMZ to use it in the context of setting the IIS site-wide
"Require client certificates" flag, use the following procedure.

1. Open the IIS manager and "Export" the "moveitdmz" IIS site.
 Right-click your existing MOVEit DMZ site
» Choose "All tasks" and then "Save configuration to file"
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2. Import the site you just exported and click through the "duplicate name" warning. (This warning is
harmless and will allow you to import the site anyway.)

» Right-click the "Web Sites" heading

e Choose "New" and then "Web site from file"

« Browse to the file created in step 1

« Click on the "Read file" button, select the site name and click "OK"

3. Rename the new site. (The duplicate name situation will be harmful if you leave it.)
4. Open the new site and perform these steps in this order:

 Set client certificate requirements to "Ignore"

* Uncheck the "128-bit" SSL requirement box, if checked.

* Uncheck the "Require SSL", if checked.

* Remove any server certificates associated with the site.

» Bind the site to 127.0.0.1 only (no host headers) and clear out the SSL port. Fill in the (non-SSL)
port with a value of 80 if it is not currently populated.

5. Open the original "moveitdmz" site and make sure it is not explicitly bound to 127.0.0.1.

6. Open the MOVEIit DMZ Configuration utility, go the "Paths" tab and set the machine URL to
"http://localhost/machine.aspx”.

7. Atthis point you can turn on the "Require client certificates" option on the "moveitdmz" site. If you are
prompted, you should override settings on all folders and files except those listed in the "Exceptions”
section below. Make sure that the file security setting for humancc.aspx and machinecc.aspx is to
require SSL and to require client certificates.

8. Make sure that both sites are started.

9. Test with the MOVEIt DMZ Check utility (may skip some tests) and later with live client sessions to
make sure everything still works.

Exceptions

Although the default client certificate property on your "moveitdmz" 1IS site will be set to "Require...", the
following folders must always be marked "Ignore client certificates" to support the use of the Java
Upload/Download Wizard.

* MOVEItISAPI: The "Ignore client certificates" checkbox must be checked to avoid client certificate
complications when using the Java Upload/Download Wizard. It is safe to do this because this file
transfer facility will not grant access to files unless a session was previously authenticated

» Java: The "Ignore client certificates" checkbox must be checked to avoid client certificate complications
when using the Java Upload/Download Wizard. This folder is the home of the Java Upload/Download
Wizard applet that is downloaded and run by web browsers. It is safe to do this because the contents of
this folder are publicly available from any other MOVEit DMZ server.

* Images: The "Ignore client certificates" checkbox must be checked to avoid client certificate
complications when using the Java Upload/Download Wizard. This folder is the home of the images
used in the Java Upload/Download Wizard applet. It is safe to do this because the contents of this
folder are publicly available from any other MOVEit DMZ server or publicly available to anyone with
access to the (public) MOVEit DMZ sign on page.
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The MOVEit DMZ installation and upgrade programs will reset "Ignore client certificates" on these folders
automatically when they are run. (However, "Repair" installation actions will not reset these parameters.)

Reverting from "Require..." to "Accept..."

To revert from "Require..." to "Accept...", the easiest way to proceed is to set the IS site-level client
certificate requirement from "Require..." to "Ignore..." and then force a MOVEit DMZ upgrade (not just a
"repair") to reset the appropriate properties on other elements in the IIS web site. (The latest procedure to
force a complete MOVEIit DMZ upgrade is available as an article in the Knowledge Base on the MOVEit
support site.)

Otherwise, set the 1IS site-level client certificate requirement from "Require..." to "Ignore..." (while

choosing to override all subfolders) and then set the "Accept client certificates” flag on the
"humancc.aspx" and "machinecc.aspx" files as shown here:
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humancc.aspx Properties

File File S ecurity | HTTP Headers I Customn Errars I

—aAuthentication and access control

Enable anonyprous access and edit the
Qﬁ authentication methads far thiz resource. Edit

S -

— P addrezz and domain name restrictions

Grant or deny access o thiz resource uzing
IF addreszes or Internet domain names.

Edi..

— Secure communications

Hequire secure communications and
enable client certificates when this

Servern Certificate,..

resource i accessed.

Wiew Certificate. ..

Q. Cancel Spply

Help
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Secure Communications |

r Require | Z28-bit encryphion

—Client certificates

™ Ignore client certificates
% accept client certificates
£ Hequite client certificates

[ Enable client certificate mapping

lient certificates can be mapped to Windows user
accounks, This allows access conkrol bo resources wsing

client certificates, Edit...

2K, I Cancel Help

After completing either procedure, you may also wish to delete the extra localhost IIS site that setting the
site-wide "Require..." flag requires. You may also need to change the "Machine URL" on the "Paths" tab
of the DMZ Config Utility if your "moveitdmz" site is bound to a specific IP address.
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System Configuration - SSL and SSH - SSL - Client
Certs - Hardware Tokens - Overview

SSL certificates are often stored in memory or on disk as part of an operating system or other piece of
software's configuration. However, SSL certificates may also be stored in a removable form of physical
media such as a USB dongle or magnetic card.

Removable (and often, read-only) storage is most commonly associated with client certificates is because
dongles and cards and other removable media can be carried by individual people; to forge a
hardware-based credential, you need to be in possession of the hardware. Server certificates need to be
continually available and are thus almost always tied into software. In fact, the use of removable storage
with server certificates could make it easier for people to steal a server's private key as servers are
frequently left unattended.

Regardless of how an SSL client certificate is stored, if an SSL-enabled web browser or FTP client can
read that certificate, then it may be used to authenticate with MOVEit DMZ.

Not all hardware client certificates work the same way. Some require "phoning home" to a central
authentication server before they can be used, while others (such as the Aladdin eToken described
below) are "standalone". Some SSL clients (such as MOVEit Freely) can use hardware certificates that
automatically tie into the operating system store, while other SSL clients will need their own direct access
to the SSL hardware. Despite these variables, the bottom line is that MOVEit DMZ will be able to make
use of an SSL hardware token as long as the CLIENT can obtain the appropriate credential from the SSL
hardware token and pass it to MOVEit DMZ as part of the normal SSL negotiation.

~142~



System Configuration - SSL and SSH - SSL - Client Certs - Hardware Tokens - Aladdin eTokens

System Configuration - SSL and SSH - SSL - Client
Certs - Hardware Tokens - Aladdin eTokens

MOVEit DMZ supports the use of SSL client certificates, including certificates on hardware tokens, for
authentication to MOVEIit DMZ via its FTPS or HTTPS interfaces. This document discusses how to
configure an Aladdin eToken Pro for use with MOVEit DMZ.

The eToken Pro is a small USB-based cryptographic device that can store client certificates. When an
SSL-enabled FTP client or web browser attempts to use a client certificate that is stored on an eToken,
the Aladdin software drivers obtain the certificate from the token and present it to the application. The
token must be physically attached to the computer at the time the certificate is needed.

Installing the eToken

Before connecting the eToken to the computer, insert the Aladdin CD-ROM and choose "Install eToken
RTE". This will install the USB drivers and a simple "eToken Properties" utility. If you want to be able to
copy certificates to a token, you must also choose "Install Utilities" from the CD.

Regarding the eToken Utilities: There need not be a separate administrative computer for managing
eTokens: it is possible for end users to perform all eToken configuration themselves on their own
computers. If you want end users to be able to manage the certificates on their eTokens themselves, then
the eToken Utilities should be installed on each computer.

If an administrator will be doing certificate management for all eTokens on a single administrative
computer, then the eToken Utilities don't need to be installed on the end user computers. However, in
order for an administrator to be able to configure all eTokens from a single administrative computer, the
individual client certificates must also be installed on that computer.

When the software has been installed, insert the USB token. (You do not need to reboot the computer.)
The red light inside the token (visible from all sides) should light up.

Run Start | Programs | eToken | eToken Properties and change the token's password from the default of
1234567890.

Copying certificates to the eToken

Once you have created and installed a certificate on the computer, you can copy it to the eToken:

* Run Start | Programs | eToken | Utilities | eToken Certificate Converter.
» Choose an existing certificate name in the left pane.

* You should probably check the box "Delete original certificate and keys". This will remove the key from
the local certificate store after copying it to the token. If you don't choose "Delete original”, you'll want
to do this later, perhaps by using Internet Explorer's Tools | Internet Options... | Content | Certificates...
Otherwise, with the certificate's key residing both on the computer and on the token, there'd be little
point in having the hardware token.

» Choose ">> Import to eToken >>". You will be prompted for the password of the eToken connected to
your machine.

» Enter the password. After several seconds, you'll see "The operation was successful."
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* Choose OK. After you click OK, the window will now display the certificate in the right pane.
* Choose Exit.

If you move the hardware token to a different computer, you will not need to take any special actions
(other than installing the eToken RTE) for the computer to be able to use the certificate.

You can run the "eToken Properties" program again to confirm that the certificate is now on the token.
You can also use Internet Explorer to confirm that the certificate is available, by choosing Tools | Internet
Options... | Content | Certificates... If you unplug the token, then subsequently the Microsoft Certificates
applet will not show the certificate.

When you run an FTP client or web browser that uses the certificate, you'll get a "eToken Base
Cryptographic Provider" dialog, asking for the token's password, each time the program runs.
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System Configuration - SSL and SSH - SSH - Server
Keys - Overview

Users of SSH clients know to trust specific machines because their keys will match publicly available SSH
fingerprints. As part of the instructions you give your clients, you SHOULD be distributing the fingerprint of
your MOVEIit DMZ SSH server so your clients can confirm the identity of your server. (Without this
protection, anyone could spoof this or any other SSH server!)

The following OpenSSH session shows this mechanism in action. Specifically, OpenSSH asks the end
user if they want to trust the remote server after displaying the MD5 hash of the remote server's SSH
server key.

d:\>sftp sshftpuser @oveit. myorg.com
Connecting to noveit. morg.com..
The authenticity of host 'noveit.nyorg.com (33.44.55.66)' can't be established.
DSA key fingerprint is 0f:70:32:8f:03:fa: b4:fc:e3: 36: bb: ed: 37: 16: e9: 32.
Are you sure you want to continue connecting (yes/no)? yes
sshft puser @oveit. nyorg. com s password:

MOVEit DMZ's SSH key is automatically generated the first time the server is started and an associated
fingerprint is created at the same time. To view your MOVEit DMZ SSH key fingerprint log into a Windows
console on your MOVEit DMZ server. Open "Start -> All Programs -> MOVEit DMZ -> MOVEit DMZ
Config" and navigate to the 'SSH' tab to view your MOVEit DMZ's SSH key MD5 hash.
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Server Key Backup

The MOVEIit DMZ SSH server key is stored encrypted in the registry under the "SSHServer\PrivKey"
registry entry. Any registry backup, including the registry backup performed by the MOVEit DMZ Backup
Utility, will back up this key.

Server Key Export

To export MOVEIit DMZ's public SSH server key in either OpenSSH or SSH2 format, see the related
instructions in the "SSH - Configuration" documentation.
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System Configuration - SSL and SSH - SSH - Client
Keys - Overview

Generating SSH Client Keys

MOVEIit DMZ is NOT an SSH client key generator. Almost all modern SSH clients already have a facility
to generate client keys and these facilities should be used whenever possible. Some common SSH
client's key generation facilities are briefly described below:

e *nix, OpenSSH: Use the "ssh-keygen -t rsa" command.

* Windows WS_FTP 9.0: From the main menu, select "Options | Tools" and use the "Create..." button
under the "SSH | Client Keys" tree.

If you must generate and distribute SSH client keys, consider using the OpenSSH for Windows toolkit to
generate these. See the "Specific Clients - OpenSSH for Windows" documentation for more information
about this process.

Associating SSH Client Keys with Users

The facility which associates SSH client keys with specific users on MOVEit DMZ is available as part of
the "SSH Policy" from any (web-based) User Profile. Rather than store the entire SSH key for a remote
client, MOVEit DMZ simply records the cryptographically unique fingerprint (MD5) of a client key. Either
the client or MOVEiIt DMZ itself can be used to generate and import the necessary fingerprint.

Generating and Importing SSH Client Keys

There are two ways to generate and import an SSH client key for a particular user.

» End user generates key, administrator imports key or fingerprint.
» End user attempts a connection, administrator accepts cached fingerprint from holding tank.

The second option is probably quicker and less error-prone if the end user and administrator are in
near-real-time communication with each other.

~147~



System Configuration - SSL and SSH - SSH - Client Keys - Import
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Keys - Import

Some users may be able to provide their SSH key fingerprints in advance. For example, most *nix users
may use the "ssh-keygen -I" command to display their SSH fingerprint.

sshenduser @l ackwar el i nux: ~$ ssh-keygen -1
Enter file in which the key is (/home/sshenduser/.ssh/id_rsa):
1024 67:df:5d: 34: b3: d3: 1b: 8e: 4b: 20: 6¢: 24: a3: df : 23: cc / hone/ sshenduser/.ssh/id_rsa. pub

In other cases, users may only provide the public key itself. To manually add MD5 fingerprints or public
keys provided by an end user, go to the User Profile page and click on the "SSH Policy" link.

jﬁj User Profile (John Smith)

General Information
Username: jsmith

Full Name: John Smith

(g

O AP RS B e |

w wrAEE
[ T P ST T TR - SR P T T S E e 1 e s

Credentials Required for Access: (I adcition o Llsername)
HTTF Server: Weh Interface: Password Only HTTF Falicy

HTTF Clients: Fassword Only

FTF Server:  Secure (S50 Client Cert AMD Password FTP Policy
Insecure; Mot Allowed

55H Senrver. 55H Client Key OFR Password S5H Policy

Then, scroll down to the "Current SSH Keys" section and click on "Add (manually)".

Current SSH Keys...

Keys in this list have been accepted as valid credentials for 35H logon.
Type Data Actions
Thete are ho S5H Kevs reglsteract

Add {manuallyy - Import
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Next type (or hopefully, paste) the fingerprint or the entire SSH client's key into the text box provided.

Add SSH Key...

To add an S5H Key by hand, first type (or paste) a New S5SH Fngerprint or Public Key:
Exampale S5H Key Fingerprint:

Oe:23:45:a1:h83:8030:70:0:e0:0d:dY:77:3h:Eh

OF

Exgmple SS5H Pobiic Key:

---- BEGIM 55HZ PLUBLIC KEY ----

Comment: "rsa-key-20041210"

AftARIMZAC T v 2EAAAARICDAAAIBwATGCZIM AL M CY M dd g ouwkBERSS T MngriSR AL
Yap0oEywoltpn WwkHwEfeDbY CealhITBiHKOUhpneF SB3ekMEMT:I 2 G szl

W ACWPTIZuCcBzOp U320 F nguBdidfurPhEBAVIKLCPGYEBhghs101 Bpa 00 cALk
Qardmo==

-—-- EMD SEH2 PUBLIC KEY ----

OF

Exarmale SSH Poblic Rey:

ssh-dss

ARLAHAMNZEC v 2EAAAARICAAAI BRI GeZIMeaZM CY MddqouwkBERSS T MngfSEASYAp0
ofevavdo1tpn 3wkHwF Dby CesLhITRIHKoUhpneF SB3ekMEN: 2 2ni & ez 4 WP T]
ZuCehzOplI32NFnguddidfurPhBBAVEKCP GYEBhghslO1 8pa 001 cAlLkQardm Q==

Then press the "Add 85H Key' button: - Add 55H Key -

If a valid key was provided, MOVEit DMZ will display a success message and list the key in the "Current
SSH Keys" section. As you can see, a single user may be associated with multiple SSH keys; this is
especially useful if a user may be using the same username from multiple machines.

Current SSH Keys...

keys in this list have heen accepted as valid credentials for S5H logon.

Type Actions

SEH Key é-??:]daf:ﬁd:34:b3:d3:1t:u:Be:4b:ED:Ec:24:aS:df:23:n:n:D Delete
Add (manuallyy - lmpart

As an alternative, if you have the SSH key in a file on your PC, you can upload it directly by clicking on
"Import". Enter or browse to the SSH key file and press the "Import SSH Key" button. A successful import
will display in the "Current SSH Keys" section.
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Import Existing SSH Key...

Select an SSH public key file: Browse... |

- Import 55H Key - |

Finally, to make sure the key will be solicited from the SSH client and/or that the key will be a required
credential, see the "Edit SSH Policy" section and check the boxes appropriately.

If you plan on using OpenSSH in batch mode, you should use the following settings (require_key = yes,

require_pass_with_key = no). If you want to enforce "two-factor" authentication, enable all of the following
settings (require_key = yes, require_pass_with_key = yes).

Edit SSH Policy...

Pressthe"Change 55H Key Settings" button to save changes to these settings.

Allow SSH Access: &+ vas " Mo
%SH Client Key Required. * ‘asg " Mo
Passworid also required with valid S5H Client Key: ¥ vasg T Mo

- Change 55H Policy -

For detailed information about configuring the SSH Keys policy, please also see the Interface Policy
documentation page.
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System Configuration - SSL and SSH - SSH - Client
Keys - Holding Tank

The SSH Key holding tank holds keys that have been presented by various users as authentication
credentials but have not yet been accepted as valid credentials for those users. The holding tank is
populated automatically whenever a valid username is presented along with an invalid key AND the sign
on fails (typically the signon fails because a key was required).

The use of a holding tank in key authentication situations makes it easy for administrators to
“click-accept" specific keys for users without having to manually copy or type keys into a user profile.

For detailed information about configuring the SSH Keys policy, please also see the Interface Policy
documentation page.

Walkthrough

The following procedure describes how an SSH client can connect with a new key and leave the key's
fingerprint behind for an administrator to promote/accept into the user's profile at a later date. Any SSH
user whose client has has already generated and installed an SSH client key should be able to use this
procedure.

First, have the remote SSH client attempt to connect to MOVEit DMZ. This connection should fail. For
example, the following OpenSSH for Windows session attempts to connect with a client key and fails.

D:\tenp>sftp -oUser KnownHost sFi | e=c: \ progra~1\ GpenSSH\ bi n\ ssh\ known_host s
-oldentityFi|e=c:\progra~1\ OpenSSH\ bi n\ ssh\i d_rsa sshkeyboi @mwoveit.nyorg.com
Connecting to noveit.nyorg.com..

sshkeyboi @movei t. myorg. com s password:

Aut henticated with partial success

Per mi ssion deni ed (publickey)

Connection cl osed

Next, sign on as an Admin to MOVEit DMZ and go to the User Profile of the user which just tried to

authenticate. Click the "SSH Policy" link. (Or, go to the organization holding tank under "Settings |
Security | Interface Policy | SSH"...)
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2 User Profile (John Smith)

General Information

Username: jsmith
Full Name: John Smith

- e e e 1
R B R RS e R
B

O AT S Ba e |

L
Pl B et Bl et S R TRE = L ST N LY

Credentials Required for Access; (in adaition o Username)
HTTF Serer: Weh Interface: Password Cnly HTTF Falicy
HTTP Clients: Fassward Only
FTF Server:  Secure (S50 Client Cert AMD Password FTP Policy
Insecure: Mot Allowed
55H Senver. 55H Client Key OFR Password S5H Policy

Double-check the fingerprint and especially the time of the key fingerprint you are about to add and then
click the "Accept” link.

Holding Tank...

keys in this hiolding tank have heen presented, but have notyet heen accepted as valid
credentials.

Type Date and Time / Data A otig
SSH Key -05:05-Ri Delete | Accept |

VB 22 de 52 4o bl 0f: TE: 04: 3e: f1.cd: fercd: t:n::)

Delete All Tank kKeys

If a valid key was provided, MOVEit DMZ will display a success message and list the key in the "Current
SSH Keys" section. As you can see, a single user may be associated with multiple SSH keys; this is
especially useful if a user may be using the same username from multiple machines.

Current SSH Keys...

keys in this list have been accepted as walid credentials far 55H lagan.

Type Actions
SEH Key l_'Ei?:En::EE:dE:SE:4n::hEI:Df:TE:D4:3&:ff:c4:fe:c4:bn§) Delete
Add {manuallyy - lmpart
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Finally, to make sure the key will be solicited from the SSH client and/or that the key will be a required
credential, see the "Edit SSH Policy" section and check the boxes appropriately.

If you plan on using OpenSSH in batch mode, you should use the following settings (require_key = yes,
require_pass_with_key = no). If you want to enforce "two-factor" authentication, enable all of the following

settings (require_key = yes, require_pass_with_key = yes).

Edit SSH Policy...

Fress the "Change S5H Key Settings" button to save changes to these settings.

Allow SSH Access: * vas " no
%5SH Client Key Requiredl. * vag N
Password also required with valid SSH Clhiemt Key: % vag T Mo

- Change S5H Palicy - |

Importing Keys from the Organization-Wide Holding Tank

A complete list of all unassigned keys for all users in the organization may be viewed in the

organization-wide holding tank. The organization-wide holding tank is accessible from the "Settings" page
by following the "Security | Interface Policy | SSH" link. To assign specific keys, click into the complete list

with the "View Tank Keys" link.
JJLFJ Settings (Security)

Default SSH Policy Settings...

TS TR Vil e 1D ot 1 ol ol ol e S TR i g
N e B e B e I L e e R L Lk

e L L Tl LT = e Py T
R T T e e e e R e e e A T g e e T Y ]

T T E T S R T T TS Ty BT L T Ll o T T e )
T TR T NN = T SRS T LS L] S B RS TR i

User SSH Key Holding Tank...
There gre curfently 2 S5H keys in the holcing tank.

Delate All Tank Keys [View Tank Keys]

Keys are listed by username. Select the appropriate key and click the "Accept” link next to it. After a key
has been accepted, the interface will return to the organization-wide holding tank so other keys may be

assigned or deleted.
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.J;l“f.] Settings (SSH Keys - Holding Tank)

SSH keys Holding Tank...

Feys in this holding tank have been presented by users, but have notyet bheen accepted as
valid credentials.

Type Username | Certificate Date and Time A ctid

S5H Key freddy 110852005 121729 PM Delete p_t
el:ch8d 5308 7502 458 hE a4 Ba8d.b1:54: 0k be

SE5H Key jzmith 1108052005 12:10:1:3 P Delete - Accept

B7BC 2206 52 40 bE 0, VB 04 Zecff.cd: fe cd be
Delete All Tank Keys

Cleaning Unassigned Keys Out of the Holding Tank

Unassigned keys will automatically be cleaned out the holding tank after a certain number of days. The
exact number of days is a configurable option under the organization-wide SSH policy. (The same value
applies to unassigned SSL client certs and untrusted CA certs in the holding tank.)

Unassigned keys may also be manually cleaned out an individual user's holding tank or the
organization-wide holding tank using any of the provided "delete all" links.
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General Information - Client Support

The following list of clients includes those which have been tested against MOVEit DMZ by Ipswitch and
our customers. However, because MOVEit DMZ conforms to HTTP, FTP, SSL and SSH standards, we
continue to add to this list as new clients are discovered, developed and/or tested.

In several cases below, the terms "Linux" and "BSD" (two Unix variations) are used interchangeably;
please consult the individual vendor's literature for the exact list of platforms supported. Likewise,
"Windows" generally covers Microsoft's 32-bit operating systems from Windows 98 through Windows 7,
but the exact list of supported operating systems should be obtained from the individual client vendor. (All
MOVEit clients have been tested and approved for use under Windows 7.)

Supported Web Browsers

MOVEIit DMZ has been tested against and fully supports the following major browsers:
» Microsoft Internet Explorer (IE) 7.0, 8.0, 9.0 (on Windows only)
* " When using MOVEit Upload/Download Wizard (ActiveX or Java)

* Mozilla FireFox (FF) 3.6, 4.x, and 5.0 (on Windows, Macintosh and RedHat Linux)
* " When using MOVEit Upload/Download Wizard (Java - Windows/*nix/Mac OS X)

» Google Chrome 13.x (on Windows only)
* " When using MOVEit Upload/Download Wizard (Java - Windows/*nix/Mac OS X)

* Apple Safari 4.x and 5.x (on Macintosh only)
* " when using MOVEit Upload/Download Wizard (Java Only)

w~ = Indicates this client ensures the integrity of transferred files and proves who uploaded and who
downloaded a specific file (non-repudiation).

Use of the MOVEit Java Wizard on the Macintosh version of Firefox requires that you use the Java
Preferences applet to select Java 1.5 (rather than 1.4.2).

Supported Secure FTP/SSL Clients

MOVEIit DMZ has been tested against and fully supports a large number of secure FTP clients using FTP
over SSL:

* MOVEit Freely y (free command-line)
+ MOVEit Buddy = (GUI)
« MOVEIit Central y (W/Admin)

* WS_FTP Professional and WS_FTP Home (GUI, version 7 and higher, Windows) (i version 12 and
higher)
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SmartFTP s (GUI, version 1.6 and higher, Windows)

SmartFTP (free GUI, version 1.0 and higher, Windows)

Cute FTP Pro (GUI, version 1.0 and higher, Windows)

BitKinex (GUI, version 2.5 and higher, Windows)

Glub FTP (GUI, Java 2.0 and higher)

FlashFXP (GUI, version 3.0 and higher)

IP*Works SSL (API, Windows, version 5.0)

LFTP (free command-line, Linux, Unix, Solaris, AlX, etc.)

NetKit (command-line, Linux, Unix, Solaris, etc.)

SurgeFTP (command-line, FreeBSD, Linux, Macintosh, Windows, Solaris)
C-Kermit (command-line; v8.0+, AIX, VMS, Linux, Unix, Solaris)

AS/400 native FTPS client (OS/400 minicomputer)

z/OS Secure Sockets FTP client (z/OS mainframe)

TrailBlaxer ZMOD (OS/400 minicomputer)

NetFinder (GUI, Apple)

Sterling Commerce (batch, various)

Tumbleweed SecureTransport (4.2+ on Windows, batch, various)

Cleo Lexicom (batch, various)

bTrade TDAccess (batch, AIX, AS/400, HP-UX, Linux, MVS, Solaris, Windows)
cURL (command-line, AlX, HP-UX, Linux, QNX, Windows, AmigaOS, BeOS, Solaris, BSD and more)

South River Technologies "WebDrive" (Windows "drive letter" - requires "passive, implicit and 'PROT
P™ options)

Stairways Software Pty Ltd. "Interarchy” (Mac "local drive” and GUI )

FTP Client Developers: Please consult the "FTP - Interoperability - Integrity Check How-To"
documentation for information about how to support integrity checks with your FTP client too.

Supported Secure FTP/SSH (and SCP2) Clients

MOVEIit DMZ has been tested against and fully supports the most popular secure FTP clients using FTP
over SSH as well:

OpenSSH sftp for *nix (free command-line, Unix - including Linux and BSD, password and client key
modes)

OpenSSH for Windows (free command-line, Windows, password and client key modes)
OpenSSH sftp for Mac (preinstalled command-line, Mac, password and client key modes)

OpenSSH sftp for z/OS (part of "IBM Ported Tools for z/OS", z/OS 1.4+, password and client key
modes)

Putty PSFTP, (command-line, Windows, password and client key modes)

WS_FTP (GUI, Windows, version 7.0 and higher; version 7.62 has a compression-related bug which
prevents it from uploading large, highly compressible files)

BitKinex (GUI, version 2.5 and higher, Windows)
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* F-Secure SSH (command-line, 3.2.0 Client for Unix, password and client key modes)
» Filezilla (GUI, Windows)

» SSH Communications SSH Secure Shell FTP (GUI, Windows, password and client key modes;
requires setting # of transfers to 1)

e SSH Tectia Connector (Windows)

» SSH Tectia Client (Windows,AlIX,HP-UX,Linux,Solaris)

e J2SSH (free Java class - requires Java 1.3+)

* Net::SFTP - Net::SSH::Perl (free Perl module for Unix)

e MacSSH (GUI, Mac, password mode only)

» Fugu (free GUI, Mac, password mode only)

» Cyberduck (free GUI, Mac, password and client key modes)

* Rbrowser (GUI, Mac, password mode only)

» Transmit2 (GUI, Mac, password and client key modes)

» gftp (GUI, Linux, password and client key modes)

» Magnetk LLC sftpdrive (Windows "drive letter", password mode only)

» South River Technologies "WebDrive" (Windows "drive letter", password mode only)
* Cyclone Commerce Interchange (Solaris, client key mode only)

» Stairways Software Pty Ltd. "Interarchy" (Mac "local drive" and GUI, password mode only)

* Miklos Szeredi's "SSH FileSystem", a.k.a. "SSHFS" (*nix "mount file system" utility, password and
client key modes; requires OpenSSH and FUSE)

e Tumbleweed SecureTransport (4.2+ on Windows, batch, various)

Note: Two of the clients above, (OpenSSH for Windows & SSH Communications), are capable of
uploading files using multiple independent threads which may send blocks of data non-sequentially. This
mode is not supported by MOVEit DMZ SSH and should be disabled using the "-R1" command-line
option.

In addition to the SFTP clients listed above, MOVEit DMZ has limited support for some SCP clients. This
list of clients is limited to those that implement the SCP2 protocol, which uses SFTP as its underlying
transfer mechanism. MOVEit DMZ has been successfully tested with these SCP clients:

e PSCP, (command-line, Windows, password and client key modes)
* F-Secure SCP2 (command-line, 3.2.0 Client for Unix, password and client key modes)
e WIinSCP (command-line; SFTP mode)

w~ = Indicates this client ensures the integrity of transferred files and proves who uploaded and who
downloaded a specific file (non-repudiation).

MOVEit Central and MOVEit DMZ is the FIRST client and server solution to offer FTP over SSL (ftps) and
FTP over SSH (sftp) support in a single product. MOVEit was also the first family of Windows-based
products to support all three modes of FTP over SSL transport. Our commitment to full implementation of
industry security standards ensures that a wide variety of clients using the FTP protocol over SSL or/and
SSH can exchange files with MOVEit DMZ.
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Additional FTP over SSL Information:

The three modes of FTP over SSL are:

* TLS-P (aka "Explicit, Always", "SSL" and "TLS")
e TLS-C (aka "Explicit, Negotiate")
» Implicit (usually connected over port 990)

Most administrators prefer their clients to connect to MOVEit DMZ using the IMPLICIT mode of FTP over
SSL (TCP port 990). There are two advantages implicit mode enjoys over the other two modes due to its
requirement to establish a secure channel before passing any commands at all. (The other two modes

connect insecurely on TCP port 21, then build up a secure channel before passing sensitive information.)

» Implicit mode offers fewer interoperability problems because there are almost no options to haggle
over during the connection.

« Implicit mode protects against the case where a fumble-fingered user or a poorly written script "leaks"
a username, password or other information during the non-secure negotiation of the channel.

Please see the "FTP Server" section of this manual for additional information about supported FTP clients
as well as a technical description of secure FTP and what a secure FTP client must do in general to be
supported by MOVEIit DMZ's secure FTP server.

Supported AS2/AS3 Clients

MOVEit DMZ supports any AS2 client that has been "Drummond" or "eBusinessReady" certified; the
software MOVEit DMZ uses to handle incoming AS2 files and MDNs has itself been certified
"eBusinessReady" under a program now managed by Drummond.

AS3 clients are just FTP/SSL clients as far as MOVEit DMZ is concerned. MOVEit Central handles the
encryption/decryption, signing and verification of AS files in either case.

User Automation

MOVEIit EZ is a Windows desktop client which automatically and securely moves files between MOVE:it
DMZ and a user's local machine or remote server. End users or applications simply copy files to a
designated folder on their local machine and they are whisked away to MOVEit DMZ. Files which are

uploaded for that user to MOVEit DMZ are automatically downloaded and placed on their local machine.

Note: ALL MOVEit EZ clients will need to be updated to MOVEit EZ V.6.5 or later to work with MOVE:it
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DMZ V.6.5 or later. Because of problems with older MOVEit EZs unique handling of MOVEit DMZ folders,
MOVEit DMZ will now prevent sign-ons from pre-6.5 versions of MOVEit EZ and will display a message to
the end user telling them to upgrade to MOVEit EZ 6.5 or later.

MOVEIit EZ normally runs as an icon in the tray of an end user, but it is often also installed as a service.
During file transfers it will pop open status balloons like the one pictured below to let the end user know it
is working. When new files have arrived, the MOVEit EZ icon will change (similar to an email client) to let
the end user know something new has arrived.

(i) MOVEit E2 »

Gek DMZ Trials
DMZ_2994 Alpha.exe
Bykes: 9,139,264 (85%)

e 11:01 AM

MOVEit EZ supports the concept of guaranteed delivery, which means that it will only accept files which
pass a cryptographic integrity check, will resume incomplete transfers and will retry failed transfers.

More information on MOVEit EZ is available on the MOVEIit EZ web site. 30-day, self-installing
evaluations can be obtained from this page. Site licensing and customized redistribution options
(including custom application name and icons) are also available.

Batch File Transfers Involving MOVEIit DMZ

Many administrators like to use ".bat" scripts for FTP transfers. (.bat files are easy to debug, simple to
read and can make use of the built-in ftp.exe client Microsoft ships with every operating system.)
Unfortunately, these batch files are limited by ftp.exe itself; specifically, ftp.exe lacks the ability to do
passive FTP transfers (often necessary if transferring through firewalls) and secure FTP transfers
(recommended for sensitive transmissions over the Internet or other untrusted networks).

MOVEit DMZ normally accepts only secure connections, so ftp.exe itself cannot be used to FTP files to
and from MOVEit DMZ. However, the MOVEit family provides a free and secure alternative for ftp.exe
called "MOVEit Freely" (aka "ftps.exe"). If you would prefer to use FTP over SSH transmissions, free
scriptable clients are available for almost every version of Unix ever invented as well as most Windows
operating systems from OpenSSH.

To avoid several all-too-common firewall issues with the FTP/SSL protocol, Ipswitch also offers a free
HTTPS-based command-line utility called MOVEit Xfer that accepts the same syntax and commands as
MOVEit Freely and Microsoft's ftp.exe client. Available in both Windows and Java 1.4.2+ versions, this
scriptable utility provides single-port secure file transfer on a wide variety of platforms including *nix,
Windows, Macintosh and some mainframes.

Copies of MOVEit Xfer and MOVEit Freely are available from the MOVEit support site or from the MOVEit
product information site.

Programmatic Control of MOVEit DMZ with MOVEit DMZ API
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MOVEit DMZ offers two programming interfaces to Windows and Unix programmers.
MOVEit DMZ APl Win(dows)

MOVEit DMZ API is a Windows COM object which lets developers build applications and scripts to
exchange secure files with MOVEit DMZ servers, as well as administer folder settings, folder permissions,
users and group membership.

MOVEit DMZ API Java (*nix, Windows, Macintosh, Mainframe, etc.)

MOVEIit DMZ API Java is a Java class which lets developers build applications and scripts to exchange
secure files with MOVEIt DMZ servers, as well as administer folder settings, folder permissions, users and
group membership.

As these products are separately licensed from MOVEit DMZ, you may contact Ipswitch directly for more
information about either of the MOVEit DMZ API products.

Scheduled and Audited File Transfers Involving MOVEit DMZ with
MOVEit Central

MOVEit Central is an enterprise file transfer manager capable of simultaneous file transfers to and from
hundreds of Windows file systems, FTP/FTPS/SFTP servers, mail servers, web servers, MOVEit DMZ
servers and AS1/AS2/AS3 partners.

Included are a full featured task scheduler, guaranteed delivery, instant (event-driven) transfers, multiple
sources/destinations in a single task, the ability to run custom VBScripts against processed files in a
fault-tolerant sandbox, and custom event log and/or email notification support. Security features include
secure channels for remote control/configuration and AES encryption of configuration information,
including remote host credentials.

Note: ALL MOVEit Central clients will need to be updated to the following patched versions of the most
recent releases to work with MOVEit DMZ V.6.5 or later. Because of problems with older MOVEit Centrals
using the improved folder structure added in MOVEit DMZ V.6.5, MOVEit DMZ will now prevent sign-ons
from older versions and will display a message to the end user telling them to upgrade to one of the
following patched versions.

 If you are running version 6.0.0.0 or version 6.0.0.1, you will need to upgrade to version 6.0.0.2 or later
to access MOVEit DMZ 6.5 or later.

» If you were given a special version of MOVEit Central, please contact MOVEit Support for an
appropriate upgrade version.

» All other releases of MOVEit Central should upgrade to version 7.0.2.0 or later to access MOVEit DMZ
6.5 or later.
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The following security features are functions of the MOVEIit DMZ software and exist in addition to the
hardening of the operating system and associated application services.

Transport Encryption

During transport MOVEit DMZ uses SSL or SSH to encrypt communications. The minimum strength of
the encryption used during web transport (e.g., 128-bit) is configurable within the MOVEit DMZ interface.

This value is configurable by organization. To configure this value for any particular organization, sign on
as a SysAdmin, view the organization for which this value should be set, and click the "Change Req" link
to set the value. NOTE: If you set the minimum encryption value of the "System" organization (#0), you
will be given the chance to apply your setting to ALL organizations in the system.

Storage Encryption

MOVEit DMZ stores all files on disk using FIPS 140-2 validated 256-bit AES
(http://csrc.nist.gov/encryption/aes), the new (US) federal standard for encryption. MOVEit Crypto, the
encryption engine on which MOVEit DMZ relies, is only the tenth product to have been vetted, validated
and certified by the United States and Canadian governments for cryptographic fithess under the rigorous
FIPS 140-2 guidelines.

MOVEit DMZ also overwrites just-deleted files with random bytes to prevent even encrypted files from
lingering on a physical disk after users thought them to have been destroyed.

Precautions Taken During Transport-Storage Exchange

If files received by MOVEIit DMZ were simply copied to a large cleartext memory buffer, trojan programs
could potentially "sniff" sensitive files out of these spaces.

Instead MOVEIitDMZ spools pieces of files received into much smaller buffers, encrypts them and writes
them to disk almost immediately. Spooling files in this manner reduces overall exposure in two ways: 1)
reduces amount of information exposed and 2) reduces time information is exposed. (This technique also
yields some important performance gains.)

(A frequently asked question regarding this issue is "why not just store the file using SSL or SSH" - a
short answer to this question is: SSL or SSH uses temporary keys which are renegotiated each time a
client establishes a new connection, and we need "more permanent" keys for storage.)

Integrity Checking

When certain file transfer clients are used with a MOVEit DMZ server, the integrity of transferred files will
be confirmed. All MOVEit secure FTP, API and web-based clients (including the upload/download Wizard)
support integrity checking. Other FTP clients can also take advantage of integrity checks; see "FTP -
Interoperability - Integrity Check How-To" for more information.

To perform an integrity check, both the client and the server obtain a cryptographic hash of the
transferred file as part of the last step of the transfer. If the values agree, both sides "know" that the file
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transferred is completely identical to the original. The results of any integrity check are not only displayed
to the user of the file transfer client but stored for ready access on the MOVEit DMZ server.

Immediate Transfer off Server

When used with MOVEit Central, MOVEit DMZ supports "event-driven" transfers which allow files to
begin spooling to internal servers as soon as they land on an Internet-facing MOVEit DMZ server. This
prevents even encrypted files from remaining on the server for longer than absolutely necessary.

Transfer Resume

MOVEit DMZ supports file transfer resume on both its HTTPS and FTPS interfaces. In addition to being
useful during transfers of multi-gigabyte file, this feature is also a secure feature in the sense that it makes
large file transfers less susceptible to denial-of-service attacks.

Folder Quotas

Enforceable folder size quotas can be set on various folders to prevent system storage from being
exhausted.

User Quotas

Enforceable user size quotas can be set on various users to prevent them from exhausting system
storage.

Delegation of Authority

Individual end-user members of a group can be designated as Group Admins. These users then are able
to administrate the users, folder permissions and address books in their group, subject to various
parameters set by organization administrators.

Administrative Alerts

Email notifications are sent to administrators when users are locked out, when the internal consistency
checker notices something amiss with the database, etc.

One-Way Workflows

MOVEit DMZ can be configured to never allow users to download what they have just uploaded into the
system. This configuration alone can prevent users from misusing MOVEit DMZ as a repository of
personal or restricted materials. (Another common way to handle this scenario is through the use of IP
restrictions.)

Password Aging

Users can be forced to change their passwords periodically with MOVEit DMZ's password aging features.
Users will also be warned (via email) several days in advance of actual expiration, and notified again
when their password expires.
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Password History

MOVEIit DMZ can be configured to remember a certain number of passwords and prevent users from
reusing those passwords.

Password Strength Requirements

Various password complexity requirements can be set on MOVEit DMZ, including number/letter,
dictionary word and length requirements.

Account Lockout

If someone attempts to sign on to a valid account with an incorrect password too many times, their
account can be locked out and administrators will be notified via email.

IP Lockout

A very real concern of administrators of any authenticated resource which supports account lockouts is
that someone will get a list of valid usernames and lock all of them out. To mitigate this risk, MOVEit DMZ
offers a feature which will prevent a machine with a specific IP address from making any further requests
of the system if MOVEIt DMZ sees too many bad signon attempts. Administrators will also be notified via
email when this occurs.

Restricted IP/Hostname Access

Specific users or classes of users can be restricted to certain ranges of IP addresses and/or hostnames.

Detailed, Tamper-Evident Audit Logging

MOVEit DMZ logs not only signon and signoff events, but permission changes, new user additions and
other actions which directly affect the security of the system. Realtime views of this audit trail as well as
detailed query tools are available on the Logs and Report pages. All log entries are cryptographically
chained together in a way that makes any tampering (add, delete, change) of audit logs evident.

Remote Authentication

MOVEit DMZ's RADIUS and LDAP clients support any standard RADIUS and LDAP servers, including
Microsoft's Internet Authentication Server, Novell's BorderManager, Microsoft Active Directory, Novell
eDirectory, Sun iPlanet and IBM Tivoli Access Manager (SecureWay).

Obscured Product and Version Identity

MOVEIit DMZ does not reveal its product name to unauthorized users via the SSH and FTP interfaces and
can be configured to hide this information from web users as well. Version numbers are also only
available to authorized users. Obscuring this information prevents hackers from figuring out what they are
attacking without doing a fair amount of research.
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Client Certificates and Client Keys

All major interfaces of MOVEIit DMZ (SFTP, FTPS, HTTPS) support the use of SSL (X.509) client
certificates and SSH client keys. SSL client certs and SSH client keys are usually installed on individual
machines, but SSL client certificates are also available as hardware tokens.

Multiple Factor Authentication

When used with a username, IP addresses, passwords and client keys/certs offer one-, two- or
three-factor authentication.

External Authentication

Organizations worried about storing username-hash combinations on MOVEit DMZ's protected database
can use the External Authentication feature and move all non-administrative usernames and passwords
to RADIUS or LDAP servers. (Access to the remaining administrative usernames can be locked to
specific, internal-only IP addresses.)

Not-In-DMZ Storage Option

There is a way to store MOVEIit DMZ encrypted files in a location that is not in a DMZ. It is to deploy
MOVEit DMZ on a piece of an existing storage area network (SAN).

Web Browser "Clickable Keyboard" Keystroke Logging Protection

To prevent keystroke logging software and hardware from capturing the keystrokes used to sign on to a
MOVEIit DMZ using a web browser, a clickable keyboard is provided as an alternate method of data entry.
The same keyboard also protects other password fields used throughout the application to protect other
users as well.

Cross-Frame Scripting Protection

To help prevent cross-frame scripting attacks against MOVEit DMZ, the web interface will prevent itself
from being loaded in a frame or iframe window. This can be overridden using the "contentonly” flag, if the
goal is to integrate MOVEIit DMZ with an existing portal application using frames. See the URL Crafting
doc page for further details.
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General Information - Common Setup

This document provides a quick overview of several common workflows facilitated by MOVEit DMZ.

Secure Person-To-Business File Exchange

This application is the core around which MOVEit DMZ was built.

Sample Configuration

Your Or
J n Fileddmin Admin

Horme Home Hame
Folder Folder Folder
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To accomplish this task, simply create User accounts for each person with which your Organization would
like to exchange files. A folder will automatically be created for each user. When your Organization (or
your copy of MOVEit Central) copies a files into a user's folder, an email notification message will
automatically be sent to the user. On the "backend,” MOVEit Central watches for files and exchanges
them with users automatically.

Sensitive Material Distribution

Organizations often use MOVEit DMZ to distribute sensitive materials to authenticated users such as
software, manuals or other materials.
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Sample Distribution Folder
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This task is best accomplished by creating a new shared folder in the Root folder ("Folders" tab, "Add"
link) and a new distribution group (i.e. "BankingSoftware"). First assign READ, LIST and NOTIFY
permissions to your new group on your new distribution folder (though the "Folders" tab, "Settings",
"Folder Access" section). Then add individual Users to whom the materials should be distributed to the
new group (through the "Users" tab, "Groups" section, "View" button, "Group Members" section).

Note: Previous versions of MOVEIitDMZ created a special folder type named "Distribution” for this
purpose.

Secure Person-To-Person File Exchange

Many organizations wish to let users, especially internal users, directly exchange files with each other.
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Peer-to-Peer File Exchange
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To accomplish this task, create a new group (i.e. "InternalUsers"), add those users to which you would
like to grant the privilege of uploading to other user's folders, and assign WRITE privileges to the group
on each "destination" user's folder (though the "Folders" tab, "Settings", "Folder Access" section.)

Your Org

Clients

Secure Collection Bin

Many organizations would like their end users to upload similar materials into a common "collection bin"
rather than to their own home folders.
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Collection Bin
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To accomplish this task, create a new shared folder in the Root folder and a new "Collection Bin" Group.
Give the new group Write (W) permission to the new folder. Finally, add those users who should be able
to upload into the collection bin into the new group.

Secure (Large Business)-To-(Large Business) File Exchange

An organization frequently wants to be able to exchange information with customers, clients or partners
which may have different usercodes on the same MOVEit DMZ. (The remote users do not "share" a
single usercode.)
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Large Client File Exchange
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An easy way to handle this situation in a scalable fashion (and thus take care of situations in which
certain people might be out of the office) is to set up a root-level shared folder (i.e. "Root/Company") and
then two subfolders in this folder (i.e. "Root/Company/ToCompany" and "Root/Company/FromCompany").
These two folders will serve as an inbox and outbox to the two sides of the exchange. Make two new
groups, one for your organization and one for the remote company. Give your organization group read,
list and notify (RLN) permissions on one folder and write only (W) on the other. Give the company group
the same permissions, but on opposite folders. Finally, add users to either your organization group or
their company group as appropriate.

Secure Webpost Collection

This application is covered in some depth in the "WebPosts" Feature Focus.

Ad Hoc Transfer

Organizations can use MOVEit DMZ Ad Hoc Transfer for person to person file transfer. Registered users
can send a "package," which contains a message and files, similar to an email message with
attachments, to other registered members, and, if enabled, to unregistered users who are handled as
temporary users or per-package guest users. If enabled, unregistered users can self-register in order to
initiate the sending of packages. Control over which users can send packages to other users is controlled
through the concept of "address books," which can be configured by the organization administrator.
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The organization administrator can set options that determine who can send and receive packages. An
option enables unregistered users to be recipients, and another option unregistered users to self-register
and send packages. Other options include user- and package-level quotas, and package expiration and
download limits.
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General Information - Regulations - Overview

MOVEIit DMZ is used by a wide variety of health care, insurance, financial service and pharmaceutical
organizations to satisfy data integrity, auditing and privacy concerns raised by HIPAA, FDIC, OCC, G-L-B
Act, California SB 1386, Canadian PIPEDA Payment Card Industry ("PCI"), Sarbanes-Oxley (a.k.a.
"SARBOX") and other regulations. Although a particular organization's fitness with regards to major
industry-specific federal regulations is usually determined on a site-by-site basis by a dedicated auditing
team, the "Privacy/Security/Auditing” guide in this section will help answer some "entry-level” questions
regarding MOVEIit DMZ's expected conformance.

If you are branch or agency of the U.S. federal government, you may be required to only purchase
cryptography which is FIPS 140 validated. MOVEit DMZ meets this requirement with its own FIPS 140-2
validated MOVEit Crypto module, the heart of MOVEit DMZ and MOVEit Central. (MOVEit Crypto has
been approved for use with information designated up through the Classified level.)

Certain agencies, vendors or providers may also be required to conform to other federal requirements
such as those issued by the Food and Drug Administration ("FDA") or mandated by the Americans with
Disabilities Act ("ADA") . As these requirements are frequently NOT the subject of their own audits, the
applicable regulations and MOVEIit DMZ's compliance statements are detailed in their own sections for
easy inclusion into most conformance reports.

If you have a question about compliance with a specific regulation not specified above, please contact
Ipswitch MOVEit compliance officer at moveitsales@ipswitch.com.
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General Information - Regulations -
Privacy/Security/Auditing

This guide answers some questions regarding MOVEit DMZ's expected conformance to HIPAA, FDIC,
OCC, G-L-B Act, California SB 1386, Canadian PIPEDA, Payment Card Industry ("PCI"), Sarbanes-Oxley
(a.k.a. "SARBOX") and other regulations. Please consult with Ipswitch for the latest information about
how MOVE:it helps its security-conscious customers achieve their file transfer and storage privacy and
security standards as well as relevant contractual, industry and regulatory requirements.

» "Data at Rest" - MOVEIit DMZ satisfies this requirement by encrypting all files stored on disk with FIPS
140-2 validated 256-bit AES encryption. MOVEit Crypto (the encryption module which powers MOVE:it
DM2Z) is only the tenth product to have been vetted, validated and certified by the United States and
Canadian governments for cryptographic fithess under the rigorous FIPS 140-2 guidelines.

» "Datain Motion" - MOVEit DMZ satisfies this requirement by using encrypted channels (SSL or SSH)
when sending or receiving data.

e "Tamper-Evident Audit Trail" - MOVEIit DMZ maintains a full audit trail of not only every file transfer
but every administrative action as well. All entries are cryptographically chained in a way that makes
log tampering (i.e., adding, deleting or changing entries) evident. Scheduled "tamper checks" are run
automatically and may also be run manually whenever needed.

» "Integrity Checking" - MOVEit DMZ and MOVE:it file transfer clients including the Upload/Download
Wizard, EZ, Xfer, Freely, Central, APl Windows and API Java use cryptographic hashes to verify the
integrity of files throughout the transfer chain.

* "Non-repudiation" - MOVEit authentication and integrity checking allows people to prove that certain
people transmitted and/or received specific files.

» "Guaranteed Delivery" - When MOVEit non-repudiation is combined with MOVE:it transfer restart and
transfer resume features, it satisfies the requirements for a conglomerate concept called "guaranteed
delivery".

e "Obsolete Data Destruction" - MOVEit DMZ overwrites all deleted files with cryptographic-quality
random data to prevent any future access. Specifically, MOVEit DMZ meets the requirements of NIST
SP800-88 (data erasure).

* "Need-To-Know Access Only" - MOVEit DMZ user/group permissions allow specific access to only
those materials users should access.

» "Good Password Protection" - MOVEIit DMZ requires tough passwords, prevents users from reusing
passwords and periodically forces users to change their passwords.

e "Good Encryption" - MOVEIit DMZ uses SSL to communicate across networks. This "negotiated"
protocol can be enforced to connect with 128-bit strength, the maximum currently available. MOVEit
DMZ uses MOVEit Crypto's FIPS 140-2 validated 256-bit AES to store data on disk. (This algorithm
has been selected by NIST to replace DES, and is faster and more secure than Triple-DES.)

» "Denial of Service Protection" - MOVEIt DMZ is resilient to DOS attacks caused by resource
exhaustion through credential checks or other resources available to anonymous users. ("Nuisance” IP
addresses will be locked out.)

* "Hardening" - Installation of MOVEit DMZ involves a multi-step (and FULLY documented) hardening
procedure which covers the operating system, web service environment, permissions and extraneous
applications.

» "Firewall" - MOVEit DMZ comes with a detailed firewall configuration guide to minimize confusion on
the part of firewall administrators. MOVEit DMZ also supports the use of native IPSec as a
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"poor-man's" (packet filtering) firewall as a second line of defense.

e "Code Escrow" - The complete source code and build instructions of major (i.e. "3.2") versions of
MOVEit DMZ are escrowed with a third-party.

» "Code Review and Regression Testing" - All MOVEit DMZ code passes through a code review and
change control is maintained with the help of Microsoft's SourceSafe application. Regression testing is
performed on each release with an ever-increasing test battery which now includes several thousand
tests.

* "Multiple Factor Authentication" - When used with a username, IP addresses, passwords and client
keys/certs offer one-, two- or three-factor authentication.
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General Information - Regulations - FDA

MOVEit is fully compliant with Food and Drug Administration (FDA) standards for timestamps as related
to the auditing of medical information which may be transmitted via or placed at rest on MOVEit DMZ.

MOVEit DMZ's complete compliance statement follows.

Title 21 Code of Federal Regulations (21 CFR Part 11)
Electronic Records; Electronic Signatures

(Maintained online here: http://www.fda.gov/ora/compliance_ref/partll1/)

Timestamp Draft Sections 5.1-5.2

N/A (MOVEIit DMZ is not responsible for administrator/auditor training or the operating-system level
synchronization of machine clocks.)

Timestamp Draft Section 5.3

"You should implement time stamps with a clear understanding of what time zone reference you use.
Systems documentation should explain time zone references as well as zone acronyms or other naming
conventions. For example, the time zone reference might be a central point like Greenwich Mean Time, a
point local to the computer where the activity linked to the time stamp occurs, or a point where the time
stamp clock (e.g., a time stamp server) is located."

If enabled, MOVEIit DMZ displays the difference between the server's time and Greenwich Mean Time

(commonly expressed as GMT +/- HH:MM). This field is visible on the LOWER LEFT side of the screen in
the web interface and as a "welcome banner" when signing onto the web server.
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Need Help?

ﬁ Cinline Manual
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Timestamp Draft Section 5.4

"You should take steps to ensure that date and time expressions are clearly understood throughout an
organization.”

MOVEit DMZ uses AM/PM to designate times and uses a date format of "MM/DD/YYYY"

Timestamp Draft Section 5.5
"Audit trail and signature time stamps should be precise to the hour and minute."

MOVEIit DMZ is accurate not only to the minute but the second in its audit trail.

~175~



General Information - Regulations - ADA

General Information - Regulations - ADA

MOVEit is fully compliant with Americans with Disabilities Act (ADA) standards for web and windows
application design.

MOVEit DMZ's complete compliance statement follows.

Section 508 Standards for Electronic and Information Technology

(Maintained online here: http://www.access-board.gov/sec508/guide/ )

SubSection 1194.21 Software Applications and Operating Systems
a) Keyboard Access: All "GUI" configuration can be performed with the use of a keyboard.

b) Non-Disruptive: None of the components of MOVEit DMZ interfere with the performance of existing
accessibility features in any way.

c) Current Focus: Current focus is always clearly indicated using the normal Windows conventions.

d) Sufficient Interface Elements: User Interface Elements are always clearly associated with labels.

e) Bitmap Meaning: N/A (Bitmaps are currently not being used by MOVEit DMZ's non-web components.)
f) Text Methods: MOVEit DMZ components use standard Windows text calls.

g) Color Override: MOVEit DMZ components do not override user color selections.

h) Animation: N/A (MOVEit DMZ does not use animation.)

i) Color Significance: Colors are used to highlight special conditions, but are never used as the sole
method of indicating significance.

j) Color Contrast: N/A (MOVEIt DMZ uses Windows color selections.)
k) Flickering Images: N/A (MOVEit DMZ does not use flickering images.)

I) Label Association: User Interface Elements are always clearly associated with labels.

SubSection 1194.22 Web-based Intranet and Internet Information and
Applications

a) Text Equivalents: All significant images, including logos and folder/file/user icons, make use of "alt"
attributes.

b) Multimedia Equivalents: N/A (MOVEit DMZ does not use "Multimedia™)
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c¢) Color Significance: Colors are used to highlight special conditions, but are never used as the sole
method of indicating significance.

d) Stylesheet Requirements: Stylesheets are not required to properly format the application. In addition,
all element styles may be overridden by user-specific stylesheets.

e) Image Map Links: N/A (MOVEit DMZ does not use "Image Maps")

f) Server-Side/Client-Side Image Maps: N/A (MOVEit DMZ does not use "Image Maps")

g) Table Row and Column Identification: All rows and columns make use of the "scope" attribute.
h) Additional Markup for Complex Tables: N/A (MOVEit DMZ does not use "Complex Tables")

i) Frame Titles: Frames (used only when displaying help) make use of the "title" attribute.

j) Flickering Elements: N/A (MOVEit DMZ does not use flickering images.)

k) Text-Only Page: N/A (MOVEit DMZ is compliant w/o having to resort to this style of page)

I) JavaScript Titles: JavaScript links make use of the "title" attribute.

m) Compliant Plug-ins: N/A (No plug-ins are required to view MOVEit DMZ content. Nevertheless,
MOVEIit DMZ's Upload Wizard - an alternative method of uploading files - is SubSection 1194.21
compliant.)

n) Form Labels: All form fields use "explicit", "label" attributes.

0) Skip Repetitive Links: MOVEit DMZ offers a "Skip Repetitive Links" option which allows users to skip

directly to the dynamically generated content on each page. When enabled, the "Skip Repetitive Links"
link appears as the first item on each and every page.
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p) Timed Response: MOVEit DMZ allows the contents of fields from "expired" forms to "pass through"
after the user is challenged for his or her username and password again.
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General Information - Regulations - Export

The high quality cryptography provided by Ipswitch FIPS 140-2 validated MOVEit Crypto and its integral
use in MOVEit DMZ makes MOVEit DMZ subject to cryptography export controls. Long story short, it is
currently legal to install and use MOVEit DMZ from any country which is not one of countries covered in
the U.S. Department of Commerce "Regional Considerations" documents.

The remainder of this document is an abbreviated response to "Control Policy--CCL Based Controls”,

"Supplement No. 6 to part 742", "Export Administration Regulations”. (The full document is on file with the
Commerce Department.) By request, it was last updated on May 15, 2002.

Section a - Name of item

MOVEit DMZ and MOVEit Central.
Section b - Duplicate copy

Section ¢ - Commodity or software

1. MOVEIit DMZ uses:
» Standard SSL (Secure Socket Layer) encryption, as provided by Microsoft. The product does not install
any SSL encryption software; it simply uses the SSL implementation already present on the computer.

The key lengths and algorithms are determined by what is already installed on the computer. Microsoft
Windows is required.

* AES, aka Rijndael. 256-bit keys are used, with cipher block chaining.

MOVEit Central also uses a simple stream cipher to protect passwords stored locally. This is a
rotor-based scheme specifically designed to be exportable back around 1990, when regulations were
more restrictive.

Aside from the SSL implementation supplied by Microsoft, the products do not use asymmetric
encryption.

2. MOVEIit DMZ encrypts files with a 256-bit key.
The key management algorithms for SSL are well-documented, and will not be discussed here.

3. The AES algorithm is not proprietary; in fact, it has been FIPS 197 validated to work exactly the way
NIST and CSE insist it will work in their public documents.

(Source code has been inspected as part of the FIPS 140-2 validation process.)

The rotor-based algorithm works this way:

» Create an additive linear congruential pseudorandom number generator using the time-of-day and the
user-supplied password.

» Create a 256-byte array that maps 0->0, 1->1, and so on.
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» Using the PRNG, permute the array to make a pseudorandom "rotor".

« Encipher each byte:
ranbyte = next number from PRNG
cipherbyte =rotorArray[plainbyte + prevcipherbyte) % 256] " ranbyte;

» Printably encode the result using RFC 1113 encoding.

4. No pre-processing is applied to the data before encryption.

5. For the AES cipher, the ciphertext is prefixed with a 128-byte header used to store a message hash,
original message size and other information which cannot be stored using the underlying operating
system file structure alone.

For the simple rotor-based scheme, as described above, RFC 1113-style printable encoding is applied.

6. TCP and SSL are supported. We rely upon standard Microsoft software already installed on the user's
computer.

7. We implement two APIs; both are internal only.
These methods encrypt and decrypt files without having to read the entire file into memory. Unfortunately,
to accommodate both the ASP and ASP.NET versions of Response.BinaryWrite, we have had to

implement both BSTR and SafeArray of Byte versions.

8. The API which uses AES is implemented both by static linking, and by a COM object, which is
dynamically linked. The same source code is used in either case.

We also use TCP/IP Enterprise Edition from Dundas Software. This software supplies some code in a
static library, and some in a dynamic library named UTSecureLayer.dll. The actual encryption code is not
supplied by us or Dundas; instead, Microsoft's CRYPT32.dll is used. CRYPT32.dll is dynamically linked
and must already be present on the user's computer. (MOVEit products do not install CRYPT32.dll.)

9. We do not use Java byte code.

10. The product is supplied as compiled and linked Microsoft .exe and .dll files. No special checksumming
or obfuscation is used to prevent binary editing of the files.

Section d - Components

1. - 4. Not applicable - we are not selling components.

Section e - Source code

1. - 3. Not applicable - we are not attempting to distribute source code.
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Web Interface - Home Page - Overview

The home page is designed to be a "friendly" starting point for both administrators and users. From this
page you can see any new files which have been uploaded or posted for you, browse to various folders to
retrieve "old" files, or upload a file into the system. If Ad Hoc Transfer is enabled, you can also send a file
package to one or more individuals, and you will see any new packages sent to you.
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@ Changed user language setting OK.

@ Home

Announcements

This server will be offline for routine maintenance on April 1, from 25:00 to 29:00.
Fosted by Helga Finlayson at 3/2/2010 5:12:25 FM

'East Coast' Group Announcement

Folder permissions will be changed as of April 1.

FPosted by Helga Finlayson at 3/2/2010 5:17:46 FM

Browse Files and Folders...

To search for a particular file, enter the file name or file ID in the Find File box on the left side of
the page and press the "Find File" button.

] Go To Your Home Folder - & Browse Other Folders

New Packages

@ wm diagram (1 file) (from Helga Finlayson at 3/5/2010 3:55:32 PM)

@ anr diagram (1 file) (from Helga Finlayson at 3/5/2010 3:54:44 PM)

B Mark All Packages Mot Mew

Upload Files Now...

Select a folder: |/ Home / John Smith v

/ CLICK HERE to Launch the Upload/Download Wizard...

Package Actions

B send a new package... - @ Manage vour address book...
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Announcements

Some organizations will post an announcement for all users to see after they sign on. The name of the
person who posted the announcement as well of the time of the announcement will appear immediately
below the announcement itself.

Announcements

This server will be offline for routine maintenance on April 1, from 25:00 to 29:00.
FPosted by Helga Finlayson at 3/2/2010 5:12:25 FM

'East Coast’ Group Announcement

Folder permissions will be changed as of April 1.

Fosted by Helga Finlayson at 3/2/2010 5:17:46 PM

Groups may also post announcements to their members. Group announcements will appear here along
with the name of the group the announcement belongs to. As with the organization announcement, the
name of the person who posted the announcement as well as the time of the announcement will appear
immediately below the announcement itself.

New Files

If any new files have been uploaded recently, they will be listed in this section. New files will be organized
by folder (clicking on a folder will take you to the folder view). Clicking on the file name will take you to the
file view. Clicking on the name of the person who uploaded the file will take you to a brief user profile.
Clicking on the "Download" link will pop up a "save as..." dialog which lets you save the file to your local
hard drive. Several links are also shown. One link will take you to your home folder, another will take you
to the main folder list. The third link will mark all the new files listed as Not New, so that they will no longer
appear in this list.

New Files

&3 /Home/John Smith

| AHT ProjectSchedule.xls (Uploaded by Helga Finlayson on 3/8/2010 2:42:31 PM) -
Download

@) Go To Your Home Folder - & Browse Other Folders

| Mark All Files Not New

Browse Files and Folders...
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If you currently have no new files to download, the "Browse Files and Folders..." section will be displayed
instead. This section provides a hint about using the Find File box to locate files and two links. One link
will take you to your home folder, the other will take you to the main folder list.

Browse Files and Folders...

To search for a particular file, enter the file name or file ID in the Find File box on the left side of
the page and press the "Find File" button.

&) Go To Your Home Folder - &J Browse Other Folders

New Web Posts
If you are "interested in" the collected results in a webpost folder, all folders with new webposts will be

listed in this section. Clicking on a folder link will take you to the folder view, from which you may select to
download or view the new web posts. A link is also available that will mark all the new webposts listed as

Not New, so that they will no longer appear in this list.

New Web Posts
5 WebPosts/Grape Survey (1 newy posts)

| Mark Al Webposts Mot Rew

New Packages
If Ad Hoc Transfer is enabled, any new packages for you will appear in this section. (A package can
contain a secure message and/or attached files.) This list will include any unviewed package that is not

currently located in your Trash mailbox. Clicking on the package subject will take you to the package
view, where you can view the package and then perform an action on it, such as downloading files, or

moving or replying to the package.
New Packages

B wim diagram (1 file) (from Helga Finlayson at 3/5/2010 3:55:32 PM)
B aur diagram (1 file) (from Helga Finlayson at 3/5/2010 3:54:44 PM)

@ mark All Packages Not New
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Upload a File Now...

The form in this section allows Users to upload files with minimum hassle. Simply follow the steps (notes
are optional) and press the upload button to upload a file into the system.

Upload Files Now...

Select a folder: | { Home / John Smith w

# CLICK HERE to Launch the Upload/Download Wizard...

Upload/Download Wizard
The "Launch the Upload/Download Wizard" link kicks off the MOVEit Upload/Download Wizard, a tool

which makes web transfers faster and adds the ability to collect several files in a single archive before
transfer. (More information about the Wizard can be found in the Wizard section.)

Without the Upload/Download Wizard

The Upload/Download Wizard works with most modern browsers. If your browser does not support the
Upload/Download Wizard, the following dialog will be displayed instead:

Upload a File Now...

Select a folder: | { Home / John Smith W

Pick a file with the "Browse" button: |C:certreq.txt | Browse... |

Certificate request filg]
- Upload - |

Enter any applicable notes:

...and then press the "Upload" button:

Package Actions

From this section, you can click "Send a new package" to display the form that lets you create a new
package. You can also click "Manage Address Book" to view and edit your list of contacts.
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Package Actions

B send a new package... - Manage your address book...
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Web Interface - Home Page - Wizard Install

The first time a user signs on to MOVEit DMZ, MOVEit DMZ will notice that the Upload/Download Wizard
is not installed, and will send the user to a page from which they can install the Wizard, or choose to
disable it.

Internet Explorer

Internet Explorer users will be sent to the ActiveX Wizard Installation page, which gives options to install
the ActiveX Wizard, disable it, or disable it and install the Java Wizard.

g Account Options (John Smith)
Wizard Installation

| noticed (due to missing cookies) that vou dan't hawe the Activex Wizard installed. Would vou
like to...

& Ty to install the ActiveX Wizaril

& Disable the Wizard

& Dizable the Wizard (s sassion oniy
& Trytoinstall the Java Wizard

If you choose Try to install, you will be sent to a page which will attempt to download the ActiveX control.
This may take several seconds. You may need to alter your browser's security settings to permit signed
ActiveX controls to be installed in order to successfully complete the process.

If you choose Disable, you will not be prompted to install the ActiveX Wizard again unless you explicitly
request it via the Account Options page. If you choose Disable (this session only), during the next
browser session, you will be shown a link to install the Wizard.

Internet Explorer 7.0 (on Windows Vista)

If you are running Internet Explorer 7.0 on Windows Vista, you may have to perform an extra step before
you can use all the features of the Wizard, such as the ability to download multiple files at once. This
extra step is to add any MOVEit DMZ site you communicate with into your Internet Explorer list of
"Trusted Sites".

To change your security settings in this way, double-click on the "Internet” label (with the globe) at the
bottom of your IE browser window.

€D Internet T 100% - g

An "Internet Security Properties" dialog window will be displayed. Click the "Trusted Sites" icon (the green
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checkmark) and then click the "Sites" button. A list of existing trusted sites will appear and your MOVEit
DMZ site should be listed in the "Add this website to the zone" text box. Click the "Add" button to finish
trusting your MOVEIit DMZ site, and use the "Close" and "OK" buttons to leave the window behind.

Internet Security Properties i

Security |

Select a zone to wiew ar change security setkings.

@ € v O

Inkernet Local intranet  JNEECHREEE — Restricked
sites
Trusted sites _
; : : Sikes
j This zone conkains websites that wou
: krust not to darmage wour compuker or
wollr files,

When complete, you should see a "Trusted sites" label (with a green checkmark) in place of the "Internet"
label (with the globe) at the bottom of your IE browser window.

|| Trusted sites | 00% v

Other Browsers

The first time a user signs on to MOVEit DMZ with a browser other than Internet Explorer (e.g. Firefox),
MOVEit DMZ will display a slightly different page with a link to install the Java Upload/Download Wizard.
The Java Upload/Download Wizard is a component very similar to the ActiveX Wizard, designed for
environments that can't run ActiveX controls.
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g Account Options (John Smith)
Wizard Installation

| noticed (due to missing cookies) that vou don't have the Java Wizard installed. The Java
Wizard requires that wou hawve Sun Java 1.4.2 or [ater installed. Would vou like to..

S Try to install the Java Wizard
& Disable the Java Wizard
# Disable the Java Wizard(thls session anng

The choices are similar to those for the ActiveX Wizard. If Java is not installed, the user can simply
choose Disable to avoid being prompted to install the Java Wizard in subsequent sessions.

Java can be downloaded from Sun's Java website.
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The Home Page displays a few extra sections for administrators, including configuration hints, and a
summary of currently active sessions. Within active sessions, you can view lists of currently signed on
users, and lists of locked out users. This information is organization wide for regular administrators, and
system wide for sysadmins.

Configuration Hints

Administrators of new organizations are shown several suggested configuration tasks to perform,
including adding users and configuring access rules. These are items generally necessary for correct
operation of a DMZ organization. Links are provided to take the administrator directly to the referenced
pages.

Configuration Hints

You are currently allowing administrative access from the consale anly. ¥ou should
add additional addresses into your remote access policy to allow administratars to
configure and transfer files with MOVER DMZ from remaote locations.

1T Click here to Modify Remote Access for Administrators

YWou are currently alloving (non-administraton) user access from the console only.
You should add additional addresses into your remote access policy to allow users
to transfer files with MOVEI DMZ fram remote locations,

1T Click here to mMuodify Hemote Access for Lsers

You currently da not have any user accounts. You MUST have user accounts in your
arganization so people can work with MCVE DMZ.

2 Click here to Add Users

For SysAdmins of new DMZ installations, several system configuration hints are shown on the home
page. These are items generally necessary for correct operation of a DMZ system. As with regular
administrator hints, links are provided to take the SysAdmin directly to the referenced pages.

Configuration hints may also be shown for administrators of existing organizations, if a specific
configuration item may require their attention. For example, if an organization's user count is approaching
the Maximum User List Count value, administrators will receive a configuration hint regarding this,
informing them that they may experience a change in behavior.
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Configuration Hints

The number af user accounts in your arganization is close to the current Maximuom
@ Llser List Countwvalue (283 Ifthe number of user accounts has exceeded this value,
ywou may hawve noticed that user selection drop-down menus have disappeared in
favor of a more efficient user search field. [fyou wish to continue seeing the
drop-dowen menus, you swill need to increase your Maximum User List Countvalue.

I Click here to edit the Maximum User List Count value

Configuration Hints

@ You are within 10% of the maximum number of users for your organization.
You should either remove unused user accounts or contact your system
administrator to increase your maximum users.

.f;} Click here to Manage Users

Session Summary

The Session Summary section shows the number of active sessions by interface type, which is the
interface to which the user is connected, such as Web, FTP, SSH). The summary also shows the number
of unique users connected to the various interfaces, and the total number of current sessions.

Clicking the 'Session Manager' link shows the Active Sessions section.
Active Sessions

The Active Sessions section displays a list of currently signed on users. Information such as IP address,
interface type, and time of last action are included in the list. Organization administrators see a list of all
signed on users in their organization, while for sysadmins, the list includes all users throughout the entire
DMZ system that are currently signed on. On web farm systems, the node number the user is signed on
to is also displayed.

In the event of a large number of active sessions entries being present, the list will be limited to 1,000
entries for performance reasons. If this limit is reached, a note will be displayed indicating this fact.

The "timeout" listed indicates how many minutes are left before the session will expire. This value is the
number of minutes an inactive session times out after (by default 20 minutes) minus the number of
minutes it has been since the session was last active. Almost all sessions should use the same timeout
value except for active file transfer sessions, which usually enjoy a longer session timeout.
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Session Summary

By Interface: Web: 3 MOVEit EZ: 1

Totals: Unique Users: 3 Sessions: 4

Active Sessions

Full Name Username IP Address Interface Last Event (Timeout) Actions
fred fred 127.0.0.1 Web 10:47:59 AM (20 min) Remaove
fred 127.0.0.1 MOVEit EZ 10:44:52 AM (27 min) Re

freddy 27.0.0.1 web 10:28:44 AM (1 miin) Remay

helga 127.0.0.1 Wel I

Individual sessions can be removed by clicking the Remove link in the Actions column and clicking Yes
on the following confirmation page. All the current sessions can be removed at once by clicking the
Remove All Sessions link at the bottom of the session list (this action will also require confirmation). Be
aware that it is possible for the current user to remove their own session, either by clicking the Remove
link for their session, or by clicking the Remove All Sessions link. If this is done, the current user will be
returned to the signon screen immediately following the action.

Locked Out Users List

The Locked Out Users section displays a list of currently locked out users. These are users who have
attempted and failed to sign on to the system too many times in too short a timespan. (These values are
controlled in the Username Lockouts settings page.) The time of their lockout is shown, along with links to
unlock the account, delete the account, or unlock all locked out users. Also, if lockout expirations are
configured, a message informing you of the lockout expiration setting is shown. As with the Active
Sessions section, an organization administrator sees a list of all locked out users in their organization,
while a sysadmin sees a list of all locked out users on the system.

Locked Out Users

The following accounts have been locked for security violations:

Username Real Hame Lockout Date/f Time Actions
f) john John Smith 1/25/2010 10:26:36 AM Unlock - Delet
ock A bl Bl
Your policy will automatically unlock these accounts in 120 minute(s), but you may also choose to reactivate these accounts now.
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Organizational branding and information about your account fill the top of every screen.

Enterprise Managed File Transfer.

Signed onto DoxOrg as Helga Finlayson (helga) My Account | Sign Out

"Skip Repetitive Navigation" Link - Optional link which allows disabled readers to quickly skip past the
common top and side links and get instead to "the page content." Admins: enable or disable this link from
the "Appearance" section on your "Settings" page.

(Organizational Logo) - A wide logo (typically 800 pixels or more) which effectively brands this and every
other page used by this organization.

"Account Bar" or "User Bar"

Identity Message - A brief "signed onto [Organization Name] as [Full Name]" message reminds users
who they are. (Especially those with multiple accounts on the same machine!) If the user's username is
different than that user's full name, the username will be displayed in parenthesis here as well.

My Account - A link to YOUR account options.

Sign Out - A link which allows YOU to sign out now.

SysAdmins Only: Act as SysAdmin - A link which allows a SysAdmin acting as an "Org Admin" to
resume full SysAdmin rights. A large and often red statement reminding you to not use your extremely

powerful SysAdmin account for daily user and folder maintenance will also appear in the user bar when
you are signed on as a SysAdmin.
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The Find File/Folder box (typically located in a colored box on the LEFT SIDE of the screen) lets you
search the MOVEit DMZ system for files and folders using either an ID (e.g., "1234567") or a name (e.g.,
"myfile.txt").

Find File/Folder:

Name wildcards ("*") are allowed and their use in encouraged. For example, you may wish to search for
"* pdf", "myfile*.*" or "Home/John Smith/*".

Results from searches are displayed as soon as the "Find File" button is pressed.

| Find Files / Folders

Search Results for "sub™"

Found 1 file matching the search term "sub™
Envelope icon (| 1) indicates new files
File Name Date and Time From Actions
th / submarine.png 2/16/2010 5:02:00 PM Helga Finlayson Delete - Download
Found 2 folders matching the search term "sub®
Folder Path
@ MomelFreddy Masterson/subfolder

& /HomelJohn Smith/subfolder

The resulting file list has several columns:

» File Name: The folderpath and name of the file. If the folderpath is clicked, the user will be taken to a
view of this folder. If the name of the file is clicked, the user will be taken to a view of the file.

» Date and Time: When the file was uploaded (or created).

« From: The full name of the person (or device) who uploaded or created this file. If clicked, this link will
go to a view of this user.

» Action:
» Download: Downloads this file (in its original format)
» Delete: Deletes this file

The resulting folder list has only one column, containing the full path of the folders matching the search
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string. Clicking on a folder path will take you to a view of the folder.

Automatic Wildcards

There are two cases where wildcard characters will automatically be added to a search term in order to
find results:

« If a search term does not return any results, an asterisk wildcard character will automatically be
appended to the search term if one does not already exist, and the search will be retried.

« If a search term containing a slash (/") does not return any results, and the same search term with an
asterisk appended also does not return any results, an asterisk will be prepended to the search term if
one does not already exist, and the search will be retried. This allows users to search for partial
folderpaths and successfully find them.
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The Go To Folder box (typically located in a colored box on the LEFT SIDE of the screen) lets you quickly
jump to your favorite folders. If you have a home or default folder defined, and have permissions to that
folder, it will automatically be pre-selected here.

Go To Folder: !

/ Home - {Archive

I J {fLogs

f..FF'ac:Iff.aies
{./Bill Barkle
{ ffred

{ fFreddy Masterson
{./ {subfolder

{ MHelga Finlayson
{{John Smith

{./ {subfolder
WebPosts

When the "Go To" button is pressed, a view of the selected folder (including a list of any subfolders and
files, if applicable) will be displayed.

Note that this list shortens the full paths of folders and long folder names as well. In the example above,
the drop-down list represents the following full folder tree:

/

Archive

Archive/Logs
Archive/Packages

Home

Home/Bill Barkle
Home/fred

Home/Freddy Masterson
Home/Freddy Masterson/subfolder
Home/Helga Finlayson
Home/John Smith
Home/John Smith/subfolder
WebPosts

If you have access to a large number of folders, the "Go To Folder" drop-down will not be displayed.
Instead, you can type in the first few letters of the folder you are looking for into the "Find File/Folder" box.
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The My Account page exists to allow anyone to change his or her own password or email address without
having to contact an administrator. It also provides a place to edit personal display settings, such as how
many files or folders are shown on file/folder list pages, and whether or not to use the Upload/Download
Wizard for uploading and downloading files. If Ad Hoc Transfer is enabled, you can select to always
receive a delivery receipt, and you can enter a signature for packages. The page can be accessed from
the user bar which appears at the top of each and every screen.

"Expiration Details" Section

If an expiration policy is assigned to your user account, the details of when the user account will expire
will be shown here. An information string states when the user account will be expired according to the
current policy.

* NOTE * This section will not appear if no expiration policy is assigned to the user.

Expiration Details...

SUF AOC0LnT
on 372010 9:31:58 PM unless account is wsad again (7 day’s) affer last sigr

"Change Your Password..." Section

This section lets you change your own password. You must type your old password where prompted, and
either select the suggested password, or choose to enter a custom password, and then press the
"Change Password" button. If password aging has been enabled, an additional aging status message will
be displayed to show how long it has been since the last password change and note when you must
change your password.

Change Your Password...

er Your Okd Password: | =
Suggested Password: L: = L=
MNew Password: = Use Sugoested Password
i TvpE Custom Fassyond
low press the "Change Password™ button: - Change Password -

* NOTE * This section will not appear if the Disallow User Password Changing feature has been enabled.
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Please see the "Settings" help page for more information.

* NOTE * You need to read the password rules shown here (and also shown when an attempt to change
your password fails). Depending on site specifics, passwords may be disallowed because they are too
short, contain variations of the username, contain common words or are otherwise too easy to guess or
crack.

"Edit Your Notification Settings..." Section

This section lets you change your email address. You may specify multiple email addresses for a single
account. In this case, email addresses should be separated with commas. You may also change your
preferred format for notification emails that you receive. Available formats are HTML and Text.

Edit Your Notification Settings...

Email Addre&s{e&}:l fmasterson@ipswitch.com

S oy S o A T - 1y gl ol ey
Kol rady Spacily MLl amad Sddrasses - sanarale SAch AdIress kil & COmS |

Preferred Email Format: & HTML " Text

w press the "Change Notification” button - Change Notification -

"Edit Your Language..." Section

If multiple languages are enabled, end users and temporary users will be able to change their language in
this section. Changing this setting saves the new language in the user's profile, and also changes the
current session to use the new language.

Edit Your Language...
Lullguagu;m

How press the "Change Language” button: - Change Language -

"Edit Your Display Settings..." Section

This section lets you configure how many entries will appear on file and folder list pages. Administrators
and Group Admins will also be allowed to change how many entries appear on user or group list pages.
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Edit Your Display Settings...

User/Group Entries Per Page:l 10
Fil/Folder Entries Per I‘agr.--.l 100

Howe press the "Change Display™ button: - Change Display - I

"Edit Your Ad Hoc Transfer Settings..." Section

This section lets you change personal package settings. The "Enable Delivery Receipts by Default" option
lets the you determine whether the Delivery Receipts option will be enabled by default when you create a
new package or reply or forward an existing package. The Signature field can be used to create an
automatic custom signature which will be appended to all new packages that you create.

Edit Your Ad Hoc Transfer Settings...

T Enable Defivery Receipts by default

Ad Hoc Transfer Signature:

|
H

- Change Ad Hoc Transfer Settings -

How press the "Change Ad Hoc Transter Settings” button:

Upload/Download Wizard Status

This section contains information about how the Upload/Download Wizard is configured for the current
user. There are two versions of the Wizard: ActiveX and Java. The ActiveX version is available only to
users of Internet Explorer. The Java version is available only if Sun Java 1.5 or later is installed on the
user's computer.

Included in this section is information about whether each component is installed on the current browser,
and if so, whether it is currently enabled for use. The Change Wizard Status link, when clicked, takes you
to a page which lets you change these settings.

Upkead/ Ddownload Wizard Status:
The Upload/Download Wizard is Installed and Enabled [ for this session only)

# Change Upload/Download Wizard Status [ActiveX Version)
The Wizard is Disabled [ for this session oniy)
& Change Upload/Downbaad Wizard Status [ lava Versior

= - = -
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There are separate but similar configuration pages for the ActiveX and Java Wizards:
ActiveX Wizard Settings

The ActiveX Upload/Download Wizard page, which is available only to Internet Explorer users, allows the
user to enable or disable the ActiveX Wizard, and change settings.

If the ActiveX Wizard is not installed on the current browser, the user will be given a link which will go to a
page from which the Wizard can be installed. There, the user will be prompted to download and install the
Upload/Download Wizard component, and notified when the installation is complete.

If the Wizard is installed and enabled, the options include:

» Disable the Wizard: Disables use of the Wizard permanently. The Wizard can be re-enabled by going
back to the Account Options page and clicking the Change Wizard Status link.

» Disable the Wizard this session only: Disables the use of the Wizard for this session only. The user
will be asked at the beginning of the next session whether they would like to enable the Wizard or not.

» Configure the Wizard: Displays a dialog allowing you to edit the default download actions, by file
extension. The Wizard allows you to specify that all files with a given extension be saved to a
temporary directory and immediately opened, OR saved to a user-specified directory with no further
action taken. The Configure the Wizard option allows you to later change your mind regarding what
actions should be taken for different file extensions.

A link is also provided to return to the My Account page.

The Upload f Download Wizard is Installed and Enabled [ for this session only)

L=L = ] LS ITESLaEl; NS 15

N

~ OF ~ M

Java Wizard Settings

The Java Upload/Download Wizard page allows the user to enable or disable the Java Wizard, and
change settings. The options are similar to those for the ActiveX Wizard, but the Configure the Java
Wizard option also gives the option of configuring proxy settings. (The ActiveX Wizard gets its proxy
settings directly from Internet Explorer.)
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The Java Wizard is Installed and is Enabled
& Disable the Java YWizard

# Disable the Java Wizard[fhis session anlyd
S Configure the Java Wizard

~0r ~ Return to your Account Options

Return To Home Page

Under some combinations of custom Display Profile options, navigation links can be hidden. Thus, a user
on the My Account page would not be able to navigate anywhere else after performing any account
maintenance necessary. A Return To Home Page link is provided at the bottom of the My Account page
to avoid this circumstance. Clicking it will return the user to their home page.
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The technical support page provides information about and a point of contact for technical support at
YOUR organization. (People who may reset your password, find out why a particular file was not
delivered, etc.)

© Technical Support .
Information
This is where inf ut your company’s technical support should go. The contact information entered here should be for paople who can solve problems like bad

ords and con

pa: ssues

Contact

Main Contact{s): Your Company’s Technical Support

Email Address: y

WARNING: & ed. Use Ad Hoc Transfer, a secure web form or other secure channel if your inquiry 15 sensifive.
Phone Number:
Current Environment
IP Address: 127.0.0.1 b
Server Application Version: MOVE#t DMZ Enterprise 6.9.0.1
Server Name: JOESVPC
Server .NET Framework Version: 2.0.50727.1433
Browser: Intemnet Explorer 7.0
Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; NET CLR 1.1.4322; NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 3.0.04506.648)

The "Current Environment" section provides specific information about the site software, your browser
and your address which may be useful to your local technical support personnel.

NOTE: The Server Application Version is only visible to authenticated users. The Server Name and
Server .NET Framework Version are only visible to authenticated Admins and SysAdmins.

ADMINs ONLY: You can change the information on the Technical Support page online. On the Home
page, click the "Settings" link, then, in the "Appearance” section, click the "Tech Support" link to edit this
information. Typically, the values here should help point end users to your help desk.
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Upload Wizard

The MOVEIit Upload Wizard affords web users a faster method to transfer files over the web than the
usual web transfers performed via the built-in "upload" button, through the use of compression-on-the-fly.
It also offers the ability to upload entire folder trees or bundle multiple files into a ZIP archive before
transfer, and displays transfers using a progress bar instead of the usual "spinning icon" in the corner of
your web browser. Finally, the Upload Wizard provides integrity checking; it proves that the file or files
which were just uploaded to the server are exactly the same as the files which exist on your local hard
drive.

As discussed below, there are two versions of the Wizard: ActiveX and Java. However, they look and act
very similarly.

1. Start the Upload Wizard

The MOVEiIt Upload Wizard will be presented as an option to users who have enabled it via the My
Account page. It will appear on all pages from which uploads are normally permitted. To start the
Wizard:

1. Select the folder into which you would like to upload files.
2. Click the "CLICK HERE to Launch the Upload Wizard..." link.

2.  Select Files to Be Uploaded to MOVEIit DMZ

MOYEit Upload Wizard - Upload to Distribution / Images

Pleaze drop files inta the list below, :
H“"E [’ or uze the buttons ko the right. Add File | Fiemove
izard

wiZa
Add Folder |
Filerarne Size | Modified
C:ATEMPACodeiwright32.zip 3.407.937  2005-04-19 16:58
M et = Cancel
=
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Files to be uploaded may be selected several different ways.

» Press the "Add File" button and "double-click" files from the navigation to select individual files.

» Press the "Add File" button and "CTRL-click" files from the navigation to select multiple files from
the same folder.

» Press the "Add Folder" button and select a folder to recursively upload.
» Drag-n-drop files and/or folders from an Explorer window onto the list of files in the Wizard.

Note that selected files DO NOT have to be from the same directory - the Upload Wizard can handle
files from several different directories, even drives at the same time.

Press the "Next >" button to continue...

3.  Select Upload Options

You may choose to upload your selected file(s) in one of two different ways. You may upload each
file individually...

MOYEit Upload Wizard - Upload to Distribution / Image

Chooze pload Options

H“"E I"E'i’ % |Jpload files individually

wiza ™ Upload all files az one .zip

™ Ignore subfolders

Motes: IF'DESiI:nIE corporate logos

[ Prompt for "Upload 43" names and notes
[ Close Wizard when done

é < Back Mest - Caricel

...in which case each file will be logged on the MOVEit DMZ with a separate file ID. Because each
entry will retain its own notes, you ALSO have the ability to check the "Prompt for 'Upload As' names
and notes" box and fill out custom notes for each and every file uploaded in the collection. The
"Ignore Subfolders" box will cause all files to be uploaded to the same folder, even if they are in
different folders on your computer. The "Close Wizard when Done" box will cause the Wizard to
close itself when the transfer is complete.

Alternatively, you may upload all files as a ZIP archive bundle...

~204~



Web Interface - Common Navigation - Upload/Download Wizard

MOYEit Upload Wizard - Upload to Distribution / Image

— Chooze Upload Optionz

H“"E I"rll.'? ™ pload files individually

wiZza * |pload all files az one .zip
I~ Ignore subfolders

Upload as: |my_images.zip

Motes: |Possible corporate logos

[ Prompt for individual zip member names
[ Cloze Wizard when done

é < Back Mest = Cancel

...in which case each file will become a member of a new zip file. (Note: The .zip file format cannot
accommodate zipfiles larger than 4GB, so the Wizard will refuse to create a .zip file if the total size
of the data files is greater than about 4 billion bytes.) Although you only have the opportunity to
specify the upload notes for the zip file itself, you do have the opportunity to change the names the
files stored in the archive will use if the "Prompt for individual zip member names" button is checked.
The "Ignore Subfolders” box will cause no subfolder names to be included in the zip file, even if the
files are in different folders on your computer. Again, the "Close Wizard when Done" box will cause
the Wizard to close itself when the transfer is complete.

Press the "Next >" button to begin the transfer...

4.  Watching the Upload

As soon as the transfer begins, a progress bar will appear to show you how much of your transfer
has been completed. (The same information will also be displayed in a short text area nearby.)
When it is complete, you will see a transfer summary displayed.
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MOYEit Upload Wizard - Upload to Distribution / Ima

@, Tranzter complete. |ntegrty venfied on all files.

Tranzferred 2 filez in 1 geconds [29.91 KB/ zec).
Presz OF. to cloze this window and view the Transfer Beport.

OE.

5

Upload Wizard Transfer Report

When you click the "OK" button to leave the Wizard, you may see an Upload Wizard Transfer Report

which provides more information about and links to the folders and files affected or created by the upload.
This report is displayed only if you are uploading files from your home page; if you are already viewing the
folder into which you uploaded your files the page view will simply refresh to show the files you uploaded.

After transferring files individually, your Upload Wizard Transfer Report will resemble this example:

Upload Wizard Transfer Report
Local File Status
| cichantesthtml 3 Uploaded to Home f Helgs Finlayson OR (1D #3537 1671 6)

I cimagesimanet jpog k. Uploaded to Home £ Helga Finlayson OF (1D #3535362:51)

After transferring files in a single zip file, your Upload Wizard Transfer Report will resemble this example:

Upload Wizard Transfer Report
Local Processing Status
‘5“ 2 filefs) zipped into 'upload.zip! % Uploaded to Home § Helga Finlayson OK (D #359312394)
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If you cancel the upload wizard before attempting to transfer any files, your Upload Wizard Transfer
Report will resemble this example:

Upload Wizard Transfer Report

The upload was cancelled befare any transfers began.

Content Scanning for Viruses

If you have enabled content scanning, and a virus is detected in one of the files you selected for upload,
the Upload Wizard will proceed differently depending on the version of the wizard you use. If you use the
Java version, the Upload Wizard will upload all but the infected file. If you use the ActiveX version, the
Upload Wizard will stop uploading files when it finds an infected file, so any files that follow the infected
file will not be uploaded.

Download Wizard

The MOVEit Download Wizard affords web users a faster method to transfer files over the web than the
usual web transfers performed via built-in download facilities, through the use of compression-on-the-fly.
It also provides the ability for a user to download more than one file at one time and download entire
folders, using the Advanced File List page. In addition, the Download Wizard displays the progress of
transfers using a progress bar and provides Open File, Open Folder and Unzip File buttons when
transfers are complete. Finally, the Download Wizard provides integrity checking; it proves that the file or
files which were just downloaded from the server are exactly the same as the files which exist on the
server.

1. Start the Download Wizard.

The MOVEIt Download Wizard is automatically invoked when a Download link is chosen. It is also
invoked when clicking the Download button on the File List page.

2. Open or Save.

If you are running version 3.2 or later of the Download Wizard, the first dialog you see will ask
whether to open or save the file. "Opening" the file means the file will be downloaded to a temporary
directory, and after successful completion, the associated application (based on file extension) will
be run without any further prompting. "Saving" the file means that you will be prompted for a
directory into which the file should be placed. The associated application will not be run
automatically.
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File Download

Y'ou are about to download a file.

File name: abc. b=t

From: DhztnbutiondDistl

Whould you like to open the file, or zave it to your computer?

"Opening' a file means downloading it to a tempaorary directary, and then running
the azsociated program, if any.

Save Cancel

[T Automatically opendzave files ke this [ kt) from now an Configure

If you choose "Automatically open/save files like this from now on", in the future, this dialog will not
appear for files with the same extension as this one.

The Configure button allows you to change your mind regarding what should be done with files with
a given extension. The configuration dialog is also available via the Account Options page.
3.  Select Download Destination.

If you choose Save, the download wizard asks into which folder the download should be saved as
well as what filename to use. (If an existing file of the same name already exists in this location, you
will be asked if you want to overwrite the existing file.)

~208~



Web Interface - Common Navigation - Upload/Download Wizard

select the destination filename 2=
Save i IIﬁtmp j = £ Ed-

|5 Morelmages
E PonkduGard. gif

Dezkio p

i

by Documentz

™
kdy Computer

Save as type: I.fl‘-.ll Filesz

File name: '-.-"irtuaIF'IZZ-"-.-"F'IZZ'.-_'-'IIIIIIalEiF"I ] j Save
j Cancel

P

4.  Watching the Download.

The download wizard will display a progress bar, the size of the download, the amount currently
downloaded, an estimate of the transfer speed and an estimate of the amount of time required to
complete the download while the download is occurring.
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MOVE

WiZa
Downloading:
VirtwalPCAPC20045F1 U pdate.zip (File 1D 172698951]

.

E ztimated time left: 3 zeconds [Got 12,021,008 of 25,763,430 bytesz]
Download ko C:AtrpWirtualPCAPC20045 P Update. zip
Transfer rate: 4261.33 KB/ zec

=

When complete, the integrity of the downloaded file will be checked. (This ensures that the file just
downloaded is completely identical to the file on the server.) At least three buttons will also be

displayed if the transfer was successful:

» Open: Opens the file just downloaded, using any file associations currently available.

* Open Folder: "Browses" to the folder into which the file was just downloaded.
» Close: Closes the download wizard immediately.

* Unzip: ZIP file downloads only. Pops up an additional dialog which allows you to choose into

which folder the Download Wizard should expand the contents of the ZIP archive.
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MOYEit Download Wizard
@ Tranzfer complete. [ntegnty venfied on all files.

Downloading:
VirtwalPCAPC20045F1 U pdate.zip (File 1D 172698951]

el s s

Eztimated time left: Done.  [Got 25,769,490 of 25,769,430 bytez)

Download ko C:AtrpWirtualPCAPC20045 P Update. zip
Tranzfer rate: JBVE 18 KB/ zec

é Unzip Hpet Open Folder Cloge

Wizard Requirements

The Upload/Download Wizard comes in two versions: an ActiveX control, which is only usable by Internet
Explorer 7.0 or higher running on Windows, and a Java Applet, which can be run on most browsers that
support java applets.

The ActiveX version of Upload/Download Wizard is available only when using Internet Explorer version
7.0 or higher. In addition, Internet Explorer MUST be configured to accept SIGNED ActiveX controls and
run JavaScript, and the end user working with Internet Explorer must manually click a "Yes" button to
download/accept/install the Upload/Download Wizard ActiveX control. Under Windows Vista/Windows 7
with IE7 or later, the ActiveX version also requires the end user to mark their MOVEit DMZ site as an IE
Trusted Site to take full advantage of Wizard capabilities such as multiple file download.

The Java version of Upload/Download Wizard requires Sun's Java2 version 1.5 or higher runtime
environment. Java applet support MUST be enabled in the browser, as well as JavaScript support.
Finally, the end user must click the "Yes" or "Always" button when asked whether they wish to trust the
Upload/Download Wizard applet. (Warning: the Java version does not currently run under IE7 on
Windows Vista; use the ActiveX version instead here.)

Install/Uninstall the Wizard

The Upload Wizard and Download Wizard are really two interfaces of the same program. When using the
ActiveX version of the Wizard, this means that there is only one control to install and uninstall. When
using the Java version, this means there is only one JAR file to download.

Install the ActiveX Wizard
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When a user visits their Home page on the MOVEIt DMZ server for the first time, they will be prompted to
install the Upload Wizard or disable it, provided their browser meets the requirements above.

Wizard Installation

| noticed {due to missing coakies) thatvou don't hawve the ActiveX WWizard installed. Would vou
like to...

# Tryto install the ActiveX Wizard

& Disahle the Wizard

# Dizable the YWizard [this seasioh ahis
# Tryto install the Java Wizard

Clicking on the installation link will take the user to the Upload/Download Wizard installation page.

At this point, the Upload/Download Wizard will be installed, and the user will be notified when the process
is complete. The user will then be returned back to their Home page, where they can continue on to other
things. Upload/Download Wizard can also be re-installed or configured from the My Account page if
necessary. See the My Account manual page for further details.

Windows 7 and Windows Vista Users

Please see additional installation/trust instructions for Windows 7/Windows Vista with IE7 or later in the
"Web Interface - Home Page - Wizard Install" documentation.

Windows XP Service Pack 2 and Windows 2003 Users

Windows XP Service Pack 2 and Windows 2003 users will often need to perform a few extra steps to
install the ActiveX Upload/Download Wizard.

First, you will be presented with a dialog that explains that installation of an Active X control was blocked.
Click "OK" on this dialog.
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& Ipwmitch FOVER Support: Dale Mickels (Ipswitch) - Windows inbernet Exploner =10 x|

G-,;;- |E hitkps: | imosvstapport, ipsvwitchooom moveit Fumean, sspe fargl 2 :Ilﬂ | B X ||'°:|.l'\:.7!.| £ -

Fla B Vs Fgoortes Took Help

7 Favorbes | 05 2| Suggested Skes = B | Pree Hotmal @ Web Sios Galery =

8 Tpswitch MOVER: Support: Dude Nickeks | i Bl - 7 s+ Begee Sefety + ook - dge
ﬁhm:mmmnm—u on; ‘MOVERL DHZ Upload IDosminad Wizand from Toevstch, Jec.”, 1F you bnost the mebete and B add-on and vaant ko .
mistal it, chk bers., .

-q.___________.ﬂ-—

“ﬂ'ﬁi* support site Great Support. Ma [

Signed onto Ipswitch MOVERR Support s Dabe Nickels (Ipswitch) (dale). My Account | Sign Qut

$ tome & My Account (Dale Nickels (Ipswitch))

= s (Hesage from webpage 0

I; Eokiers Inst J‘_\' The UploadTowmiad Wizard was MGT nstabed on your computer,

< Logs ]

" Eeports The Ug ad/ dowinload multiple files
#‘ Eetlings Al oy, fof-repudiation. The Adiex

Upload, Tanwrioad Wirard requires Inbernst Explorer.

Findd Filed Folder:

Click on the (usually, yellow) banner at the top of the page to get a pop-up menu and then select the
"Install ActiveX Control..." option.

wteh MOWER Suppart: Dale Maokels (Ipsmitch] - ‘Windows Internet Esplorer =101=

G-.—-\' [.E [ PR it bk, com ol fusnan sape Yang 12 J_I bl | g || D |"f P | ek
fla Et Yew Fpoden [oh e
i Fanrites |ﬁ B Suggested Stes | Progp Holingl B Web Sion Gallery 7

8 Iprsusthch MCFWER Suppart | Cuss Rlckels (lpesibich) | | -8 -5 - Bage - GSafety - Tooks - g

W This wetibe warks 1o install the Poboring add-on: HOVER DMZ UpkoadDownload Wiz sed From Tpesdbah, Ine,”. If you by i@ el Haa il el s i
nstall &, dick have, ., mmmham—:mmm
Wyihest's the RiskT

Hﬂ"‘E‘iQ support site G fwnsinba b

Sigra| onto Tpswitch MOVER Support 25 Dabe Nickeds (Ipswitch]) (dale ).

® toms & My Account (Dale Nickels (Ipswitch))
& Lsars
8 crops
<3 Enlders - .
B package: Installing Upload/Download Wizard
D Logs
1= Repois The Lipioad Tiowaniosd Wizard alows your fo upload dovwniosd Tikes facster, uphssd/dovmioad madtiple Hles
P Settings ak pnge, Hipfunzp Mes on the Ty and perform integrity checks to ensure fle norerepadiation, The ActieX
Uiphaad Download Wizand requirss Intennel Explorer
Firsl Filaf Foldar: Thie Upknzed | Doswnland Wizard did not mstall
# Digsbln the Wizard |
| it Find Fils # Disable the Wizard " for Shis session onfr)

Next you will get a dialog with a yellow shield (this indicates that the Upload/Download Wizard ActiveX
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control has been cryptographically signed and validated). Click the "Install" button.

¢ Iprmitch FOVERL Support; Dale Mickels (Ipswitch) - Windows Internet Explorer =10 x|

g-'_-_'_:'l.ﬂhl.m' st pport, ipswitchuoom/mosvsitfhomen, ssp eyl ;Iﬁ]u || o [ Livee St Lo

Fla Edt Yew Favortes Tools  Help

Lo Favorbes |,=|. B | Suggested Skes = B | Free Hotmad | 'Web Sios Galary =

i ¥ Ipsertch MOVER Suppart: Duale Mickeks (Tpswich) | I o= - 7 o o+ Pagee Safety = Took = ighe
P =
Hu'ﬁ l’ suppﬂrt 5"E Great Support.
Intesnet Explover - Securlty Waming =
Sigred oro Ipswitch MOVE My Account | Sign Out
[0 you weank bo install this software?
, g h))
& Users Pubksher: [pswitch, Inc.
B roups
G Foiders % | o cptiors |
B rociages
= Logs it Files From the Intemet can be usehd, this Fle bype can pobertaly harm
& roports your compater, Only instal sof tware From publichess you bruet. Wihat's e sk | upload/download muttiple files
= nOr-Tepli Aticin, The Actiaet
Upload, Downdoad Wizard requires internet Explorer
Find File/ Folder;

After you complete these extra steps, the Wizard should automatically finish installing.
Install the Java Wizard

Installation of the Java version of Upload/Download Wizard is generally performed automatically by the
browser. The user will initially be presented the following window, asking if the user wants to run the
applet. The user should click "Run" here to allow the Java Wizard to run. Checking the "Always trust
content..." box is also recommended.
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Security Information El
The application’s digital signature has been verified. «
i i —
Do you want to run the application? =
Mame: MONEItMYizard Java
Publisher: Ipswitch Inc
From: htkps: ) froveiksuppart ipswikch, com
v &lways trust content fram this publisher,
Fun iZancel
Thiz application will run with unrestricked access which may put
E wour personal information at risk, The publisher's identity has bean MMore Information...
verified, Run this application only iF vou trust the publisher,

"Pre-Install" the Wizard

Windows administrators may "pre-install" the Upload/Download Wizard on selected Windows platforms by
downloading the appropriate Upload/Download Wizard "MSI" (MicroSoft Installer - "*.msi") package from

the MOVEIit support site and distributing it using standard MSI utilities.

Uninstall the Wizard - Manually

Uninstallation of the Upload/Download Wizard is only necessary for the ActiveX version. The Java version

is not actually installed on the local machine, so it never needs to be uninstalled.

To uninstall the ActiveX Wizard using Internet Explorer 7...

1. Click Tools | Manage Add-Ons | Enable or Disable Add-Ons
2. Select "Downloaded ActiveX Controls (32-bit)"
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Learn more about add-onz

Manage Add-ons x|
g Wiew and manage add-ons that are inztalled on your computer. Disabling or deleting add-ons might
" prevent some webpages from working comecty.
S e Dawnloaded Activex Contro
Marne | Publisher | Skaktus | Type | File
Enabled
.EI MOYEiEUpDownbviz Class  Ipswitch, Inc, Enabled Ackiver Control MCYEIEURh
Jl | i
— Settingz Delete Activek
Click an add-on name above and " Erable Click the name of an
and then click Enable or Dizable, = dctiveld control above and Welete |
= Dizable then click Delete.
Download new add-onz for Internet E=plore o

3.  Select the MOVEIitUpDownWiz Class and click the Delete button.

To uninstall the ActiveX Wizard using Internet Explorer 8...

1. Click Tools | Manage Add-Ons
2. Select "Currently loaded add-ons"
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x
Wisaw and manada your Intemel BExplorer add-ons
Hlame | Publisher = | Status | File date | Whersian | Load time:
Tpessaitch, T,
MOVER Dotz Class [peswitchy, I, Eriaiid Br18/a011 @36 ... 7.0.00
[ [ T — 2
[currenty Inzdsd adid-ore = o |
Selact an add-on to modify stahus o view detalls
B rnone toalbars Sl Eatermors. .
Learn maore about tookhars and extancions M

3.  Select the MOVEIitUpDownWiz Class and click the Delete button.

If you want to reinstall the wizard, restart Internet Explorer and sign on to MOVEit DMZ again - on the first
page with upload options the MOVEit Upload Wizard will be downloaded and automatically installed
again.

Configuring the Wizard

The Upload/Download Wizard can be configured by choosing My Account, then Change Wizard Status
(ActiveX or Java). See My Account. Both Wizards allow you to configure the default action, per file
extension, for downloaded files.

Both Wizards will automatically read the settings from supported browsers, so there is no need to
configure settings for HTTP/S proxy and client certificates.

Wizard Technical Hints

» After launching the Upload Wizard, hold down the CTRL key while you click the "Next >" button to get
version information.

» After launching the Upload Wizard, hold down the SHIFT key while you click the "Next >" button to get
an additional "debugging" window.

» To ensure that the Wizard is made available to all Internet Explorer users, make sure the Content
Expiration value is set to no less than 30 days on the COM web folder in your IIS settings. A setting of
"Immediately"” in this folder has been known to keep end users from downloading and installing the
Upload/Download Wizard.

» Starting in version 3.2, Upload/Download Wizard gained the ability to remember whether files with
certain extensions should be opened or saved automatically. These settings are stored in two different
places depending on whether the Java or ActiveX versions of the Wizard are used. The Java settings
are stored in a file called ".miwizrc" in an end user's home folder. (On Windows, this is the path listed in
the "USERPROFILE" variable, e.g. "C:\Documents and Settings\JSmith") The ActiveX settings are
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stored in the registry key "HKEY_CURRENT_USER\SOFTWARE\Standard
Networks\MOVEitUploadWizard\ExtensionHandling". (This is a unique tree for each user.)

« Advanced hint: Some firewalls or proxy servers block the "Transfer-Encoding: chunked" header used
by the Upload Wizard. When the Upload Wizard detects this situation, it reverts to a different upload
protocol. (This alternative protocol is not used by default, because it does not allow compression or the
creation of .zip files.) If you have software or network devices that block "Transfer-Encoding: chunked"
headers, and find that the MOVEit Wizard is not able to detect this, you can force the Upload Wizard to
use the alternative protocol by creating a value in the registry of the computer that is running Internet
Explorer.

Run RegEdit and navigate to HKEY_CURRENT_USER\Software\Standard
Networks\MOVEitUploadWizard. (If this key does not exist, create it.) Then create a DWORD value
named ForceNonLumpHashMode and give it a value of 1. This will force the Upload Wizard to use the
less efficient but more widely-accepted alternative upload protocol.

This must be done on every end-user's computer. Setting this value on the MOVEit DMZ server itself
has no effect unless you actually use Internet Explorer on the server.

» Organizations that wish to predistribute the ActiveX version of the Wizard or want to allow the control to
be "preinstalled" for all users by an Administrator account through a "normal” installation package can
obtain a simple Upload/Download Wizard "ActiveX" installation package from the MOVEit support site.
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A user account allows a single person, organization or device to authenticate to MOVEit DMZ. Admins,
SysAdmins and some GroupAdmins may add, delete and edit users.

Every account is guarded with a username and a password of a certain minimum strength. Frequently
accounts are also guarded with IP/hostname restrictions, interface/protocol restrictions, or an SSH key or
SSL certificate.

By default, any particular username is unigue to one organization, so a username can be shared between

organizations. The SysAdmin user, who has the ability to administer all organizations, can change this
setting so that an individual username can be used only by one organization.

ﬁ Users

User List

Filter: All Users sorted by Username

Username Full Name Last Signon Permission Action
f‘, bill Barkle 3/4/2010 2:17:01 FM User Clone - Delete
f‘, fred fred 3/8/2010 2:50:35 PM Admin Clone - Delete
& freddy  Freddy Masterson 3/5/2010 1:37:40 PM User Clone - Delete
& helga Helga Finlaysaon 3/8/2010 2:41:44 PM Admin Clone - Delete
f‘, john John Smith 3/8/2010 2:42:57 FM User Clone - Delete

Page 1 of 1/Users I fo 5 of 5 total @ 10 per page)
& Add New User

The main list of users has several columns:

e Username: The unique username of the user. People will use their username and their password to
sign onto MOVEit DMZ. Clicking on the username will open the User Profile for that user.

* Full Name: The full name of the user.

e Last Signon: When this user last signed on.

» Organization: The name of the organization to which this user belongs. (SysAdmins only.)

e Permission: This user's base permission set (TempUser, User, FileAdmin, Admin, SysAdmin).
» Action:

» Clone: Allows administrators to clone this user. When a user account is cloned, its settings, group
memberships, folder permissions, and home folder structures are all copied to the new account. This
action is useful in conjunction with "template" users for creating new accounts based on a
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pre-defined set of user parameters. Temporary users may not be cloned.

MOVEit DMZ will attempt to determine the best home folder path for the new user, based on the
cloned user's existing home folder path, and provide that path as the default value. Administrators
can change the home folder path as desired.

» Delete: Deletes this user (after confirmation)

An "add" link allows Admins to create new user accounts. (See "Adding a User" section below.)

Because there may be many users on the system, the list of users will be limited to a configurable number
per page. Page navigation links will be provided if the number of users exceeds this limit. The value is
configurable in the Account Options page.

User Filter

To make finding specific users easier, a filter section is provided to narrow down the list of users
presented.

Select Which Users to View...

Permission: |- Any - ¥| Status: |- Any - N

In Group: | - Any - M

Sort by: |Usemame ¥| _ wWhere Value Like:

- Apply Filters -

Permission:

- Any -: All users

End User: Only end users

Admin: Only administrators

FileAdmin: Only file administrators

GroupAdmin: Only group administrators

TempUser: Only temporary users

SysAdmin: Only system administrators (only available to SysAdmins)

Status:

- Any -: All users

» Active: Only active users
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* Inactive: Only suspended or locked out users
* Never Signed On: Only those users who have never signed on to the system
» Template: Only those users marked as "template" users

* In Group:
e - Any -: All users
» <Group Name>: Only users who are members of the selected group

* Sort By:
e Username: Sort results by username
* Full Name: Sort results by full name
 Last Signon: Sort results by last signon time

e ...Where Value Like:

* If not blank, only users whose field selected in the Sort By option value matches the provided search
term

Adding a User

The Add a New User page is divided into four different sections.
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Add a New User...

Assign a user account for each employee and/or customer with whom your organization must

communicate securely.

Username:

Full Name:

Email Address(es):

Email Notifications:
Permission:

Language:

O off ® on O on + Admin

® User O FileAdmin O Admin

Password Delivery:

Suggested
Password:

Password Creation:

® Set password now (Password must be manually delivered)

(O Set password now and email account information to new user
(WARNING: this message will not be encrypled and may be intercepted)

1zm97p

® Use Suggested Password (O Type Custom Password

[ Force user to change passwaord on first login
(VWARNIVG: the password selected above will be short-lived)

Folder will be created if it does not already exist. You may use the macros [USERNAME],
[FULLNAME], and [USERID] in the path.

Home Folder: fHome/[FULLMAME]
NHotes:

Group Membership:  [Ezst Coast
(Ctri-Click to select West Coast

multiple groups)

~ OR ~ Cancel and Return to the user list
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The first section is the general information section. Here is where the username, full name, email address,
notification setting, permission code, and language are entered. The notification setting determines if the
user will receive email notifications from the system. Setting a blank email address will automatically set
the notifications setting to "Off". Setting the notification setting to "On + Admin" will allow administrators
and GroupAdmins to receive special admin notifications when certain events happen to users under their
control, such as password and account expirations and user lockouts.

Each user must have a unigue username, and a unique full name, both of which may contain any
character in the ISO-Latin-1 (ISO/IEC 8859-1) character set, with one exception: the username cannot
use the slash ("\") character as it is a special character used to add an organization identifier to the
username. Email addresses do not need to be unique across users, and can even be left blank. NOTE:
These values may not begin with the characters "@!", for internal reasons.

The next section is the authentication section. This is where the password is set; the suggested password
may be used, or a custom password can be entered. The clickable keyboard is available here for entering
new passwords, to help thwart keystroke loggers.

Note: Maximum password length is 32 characters. Any new password created which exceeds the 32
character limit, will be truncated to the first 32 characters.

Also available in this section are the "Force user to change password on first login" and "Email new
password to user" options. The latter will only appear if the organization allows sending new passwords
by email. The "Force user to change password on first login" option will require the user to change their
password when they first sign on with their account (a similar option is available when changing a user's
password). The "Email new password to user" option will cause a plain-text email to be sent out to the
user, assuming a valid email address has been supplied, and the notifications setting is enabled,
containing the user's new account information, including the new password. (If an email address has not
been set, or the notifications setting is off, a warning message will be displayed prompting for
confirmation, and no email notification will be sent.)

When the current organization is operating in a "mixed" authentication mode (RADIUS then MOVEit or
LDAP then MOVE:it), another option will appear in the authentication section, called Authentication
Method. This allows the administrator to select the authentication method for the user. The authentication
method can be "MOVEit Only", "External Only", or "Both". When set to "External Only", MOVEit DMZ will
not allow users who fail to authenticate against an external server to be signed onto the system. When
set to "MOVEit Only", MOVEit DMZ will not attempt to authenticate a user using the external server; it will
use its own user database to authenticate the user. When set to "Both", MOVEit DMZ will first try to
authenticate the user using the external server, and if that fails, then attempt to authenticate the user
using its own user database.

In the next section, you can specify a default folder to be the user's home folder. The default entry,
"/Home/[FULLNAME]," creates a folder with the user's Full Name, which was entered at the top of this
form. You can also set the folder name to use the USERNAME, again entered on this form, or the USER
ID, which is an internal ID automatically generated when the user is created. This USER ID cannot be
changed and will always remain the same for the life of the account.

A second option here is to specify a different folder in place of the /Home folder. For example, you could
enter "/Users/[FULLNAME]." If the Users folder does not exist (in the Root folder), it will be created.

Other options for the user's home folder include: setting the user's home folder to any folder, provided it is
not a restricted type, in the MOVEit DMZ organization; setting up a shared home folder for multiple users;
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or not setting a home folder for the user. An Administrator can change the home folder setting for an
individual user, at any time, by selecting a user and going to the User Profile - User Settings options.

NOTE: If an expired user account is deleted, the user's home folder will also be automatically deleted,
unless someone else has explicit permissions to that user home folder. For more information, see the
Feature Focus - Expiration Policies topic.

The final section is the miscellaneous section, which contains an optional notes field, and a list of groups

to choose from to add the user to. Multiple groups may be selected by holding down the Ctrl key while
clicking.
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There are seven different levels of access a user may possess in the MOVEit DMZ system. The seven
levels in order of increasing privilege are Anonymous, Temporary User/Guest, User, GroupAdmin,
FileAdmin, Admin and SysAdmin.

The following table summarizes what each class of user permission can and cannot do. ("Y" = yes, "™*" = if
allowed/configured) Anonymous users (i.e., users who have not signed on) may only submit Webposts
and attempt to sign on to the system as an authenticated user.

Activity SysAdmin [Admin | FileAdmin | GroupAdmin | User | TempUser
Manage Organizations Y - - - - -
Manage Schemes Y - - - - -
Set/Download Debug Logs Y - - - - -
Set IP Lockout Policy Y - - - - -
Set User Lockout Policy Y Y - - - -
Manage Organization-Wide Y Y - - - -
Settings (e.g., Branding)

Configure and Run Reports Y Y - - - -
View Audit/Transfer Logs Y Y Y * * *
Manage Users and Groups Y Y - * - -
Manage Address Books Y Y - * - -
Create/Delete Folders Y Y Y * * -
Grant Permissions to Folders Y Y Y * - -
Manage Other Folder Settings Y Y Y * * -
Delete Files Y Y Y * * -
Upload/Download/Move/Copy - Y Y * * -
Files

Send/Read Packages - Y * * * Y
See a Restricted View Because - - - * * *
of Display Profiles

Hint: Permission to download or upload files from specific folders is controlled in the "Permissions and
Settings" section of those folders. Permission to send packages to specific users is controlled by
"Address Books." Users can also inherit various rights from the groups of which they are members.

Anonymous

By definition anyone who has not signed onto the system is an anonymous user. Anyone who has
signed onto the system becomes an authenticated user. As expected, an anonymous user enjoys the
narrowest set of rights on the MOVEit DMZ system.

File Rights: An anonymous user may submit web forms into specific MOVEit DMZ "webpost" folders.
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Anonymous users may not upload/download files or send/receive packages.

Administrative Rights: An anonymous user may view the login screen of any particular Organization. If
the user provides a valid username and password on the sign on screen, the user will be granted
additional rights. Anonymous users are also barred from seeing the current version number of product.
(Authenticated users may see the version number.)

Example(s):

» Nancy notices an advertisement on Woodstock First Bank's web site for a CD with a great rate. She
clicks on a "sign me up" link which displays a form the bank created. Nancy fills out the form and
submits it. The form opens a secure connection across the internet into the MOVEit DMZ system and
deposits whatever information Nancy provided into an encrypted file on the MOVEit DMZ system.
Nancy never needed to sign onto the MOVEIt DMZ system but she nonetheless took advantage of a
MOVEit DMZ feature. Therefore, Nancy is an anonymous user.

* Melissa is an IS employee of Woodstock First Bank and has an account on the MOVEit DMZ system.
She opens a browser bookmark on her local system which pops up the MOVEit DMZ system login
page. As long as Melissa sees the login page, Melissa is an anonymous user. After she successfully
logs in through this page Melissa will be an authenticated user.

Temporary User/Guest User

Temporary Users are an optional class of user that can be enabled and disabled per organization. They
are only available in organizations where Ad Hoc Transfer is enabled. Temporary Users are user
accounts that can be created by selected users on the DMZ system, and provide a minimal level of
access to DMZ resources. Temporary Users are only allowed to participate in Ad Hoc Transfer; they do
not have access to folders on the DMZ system and cannot upload and download files, except when those
files are associated with packages. They are only allowed to sign in to DMZ through the web and API
interfaces, not the FTP or SSH interfaces. Temporary users (like other users) can be configured to expire
after a certain amount of time has passed. (See the Expiration Policy Feature Focus page for more
information about expiration policies)

File Rights: A temporary user may view packages sent to them, download files from the package, and
may send packages to users who they are authorized to send to. Temporary users may not participate in
any other form of file transfer, and have no rights to any folders on the DMZ system.

Administrative Rights: A temporary user may change his or her password.

If the organization administrator configures Ad Hoc Transfer to create 'Temporary Users', when a
registered user sends a package, the temporary-user recipients will receive a password for that package
only. The temporary-user recipients will log on with that password, and can view a package, download
files in it, and reply to the package. The Temporary User will have an account on the MOVEit DMZ
system; the Temporary User suits limited-time use scenarios.

If the administrator enables Unregistered Senders along with "'Temporary Users', an unregistered user
can self-register as a temporary-user sender. The temporary-user senders will either be automatically
logged on after self-registering with a "Captcha" or they will manually log on with password using either a
password or "password link" sent by email after they self-register. Then they can create a package,
upload files to it, and send it.

Example(s):
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* Mary is a registered Ad Hoc Transfer user. She is on the phone with Thomas, who is not a registered
user, but she has a need to send a package and/or some files to Thomas. Normally, Mary would need
to get her administrator to add Thomas to the system, but because temporary users have been
enabled, Mary can send her package to an email address rather than someone in her drop-down
address book of registered users. As part of the process of composing her new package, Mary is
prompted for Thomas' email address, full name and a password; Mary gives Thomas that password
over the phone.

Thomas is now set up as a temporary user. Thomas has limited access to Ad Hoc Transfer (he can
only communicate with Mary) and his account will be automatically expired after 7 days of inactivity (or
whatever Mary's administrator set the temporary user expiration settings to be).

In a few seconds Thomas will get an email message containing a link to the new package Mary posted
for him. He can use his email address and the password Mary provided him over the phone to sign on,
view the package, download files, and reply and send files to Mary.

» David is an unregistered user, but he has access to a MOVEit DMZ sign on page or equivalent that has
be configured to enable self-registration as a temporary user. He has a need to send a package and/or
some files to Mary, a registered Ad Hoc Transfer user. Normally, Mary would need to get her
administrator to add David to the system, but because self-registration as a temporary user has been
enabled, David can self-register and send Mary a package to her email address. Following the process
of self-registering, as configured by the organization administrator, David enters Mary's email address,
his email address, and the letters in the presented "Captcha" question (which shows distorted letters
and requires correct entry). David is next asked to enter a password.

David now set up as a temporary user. For this package, he has limited access to Ad Hoc Transfer (he
can only communicate with Mary) but he has been set up to have wider access (the ability to send to
other users) until his account expires. His account will be automatically expired after 7 days of inactivity
(or whatever Mary's administrator set the temporary user expiration settings to be).

In a few seconds Mary will get an email message containing a link to the new package David sent to
her. She can use her email or DMZ account to view the package, download files, and reply and send
files to David.

A Guest User has capabilities similar to a Temporary User, except that the Guest User is further restricted
to viewing or sending a single package. If the administrator configures Ad Hoc Transfer to use 'Package
Passwords', when a registered user sends a package, the guest-user recipients will receive a password
for that package only. The guest user recipients will log on with that password, and can view a package,
download files in it, and reply to the package. The Guest User will not have an account on the MOVE:it
DMZ system; the Guest User suits one-time use scenarios.

If the administrator enables Unregistered Senders along with 'Package Passwords', an unregistered user
can self-register as a guest-user sender. The guest-user senders will either be automatically logged on
after self-registering with a "Captcha" or they will manually log on with password using a password sent
by email after they self-register. Then they can create a package, upload files to it, and send it.

User

User accounts provide a basic level of access to the clients, customers and partners of a particular
organization. Every user account comes with a home directory into which users can upload files for the
organization and into which the organization will copy files for the user. Through the use of secure
sockets, an encrypted channel is used to transport sensitive files safely between a user's home folder and
the user's local computer across the Internet.

Frequently users are granted additional privileges to read files from organizational distribution folder.
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A user lacks the power to view the files or activities of other users, but a user does have online access to
an extensive audit of every activity which took place against their files or account. In any active
organization most MOVEit DMZ accounts will be user accounts.

File Rights: A user may transfer files between his or her local computer and his or her home folder. A
user also frequently has the ability to read files from one or more distribution folders.

Administrative Rights: A user may track his or her files and may see when changes were made to his or
her account details. A user may change his or her own password, contact information and email address.

Example(s):

e Max is an employee in the human resources department of Argyle Industries. Argyle Industries uses
Woodstock First Bank to process its payroll. Max wants to send his highly sensitive payroll file in a
secure fashion directly to Woodstock First Bank. Max should not be allowed to see the payroll files sent
in by other companies. Max is an ideal candidate for a user account.

» Fred is a customer of Plaid Software, having purchased its award-winning Kilt software and related
support. Plaid Software wishes to make the latest version of Kilt available to its customers at all times
so it sets up a "Kilt" distribution folder and allows Kilt licensees to download files from this folders. Fred
is an ideal candidate for a user account with additional rights to read from the Kilt distribution folder.

GroupAdmin

GroupAdmin permission is granted to Users on specific Groups. This class of permission will NOT appear
in the "Permission" field of a user's record, but it will be indicated in the list of groups this user belongs to.
GroupAdmin permission can mean different things depending on the specific group settings, but it
generally means that a GroupAdmin has a limited ability to add/remove/modify other users in the
GroupAdmin's group.

GroupAdmins are typically promoted to their position to allow remote administrators access control over a
group of related users. For example, an insurance company may delegate GroupAdmin control to an IT
staffer at a partner provider with twenty separate users on the insurance company's MOVEit DMZ. This
would allow the IT staffer to control access by employees (or ex-employees!) of his own company. (This is
particularly useful when dealing with companies with high turnover.)

See the "Web Interface - Groups - GroupAdmins" documentation for more information.

Hint: Add all users to an "All Users" group and make help desk Users GroupAdmins of the "All Users"
group to allow your help desk to change passwords but not access the MOVEit filesystem.

FileAdmin

FileAdmin accounts allow selected people in the offices of a single MOVEit DMZ Organization to work
with ALL files received from multiple Users and multiple anonymous web form submissions. Because of
its relative power, the FileAdmin access level is an optional access level designed as a convenience for
small organizations who wish to give a small group of trusted people complete access to any file which
passes through their organization. (Larger organizations will find it useful to divide sections of file authority
by assigning privileges to user groups.) One exception to this rule are accounts set up to allow MOVEit
Central to connect; Central accounts are commonly FileAdmin accounts.
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Hint: Use a FileAdmin account to connect MOVEit Central to MOVEit DMZ.

File Rights: A FileAdmin may view, edit, move, delete and download files from any folder in his or her
Organization. A FileAdmin may create new folders or delete old folders. A FileAdmin may also upload
files from his or her local computer into the MOVEit DMZ system.

Administrative Rights: A FileAdmin may track any files in his or her Organization including all files
uploaded by his or her Organization's Users. A FileAdmin may see when changes were made to his or
her account details. A FileAdmin may change his or her own password, contact information and email
address.

Example(s):

» Erik is a corporate accounts specialist with Woodstock First Bank. Erik wants to pick the payroll files
from Argyle Industries and several other customers off the MOVEit DMZ system. Erik should not have
the power to change the corporate color scheme or add new users. Erik is an ideal candidate for an
FileAdmin account.

» A corporation would like to set up an MOVEit Central inside their private network to automatically
download and process files received from various customers. IT staff would like the MOVEit Central to
browse and pull files from any folder on the MOVEit DMZ system. MOVEit Central will most likely
require a FileAdmin account.

Admin

The most powerful account in any Organization is an Admin account. These accounts allow people in the
office of a MOVEit DMZ Organization to control the appearance, users, groups and security settings of
their particular Organization. An Administrator has the power to add and delete other users, change
colors and specify who users should contact with problems or questions. There will normally be only one
or two Administrators for each MOVEit DMZ organization.

File Rights: (same as FileAdmin) An Administrator may view, edit, move, delete and download files
from any folder in his or her Organization. An Administrator may create new folders or delete old folders.
An Administrator may also upload files from his or her local computer into the MOVEit DMZ system.

Administrative Rights: An Administrator may track any files in his or her Organization including all files
uploaded by his or her Organization's Users. An Administrator may see when changes were made to any
account in his or her Organization. An Administrator may add or delete Users, FileAdmins and
Administrators and may change the password, contact information and email address of any user in his or
her Organization. An Administrator may change Organizational settings such as colors, corporate logo,
contact information and the "Message of the Day" displayed to everyone who signs onto his or her
Organization.

Example(s):
» Lindais a trusted IT manager of Woodstock First Bank. Linda is in charge of adding and removing user
accounts, matching the appearance of the MOVEit DMZ system with the Woodstock First Bank theme

and occasionally needs to figure out what happened to a certain file. Linda is an ideal candidate for an
Administrator account.

SysAdmin
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The most powerful accounts on any MOVEit DMZ server are SysAdmin accounts. SysAdmin accounts
allow people from the organization(s) hosting and/or sponsoring the MOVEit DMZ server itself to create,
configure and remove Organizations. A SysAdmin also has the power to act as an Administrator of any
particular Organization on the MOVEIit DMZ system with one important exception: SysAdmins are not
allowed to read or write files to or from any particular organization. This restriction not only enforces the
privacy and confidentially of each organization, but also ensures that the administrators of each system
remain in control over those users who may work with the local filesystem.

Because of their great power, SysAdmin accounts should be protected carefully and used only to
establish, configure or remove organizations or to change global settings which no other account can. (By
default SysAdmins are allowed onto the system only if they are actually seated at the MOVEit DMZ
console.)

Hint: Unless you run a data center with multiple MOVEit DMZ organizations, it is generally easier to do
most of your administrative tasks (e.g., add/delete users) as an Admin in your default organization instead
of as a SysAdmin.

File Rights: A SysAdmin may view, download and delete system-wide audit files. SysAdmins may NOT
view, upload or download files to or from institutions, although SysAdmins certainly do have this power
within their own restricted "Org #0".

Administrative Rights: A SysAdmin may track any significant errors which occurred on the system as
well as any activities he or she or any other SysAdmin performed. A SysAdmin may enable or disable any
file processing service and may add, modify or delete entire Organizations. (More power is available after
assuming the role of Administrator for a particular Organization.)

Special Abilities: A SysAdmin may assume the role of an Administrator for any Organization. When a
SysAdmin "drills down" into an Organization, a SysAdmin temporarily loses the abilities of a SysAdmin
and gains those of that Organization's Administrator, minus the ability to work with files. A SysAdmin may
"pop up" into full SysAdmin mode by leaving that Organization.

Example(s):

» Standard Bank Services purchased MOVEit DMZ to provide secure data transport and collection
services to three member banks. Jason is an employee of Standard Bank Services and has been given
the task of setting up and maintaining Organizational accounts. As part of his duties Jason also

provides help over the phone and he occasionally finds it useful to view Organizational settings. Jason
is an ideal candidate for a SysAdmin account.

Navigation Links

The navigation links displayed on the left side of the screen are determined by the current user's
permission.
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The following table summarizes the relationship between permission and visible links. ("Y" = yes; "*" = if
licensed and org-level option enabled)

Link GuestUser | TempUser User GroupAdmin FileAdmin Admin SysAdmin
Home - Y Y Y Y Y Y
Users - - - Y - Y Y
Groups - - - - - Y Y
Folders - - Y Y Y Y Y
Packages Y * * * * * -
Logs - - Y Y Y Y Y
Reports - - - - - Y Y
Settings - - - - - Y Y
Orgs - - - - - - Y
Schemes - - - - - - Y
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Web Interface - Users - Profile

The "user profile" page provides information about a single user and links to edit permissions, access
rules and other attributes. The following sections are currently available on this page:

» General Information

e User Authentication

» User Settings

» Group Information

» Address Book Information

General Information

General Information

Username: john

Full Hame: John Smith
User ID: johnz2lyj4dc89ta
Permission: User

Notifications: via HTML-Format Email (jsmith@ipswitch.com)

Language: English
Created: 3/2/2010 11:49:14 AM by fred

3 Change Information

=3 Views Home Folder (/Home/John Smith)

=) View Folder Access List

< View User Logs

EB Send Package to John Smith

"Change Information" Link

This link allows administrators to change the full name, email address, and other general properties of this
user.
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Edit Information About This User...

Although user IDs CAMMOT be changed, usernames, full names, and other fields CAN be changed.
Press the "Change User Information" button below to save the amended user information.

User ID: johnz2lyj4dcBats

Username: ]Elhl'l

Full Name: John Smith

Email Address(es): jsmith@ipswitch.com

You may specify multiple email addresses - separate each address with & comma |, ).

Email Notifications: © off - ® on - O 0On +Admin
Permission: O Admin - O FileAdmin - @& User

Preferred Email Format: & HTML O Text

Language: |English |+

Hotes:

[ - Change User Information - ]

» User ID: Aninternal ID automatically generated when this user is created. This value cannot be
changed, and will always be the same for the life of this account.

» Username: The login name of this account. If home folders derive their name from usernames ("from
full name" is the default), then the user changing this value will be prompted to also change the user's
home folder name. Changing the home folder name may affect automated transfers already in place.

« Full Name: The full name of this account. If home folders derive their name from full names (“from full
name" is the default), then the user changing this value will be prompted to also change the user's
home folder name. Changing the home folder name may affect automated transfers already in place.

* Email Address(es): The email address or addresses that notification emails for this user will be sent
to if Email Notifications are enabled. Multiple email addresses may be entered by separating them with
commas.

» Email Notifications: This option determines whether the user will receive email notifications of events
such as new files or packages. Setting the option to "On+Admin" will cause the user to receive
administrative notifications when other users expire or are locked out, or other such events, but only if
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the user is an Admin or a GroupAdmin.

NOTE: This option must be set to "On" or "On+Admin”, AND a valid email address must be present for
email notifications to be sent to this user.

» Permission: The user's permission can be changed here to an Admin, FileAdmin, or regular User. See
the Permissions page for more information about the different permission classes.

» Preferred Email Format: This option allows an administrator to set the preferred email format for
notifications sent to this user. Notifications may be in HTML form, or Text form.

» Language: This option will only be available in multi-language organizations. End Users are normally
allowed to change this option unless restricted by a display profile. The value of this option controls not
only the language used by the end user in the Web and FTP Interfaces, it also controls the language in
which notifications are sent.

» Notes: Changing this value will not have any affect on the system. This is the only place this
information is used.

Hint: It is usually best to derive home folder names from usernames (which are usually changed less
frequently) rather than full names if you anticipate several full name changes in a environment in which
automated transfers are wide-spread.

Hint: DISABLE notifications on your automated users, especially any FileAdmin users used by MOVEit
Central to connect to MOVEIit DMZ. A blank email address will also be treated like a disabled notification.

If the user is a Temporary User, an option will be provided on this page to convert the account to a full
End User. To do so, simply click the "Promote Temp User to End User" button. When this is done, a
home folder is created for the user, and any limited group memberships the Temporary User has will be
converted to normal memberships. The user will also be switched to use the default End User expiration
profile, if one is currently assigned in the organization. For more information about the differences
between Temporary Users and End Users, see the User Permissions page.

"View..." Links

There are four convenience links which may be displayed on a user profile:

» View Home Folder - Provides a direct link to the user's home folder. (This link will be hidden for
temporary users.)

» View Folder Access List - Pulls up the User Folder Access Permissions page, which lists all the
folders on the system that the user has access to, and the permission type that gives them that access.
(This link will be hidden for temporary users.)

* View User Logs - Pulls up a pre-filled "user log" request.

» Send Package - Addresses a hew package to this user. (Only available if Ad Hoc Transfer is enabled
on this organization.)

User Authentication
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User Authentication

Last Signon: 3/8/2010 2:42:57 FM

Account Status: Active - Change Status

Expiration Policy: Using 'Default TempUser Expiration Policy' - Change Policy
Authentication Source: MOVEit Only

Password: - Change Password

Credentials Required for Access: [in addition fo Username)
HTTP Server: Web Interface: Password Only with SSL HTTP Policy

HTTP Clients: Password Only with S5L
FTP Server:  Secure (S5L): Password Only with SSL  FTP Policy
Insecure: Not Allowed

SSH Server:  S5H Client Key OR Password SSH Policy

Remote Access Policy:
IP/Hostname: Use Default Rules - Select Ruleset - View Rules
Multiple Signons: Allowed - Change Multi Signons

Last Signon

This line shows the date and time of the user's last successful signon.

Account Status

User accounts may be "Active", "Inactive”, or "Template". Only when an account is "Active" will users be

allowed to sign on to it. Clicking the "Change Status" link will allow an administrator to change the status
of the user.
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Change Account Status...

The account status indicates whether or not this account will be allowed to sign on, how
notifications reach it and how expiration policies affect it.

s Active - Allowed to sign on; allowed to receive notifications; expiration policies will take
effect.

s Inactive - Mot allowed to sign on; not allowed to receive notifications; expiration policies wiill
take effect.

+ Template - Mot allowed to sign on; not allowed to receive notifications; expiration policies will
not take effect.

Mew accounts are marked "Active" by default. Accounts can be marked "Inactive" through this
interface or may be locked out because of authentication violations. Accounts marked "Template”
are typically cloned to create news and active users. (Account status is never cloned, but is instead
ahways set to "Active".)

The optional "Remark" field provides a space to quickly explain status changes to the next
administrator who checks this user's status.

status:

Hew Status Remark:

[ - Change Account Status - ]

"Inactive" accounts are not allowed to sign on and do not receive email notifications. Accounts may be
manually set to "Inactive”, or they may be set "Inactive" automatically for one of several possible reasons,
such as failure to change a password within a specified amount of time or too many attempts to guess an
unknown password during login.

Administrators may either manually unlock an inactive account or, in the case of too many bad password
attempts, simply wait for a timer to automatically unlock an account. (Accounts locked for security reasons
are also visible on an administrator's home page; email notifications of such lockouts are also sent to all
administrators with "admin notifications" turned on.)

"Template" accounts are also not able to sign on and do not receive email notifications. The difference
between "Inactive" and "Template" accounts is that template accounts are not subject to account
expiration, even if an expiration policy is set on the account. As a result, template accounts are typically
used as a parent account for user cloning, both for manually created users, and for users created
automatically (such as by an External Authentication source). In these cases, the resulting user will have
the same expiration policy and other settings as the template account, but unlike the template account,
will be subject to that expiration policy.

Expiration Policy
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User accounts may be assigned expiration policies either by user class or individually. The expiration
policy assigned to the user will be listed here, and an indication will be provided if the user is currently
expired by that policy. Clicking the "Change Policy" link will allow an administrator to change the policy
assigned to the user.

Change Expiration Policy...

Expiration Policy: | Default TempUser Expiration Policy +

[ - Change Expiration Paolicy - ]

Current Policy Settings...

This account will expire
on 3/15/2010 2:42:57 PM unless account is used again (7 ga)y’s) after last signon) - Reset Last
Signon

On this page, the current expiration policy assigned to the user will be shown, along with the details of
when the user will be expired by each method enabled in the policy itself. If no policy is assigned, "- None
-" will be shown. Selecting a different policy and clicking the Change Expiration Policy button will change
the policy assigned to the user.

NOTE: If an expired user account is deleted, the user's home folder will also be automatically deleted,
unless someone else has explicit permissions to that user home folder.

Under Current Policy Settings, an information string is displayed stating the details of when the user will
be expired according to the current policy. As applicable, a link might be provided to enable reset. For
example:

"This account will expire...

on 8/30/2012 1:06:53 PM unless account is either used again or receives a new package (7 day(s) after
last signon or received package) - Reset Last Signon

Note that while users with a status of "Template" can have expiration policies assigned to them, they are
not actually subject to the rules of that policy. However, users cloned from such an account will have the
same expiration policy assigned initially and will be subject to the policy's rules.

Authentication Source

This line shows which authentication source the user is currently using. The possible authentication
sources are:

« External Only - This value indicates that the user is being authenticated by an external source only.
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This value is automatically applied when the organization is set to only use external sources for
authentication. This value may also be applied to the user when the organization is set to use both
external sources and the internal user database for authentication.

NOTE: When a user is configured for External Only authentication, they will not be allowed to change
their password through the Account Options page. All password changes will need to be done through
the external authentication server itself.

» External then MOVEit - This value indicates that the user will first be authenticated by each active
external source available to the organization. If all of those sources fail, the user will be authenticated
against the internal user database using a cached copy of the most recently successful external
authentication password. This value is only available when the organization is set to use both external
sources and the internal user database for authentication.

* MOVEIit Only - This value indicates that the user will only be authenticated by the internal user
database. It is only available when the organization is set to use both external sources and the internal
user database for authentication. Users created through the MOVEit DMZ web interface will default to
this authentication source unless a different source is selected.

A link will also be shown when the organization is set to use both external sources and the internal user
database for authentication, to allow an administrator to change the user's authentication method. Also
available to change is the user's external authentication source affinity, which determines which external
authentication source the user primarily authenticates with (for more information about external
authentication, see the Authentication Method section of the Settings - Security - User Policy page).

For users created automatically by an external authentication signon, the authentication method and the
authentication source affinity will be set automatically. The authentication method applied to users created
in this manner can be configured for each external authentication source in the organization. The
authentication source affinity is automatically set to the authentication source that the user was created
from.

Change Authentication Method

The user's Authentication Method determines how the user will be authenticated when logging on to
an organization that allows different forms of authentication. The External then MOVEit method wiill
cause the user to authenticate against the organization's list of external authentication sources first.

If those methods can't be accessed, or fail to authenticate the user, the system wiill attempt to
authenticate the user against the internal user database. The External Only method will only attempt
to authenticate the user against the organization's external authentication sources. The MOVEit Only
method will only attempt to authenticate the user against the internal user database.
Authentication Method: | MOVEit Only M

l - Change Authentication Method - ]

Password

The Password line shows the current status of the user's password. If password aging is enabled, it will
show the number of days left until the password expires, and the number of days until the user will be
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warned of password expiration, if password expiration warning is enabled. The Change Password link
opens the Change Password page, which allows the administrator to change the password and several
password related settings for the user.

Change Password...

Password Delivery: ® Set password now (Password must be manually delivered)
O Set password now and email new password to user
[TARNIVG: this message will not be encrypted and may be

intercepted)
Suggested Sk Evdh
Password:
New Password: ® Use Suggested Password O Type Custom Password
[l Force user to change password an next login.
(TARNIVG: the password selected above will be shart-lived)
Mow press the "Change Password" button: [ - Change Password - ]

Change Password Aging Exemption

This user is exempt from password aging:

O ves @® No

[ - Change Password Aging Exemption - ]

Change Password Permissions

Prohibit user from requesting automatic password changes:

O ves @® No

[ - Change Password Permissions - ]

Admin may choose to use the suggested password, or enter their own password, by selecting the
appropriate New Password option. If the Use Custom Password option is selected, a new password field,
and a password confirmation field will appear for the admin to enter the new password. The clickable
keyboard is available here for entering new passwords, to help thwart keystroke loggers.
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Note: Maximum Password length is 32 characters. Any new password created which exceed the 32
character limit, will be truncated to first 32 characters.

The "Email password to user" checkbox, when checked, will cause an insecure plain-text email
notification to be sent to the user with their new password. This feature is only available if the organization
has allowed the sending of password notifications. Enabling this option will automatically turn on the
"Force user to change password" option, for security reasons.

The "Force user to change password on next login" checkbox, when checked, will require the user to
change their password on their next login. If the user is currently suspended because their password
expired, another checkbox will appear allowing the administrator to re-activate the user at the same time
their password is changed.

The "Change Password Aging Exemption" section allows an administrator to designate this user as
exempt from the usual password aging restrictions which would normally force this user to change his or
her password every X days. (Password complexity, password history and other password strength
requirements remain in effect even if this option is checked.)

Hint: Consider exempting automated users from password changes, especially any FileAdmin users used
by MOVEit Central to connect to MOVEit DMZ.

The "Change Password Permissions" section allows an administrator to prohibit a user from requesting
an automatic password change, even if the current organization settings allow password change
requests.

Credentials Required for Access

This section displays the various interfaces the user may use to access the MOVEit DMZ server, and
which credentials are required to successfully authenticate. The username is required for all
authentication methods, so is not listed. Each major interface type (HTTP, FTP, and SSH) provides a link
which allows administrators to edit the permissions and required credentials for each interface for the
user. SSL Client Certs are managed by clicking either the HTTP Policy link or the FTP Policy link, and
SSH Client Keys are managed by clicking the SSH Policy link. In addition, if there are any pending SSL
Client Certs or SSH Client Keys attached to the user which need to be accepted or denied, notes will
appear under the HTTP Server, FTP Server, and/or SSH Server sections indicating the number of
pending certs and/or keys.

e HTTP Server:
* Web Interface: Web browser interface.
* No Access Allowed - The user is not allowed to use this interface.

SSL Client Cert OR Password - An SSL client certificate or a password are required.

SSL Client Cert AND Password - An SSL client certificate and password are required.
SSL Client Cert Only - Only an SSL client certificate is required.
Password Only with SSL - A password is required, with or without an SSL client certificate.

* HTTP Clients: Non-browser HTTP interface, used by other MOVEit clients such as MOVEit Central
and MOVEit DMZ API.

* No Access Allowed - The user is not allowed to use this interface.
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SSL Client Cert OR Password - An SSL client certificate or a password are required.

SSL Client Cert AND Password - An SSL client certificate and password are required.
SSL Client Cert Only - Only an SSL client certificate is required.

Password Only with SSL - A password is required, with or without an SSL client certificate.

* FTP Server:
e Secure (SSL): FTP/SSL interface.
* No Access Allowed - The user is not allowed to use this interface.
e SSL Client Cert OR Password - An SSL client certificate or a password are required.
e SSL Client Cert AND Password - An SSL client certificate and password are required.
e SSL Client Cert Only - Only an SSL client certificate is required.
e Password Only with SSL - A password is required, with or without an SSL client certificate.

* Insecure: Plain-text unencrypted FTP interface.
* No Access Allowed - The user is not allowed to use this interface.

e Password Only - A password is required. Requires Non-Secure FTP to be enabled and allowed for
the IP addresses for the user. See the FTP Configuration doc page for more information.

* SSH Server: FTP over SSH (SFTP) interface.
» No Access Allowed - The user is not allowed to use this interface.
* SSH Client Key OR Password - An SSH client key or a password are required.
* SSH Client Key AND Password - An SSH client key and password are required.
» SSH Client Key Only - Only an SSH client key is required.
» Password Only - Only a password is required.

Remote Access Policy

Administrators have the ability to limit user access to particular IP and hostname addresses. By default,
the IP and hostnames from which a particular user or administrator may access MOVEit DMZ are
controlled by the organization's default remote access settings (available on the Settings page), but
Administrators may specify custom access rules by selecting a CUSTOM ruleset and then defining that
ruleset.

The "IP/Hostname" line displays the current remote access ruleset being used by the user, either Default
Ruleset or Custom Ruleset. Also available are two links. Click "Select Ruleset” to choose either the
Default Ruleset or a Custom Ruleset. Click the "View Rules" to either see how the default rules apply to
this user or to change custom rules.
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Remote Access Settings

select Ruleset:
) Use Custom Rules
® Use Default Rules (View Default Rules)

| - Change Eemote Access Settings - |

The "View Custom Rules" link will be present only after you select "Use Custom Rules."

Remote Access Ruleset

The following {custom) ip/hostname permissions apply to this user and this user only.

Rule Hostname/IP Comment Action
Deny  192.168.3.170 Deny from Admin PC (%) Edit Delete
Allow 192.168.3.7 Allow from network @ Edit Delete

Add Mew Remote Access Rule

The interface for adding, editing, and deleting custom IP/Hostname rules is similar to the default
IP/Hostname interface available through the organizational settings page.

Administrators may also prevent the user from signing on multiple times using the same interface from
different client machines. The Multiple Signons line displays whether the user is allowed to do so, and
also provides a link for changing the setting for the user.

When multiple signons are prohibited, a user will not be allowed to sign on from more than one IP
address to the same interface. For example, a browser session for the "jsmith" user would be allowed
from 192.168.1.1, but a second concurrent “jsmith" browser session from 192.168.2.2 would be refused.

At the same time, however, "jsmith" could sign on using an FTP client from 192.168.2.2, because the web
and FTP are two different interfaces.

User Settings
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User Settings

Folder Quota: MNone - Change Folder Quota

Ad Hoc Quota: None - Change Ad Hoc Quota

Package Expiration: None - Change Expiration

Send To Unregistered: Allowed (by Org)- Change Unregistered Recipients

Send Attachments: Allowed by Org)- Change Attachment Settings

Attachment Download Limits: Mone - Change Download Limits

Home Folder: /Home/Aaron - Change Home Folder

Default Folder: /Home/Aaron - Change Default Folder

Shared Account: No - Change Shared Account Status

Upload/Download Wizard: Prompt - Change Wizard Status

Sign On/Sign Off Logging: All - Change Logging Status

Folder Quota

Administrators can set a quota for a user that will prevent the user from uploading more than a certain
amount of bytes to the DMZ system. The quota may be configured in kilobytes or megabytes, and applies
to files this user uploads or creates. For example, a user with a 5 megabyte quota could upload a 2
megabyte file and a 3 megabyte file, but not two 3 megabyte files. As files are deleted from the system
(often by the processing organization), the user is allowed to upload additional files. For example, a user
with a 5 megabyte quota could upload 4 megabyte files on Monday, Tuesday and Wednesday as long as
the processing organization deleted them from MOVEit DMZ each night.

Hint: The file attachment quota for packages is set in the "Ad Hoc Quota" section.

Ad Hoc Quota

Administrators can set quotas on the amount of bytes a user can send in packages, which includes
attached files and any notes. A quota can be set on the total number of bytes in packages sent within a
given number of days. A quota can also be set on the number of bytes a user can send in any one
package.

Package Expiration
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Shows the default number of days, after which the package expires and files are no longer available to
recipients. Administrators can set a custom value for a user.

Send to Unregistered

Normally, whether or not a user can send packages to unregistered users is governed by the settings of
the organization, and possibly the settings of the groups that user is a member of. However, it can also be
changed here, to deny a user from being able to send to unregistered users, even if that user would
normally be allowed to. The current permissions for this user are shown here, and the user's 'Send to
Unregistered' setting can be changed by clicking on the 'Change Prohibition’ link.

Send Attachments

Whether or not a user can add file attachments to packages is governed by the settings of the
organization, and possibly the settings of the groups that user is a member of, but administrators can use
this setting to prohibit a user from adding files to packages.

Attachment Download Limits

Shows the default number of times recipients of a package can download a file. This is the total number
of downloads for all recipients, so if the limit is 10 and one recipient downloads a file 10 times, then the
file will no longer be available for download. Administrators can set a custom download limit for a user by
setting a default value and maximum for downloads for the user.

Home Folder

A user's home folder is the folder to which the user gains automatic permissions, depending on the
Default Home Folder Access organization setting. Normally, the home folder is also used as the default
folder, meaning it is the folder the user gets to navigate to and upload to by default.

By default, when a new user is added, MOVEit DMZ creates a folder with the user's Full Name in the
Home folder, for example: /Home/John Smith.

To change the home folder, select from the available folders, then click Change Home Folder. If you want
to set the user to have no home folder, select None from the Home Folder list.

Default Folder

By default, a user's home folder is their initially selected choice when uploading a file to the DMZ system.
A link is also provided on their Home page to go directly to their home folder. This setting allows an
administrator to change the "default" folder for a user to any other folder on the system. When a user
goes to upload a file, this folder will be the folder initially selected as the destination. A link will also
appear on the user's Home page which takes them directly to the default folder. The default folder is also
where the user will be placed when signing on to the DMZ system through the FTP or SSH servers.

The Edit Default Folder Settings section of this page contains settings related to the user's default folder:

» Make Default Folder the Root Folder (“chroot") When Using FTPS or SFTP - When enabled, the
user's default folder will become their root folder when they sign on through the FTPS or SFTP
interfaces. The only files and folders the user will be able to see will be those that are in or below the
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default folder, and the user will be prevented from navigating to a directory that is outside their default
folder.

Shared Account

User accounts are typically used by a single user only, and have full access to the files that they upload,
and the log entries that they have generated. Sometimes a single user account needs to be used by
several users though, in which case each individual shouldn't necessarily be able to see the activities of
other people using the account. The Shared Account setting should be enabled for such accounts. When
enabled, this option will hide files uploaded to write-only folders by all people sharing the account. (Files
uploaded to write-only folders are normally visible to the user that uploaded them.) It will also hide log
entries created by the user, and prevent the user from altering account settings such as email address
and password.

Upload/Download Wizard

This section determines whether or not a user will be prompted to install the Upload/Download Wizard if
they do not already have it installed. When the Prompt to install Upload/Download Wizard setting is set to
Yes, users who do not have the wizard installed will be prompted about it, and asked if they want to install
it, after they sign on. When set to No, users will not be prompted about the wizard, though they will still be
able to use the wizard if it is already installed. Users may also install the wizard from their Account
Options page.

Sign On/Sign Off Logging

For automated user accounts that frequently access MOVEIitDMZ via FTP/SSH to look for new files, you
can turn off database logging of successful sign-on/sign-off events. This will prevent the performance
issues and timeouts from excessive logging. The default logging setting is "All"*, meaning all events, both
successes and failures, will be logged. The alternative logging setting is "Failures Only".

To turn off - or turn back on - successful Sign On/Sign Off logging for the user, click the Change Logging
Status link. In the Edit Sign On/Sign Off Logging Status page, click Yes or No for the setting ("Suppress
successful Sign On/Sign Off attempts from being logged to the database"). Click the "Change Logging
Status" button. Then click "Return to the full user profile" link to return to the main user profile page.

Edit Sign On/Sign Off Logging Status...

When this option is enabled, successful Sign On and Sign Off actions by this user will not be stored in the database.

Suppress successful Sign On/Sign Off attempts from being logged to the database: Yes @ No

| Change Logging Status |

~ OR ~ Return to the full user profile

Group Information
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Group Information

Member of Groups: East Coast (a5 GroupAdmin)

ﬂ Join or Leave Groups

This section allows an Admin and some GroupAdmins to add and remove this user to/from groups. If this
user is a GroupAdmin or has another special relationship to a group, it will also be noted here.

Address Book Information

The address book for a user contains the list of users and groups this user will be able to send packages
to if Ad Hoc Transfer is enabled.

Address Book Information

Members of Address Book:
Barkle

Freddy Masterson

Helga Finlayson

GROLWUFP: East Coast

GROUP: West Coast

@ Edit Address Book for this User

Clicking on the "Edit Address Book for this User" link will bring up the Edit Address Book page for the

user. Here, the list of users and groups that this user will be able to send packages to can be added to or
modified.
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Edit User Address Book

User/Group Allow Packages to Members

Barkle -

Freddy Masterson -

Helga Finlayson -

GROUF: East Coast Mo

GROUP: West Coast Mo

fred

Select User or Group:
[Ctri-Click to select multiple users and/or groups)

[] Allow Sending Packages to Individual Members of Group(s)

Also Add John Smith to Address Books of Selected Users/Groups

Action

Femave
Femove
Femave
Femove

Femove

[ Also allow John Smith to upload files to home folders of selected USERS and visa versa

[] Also allow selected GROUPS to upload files to home falder of John Smith

’ - Add Entries -

The current list of users and groups in this user's address book is shown at the top of the page. The list

has three columns:

e User/Group: The username or group name of the address book entry.

* Allow Msgs to Members: This property is only available for groups. When set to Yes, the members of

that group will also be shown in this user's list of available recipients.
« Action:
» Remove: Removes this entry from the address book

A list of users and groups who can be added to this user's address book is also shown. Selecting one or
more users and/or groups from the list and then clicking the "Add Entries" button will add those users and
groups to this user's address book. Multiple selection is possible by holding down the Control key when

selecting entries. Additional options are available to modify the result of adding the new entry:
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» Allow Packages to Individual Members of Group(s): The user will be able to see the members of
the added group in their list of available recipients.

» Also Add (USER) to Address Books of Selected Users/Groups: Adds the current user to each of
the selected users' and/or groups' address books.

* Also allow (USER) to upload files to home folders of selected USERS and visa versa: Gives the
current user Write permissions to each selected users' home folder, and visa versa.

» Also allow selected GROUPS to upload files to home folder of (USER): Gives each selected group
Write permissions to the current user's home folder.
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Web Interface - Groups - Overview

A group organizes several users and makes assignment of permissions easier. For example, folder
permissions and packages address book entries can be applied to groups rather than individual users.

Users who are normal Members of a group typically enjoy all the permissions enjoyed by that group.
GroupAdmins are users who have been "promoted" to assist with the management of the group (such as
adding/deleting users) and Limited Members typically enjoy only a few of the group attributes. The

complete list of group members can be viewed from a Group Profile or by using the "In Group" drop-down
filter on the main "Users" page.

Display profiles and some default user settings can be applied to groups. A custom announcement that
normally appears on members' Home pages and a custom logo that will appear on all members' pages
can also be applied to groups. If the "External Authentication" feature has been enabled, MOVEit DMZ

can automatically replicate some or all of its user group membership information from an associated
LDAP server.

All Groups
Name Description Members Actions
-4 East Coast boston an gusta offices
&8 West Coast LA and SF offices 2
Page 1 of 1 (Groups 1 fo 2 of 2 tofal @ 1

The main list of groups has several columns:

« Name: The name of the group. Clicking on the group name will open the group profile.
» Description: An optional description of the group.
 Members: A count of the current group members.
» Action:
» Clone: Allows you to clone this Group
» Delete: Deletes this Group (after confirmation)

An "add" link allows Admins to create new groups.

Because there may be many groups on the system, the list of groups will be limited to a configurable
number per page. Page navigation links will be provided if the number of groups exceeds this limit. The
value is configurable in the Account Options page.

In addition, there are additional "helper" views available to find specific groups.

Select Which Groups to View...

Pick a Selection: All Groups - Empty Groups - Groups wio Perms
Pickaletterr AB CDEFGHIJKLMMNOPQOQRSETUWWY Z
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» Pick a Selection:
« All Groups: Displays all groups
* Empty Group: Displays only groups without any members
» Groups w/o Perms: Displays only groups without any folder permissions

* Pick a Letter:

* (Any Letter): Forwards to the page on which the first group associated with the letter appears. (i.e.
"G" might send an Admin to page 4, which contained a "Germantown" group.)
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Web Interface - Groups - GroupAdmins

GroupAdmins are end users who have been promoted by (organization-level) Admins or other
GroupAdmins for the purpose of administering users in groups. These special users are generally
responsible for adding new users to the group, removing users from the group, changing passwords and
editing the various properties of users within the group.

GroupAdmins have less rights than full organization administrators, so are subject to various limitations
when administering their groups. The specific rights GroupAdmins enjoy over any particular group are
configured on group profiles in the "GroupAdmin Settings" section.

GroupAdmins may also receive notifications about events that happen to the users they have control
over, such as password expirations and user lockouts. In order to receive these notifications, GroupAdmin
users must have their notifications setting set to "On+Admin". See the Web Interface - Users - Profile
page for more information about this setting.
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Web Interface - Groups - Profile

The group profile allows Admins to change the membership list of the group, as well as the name and
description, and several other group-level settings. (Name changes are harmless because groups are
tracked internally using a separate ID.) The following sections are currently available on this page:

e Change General Information

* Add Or Remove Members

» Change GroupAdmin Settings

» Change Member Settings

* Change Display Profile

* View Folder Permissions

» Address Book Information

e Group Custom Email Notifications

» Change Announcement

e Change Logo

Change General Information
The group name and description can be changed in the Change General Information section.

Edit Genepal Information...

Changing the name or description of a group has no effect on the privileges its members enjoy
ging g 9 19

Name: I‘.“.’est Coast

Description: | ca13fornia and Washington

=
El

- Change Group Information - |

All characters in the 1ISO-Latin-1 (ISO/IEC 8859-1) set are allowed in group names.

NOTE: Group names may not begin with the characters "@!", for internal reasons.
Add Or Remove Members

This section is provided to add or remove users from this group and to change their membership class.
The "Select User" drop-down only lists users who are not already members of the group. If there are
many users in this organization, the "Select User" drop-down may be automatically replaced with a "Find
User" dialog instead. Administrators (and authorized GroupAdmins) may designate certain members of
the group as GroupAdmins. Click the "Make Admin" link to promote the given member as a GroupAdmin,
and click the "Make Not Admin" link to remove GroupAdmin permissions from the related user.

Users who are normal Members of a group typically enjoy all the permissions enjoyed by that group.

GroupAdmins are users who have been "promoted" to assist with the management of the group (such as
adding/deleting users). Limited Members are subordinate users that typically enjoy only a few of the
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group attributes, such as being visible in the address books of full group Members.

Add or Remove Members...

A

Mormal Members of this group IrJn;,- all the privileges assigned to the group. GroupAdmins are given extra privileges in order to assist with the administration of the group
(such as adding/ users) and Limited Members are typically temporary users v

o appear in the Ad Hoc Transfer address books of other group members. Membership

ty indicated in column. Use the "Remove” links to remove members. Use the "Make Admin” links to mark users as GroupAdmins, and the "Make Mot Admin
links to de-mark users as GroupAdmins. Members can be added using the user list box

Username Full Name Class Action
& bill Bill Barkle Member Remove - Make Admin
3 freddy Freddy Masterson GroupAdmin

foo@bar.com (foo@bar.com)
fred (fred)

Helga Finlayson (helga)
John Smith (john)

Select User:
(Ctd-Click to s

- Add Mei

If entries appear or disappear mysteriously from this list, remember that if the "External Authentication”
feature has been enabled, MOVEit DMZ can automatically replicate some or all of its user group
membership information from an associated LDAP server. (External Authentication synchronization
actions will be logged in the audit trail, so they should become less mysterious after some research.)

Also available at the bottom of the membership section are two links which can be used to message the
members of the group. The first is a link which can be used to send an insecure email to all the members
of the group that have email addresses. This is simply a "mailto” link, containing a comma-delimited list of
all email addresses of the group members. The second is a link to compose and send a package to the
group. Use this link instead of the first link if security is a priority, and if you want to send files to the
group.

Change GroupAdmin Settings
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Edit GroupAdmin Settings...

This group’s GroupAdmins may
M Change the logo and anncuncement for this group
W Add new users as group members and edit/delete existing group members
I List all users in the organization and add existing users as group members
M Change passwords of existing group members
M Enjoy following permissions on member home folders

Read Wite Delete List Notify Subs Admin

rr OO D

172 List and edit mited members added by group members
Set a member's file quota to any value up to: | 190 GB >

Set a member's ad hoc transfer gquota to any value up to 50 GB *

Set

a member's per-package attachment quota to any value up to 5 GB =

- Change GroupAdmin Settings - |

These settings determine the authority GroupAdmins of this group will exercise over group members.

Change the logo and announcement for this group: Determines whether GroupAdmins of this
group will have the ability to change the logo and announcement for this group. If this option is
enabled, GroupAdmins will be able to view the profile pages for their groups and will have access to
the Edit Logo and Edit Announcement sections.

Add new users as group members and edit/delete existing group members: Determines whether
GroupAdmins of this group will have the ability to add, delete and modify details about the end user
members of the group. If this option, or the Change Passwords of Existing Group Members option is
enabled, GroupAdmins will be able to change the security status of end user group members as well.

List all users in the organization and add existing users as group members: Determines whether
GroupAdmins of this group will be able to list all end users in the organization, and add those users to

their groups, thereby gaining any administrative authority they are granted by the group over those
users.

Change passwords of existing group members: Determines whether GroupAdmins of this group
will have the ability to change passwords of the end user members of the group. If this option, or the
Edit/Delete Existing Group Members option is enabled, GroupAdmins will be able to change the
security status of end user group members as well.

Enjoy following permissions on member home folders: Determines which permissions, if any,
GroupAdmins in this group will enjoy on the home folders of end user members.

List and edit temporary users added by group members: Determines whether GroupAdmins in this
group will have administrative access to Limited Members of the group. Temporary users created by
group members are automatically assigned to the group as a Limited Member. This option should be
enabled if you want GroupAdmins to be able to see and control who the group's full time end users are
communicating with.

Set a member's file quota to any value up to: Used to set a limit to how high GroupAdmins can set
the user quotas for individual end user members of this group. For example, if this value is set to 50
MB, a GroupAdmin may set an individual user quota to 1 MB or 25 MB but not 60 MB. A value of 0 KB
or 0 MB indicates there is no restriction on the GroupAdmin's ability to set end user member file quotas
in effect.
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» Set a member's ad hoc transfer quota to any value up to: Used to set a limit on how high Group
Admins can set the user Ad Hoc Quota setting for individual end user members of this group. For
example, if this value is set to 50 MB, a GroupAdmin may set an individual Ad Hoc Quota to 10 MB or
20 MB but not 60 MB. A value of 0 KB or 0 MB indicates there is no restriction on the GroupAdmin's
ability to set end user member ad hoc quotas in effect.

* Set a member's per-package attachment quota to any value up to: Used to set a limit on how high
Group Admins can set the user Maximum Attachment Size setting for individual end user members of
this group. For example, if this value is set to 5 MB, a GroupAdmin may set an individual user
maximum attachment size to 1 MB or 2 MB but not 6 MB. A value of 0 KB or 0 MB indicates there is no
restriction on the GroupAdmin's ability to set end user member attachment quotas in effect.

Change Member Settings

Edit Member Settings...

This group's members may:

[T Send packages

T Send packages to registered users not listed in their address books

[T Send packages to recipients who are not currently registered users

[T See limited members in their address book (if allowed to see individual group members)
- Change Member Settings - |

These settings determine the privileges conferred on members of this group. The settings available here
depend on the settings chosen on the 'Web Interface - Settings - Ad Hoc Transfer - Registered Users

page'.

» Send packages: Determines whether end user members of this group can send packages. This
setting is only available when the organization-level Registered Users setting is set to "Members of
groups that grant Ad Hoc Transfer access".

» Send packages to registered users not listed in their address books: Determines whether end
user members of this group can send packages to registered users who are not in their address book.
This setting is only available when the organization-level address book setting is set to "Members of
groups that grant this permission".

» Send packages to recipients who are not currently registered users: Determines whether end
user members of this group can send packages to unregistered users. This setting is only available
when the organization-level setting is set to "Members of groups that grant this permission".

» See limited members in their address book: Determines whether Limited Members will show up in
address books of users who have this group in their address book with the 'Allow Packages to
Individual Members of Group(s)'. This option should be turned off unless all members of a group
should be able to communicate with any temporary user any full time group member creates.

Change Display Profile

The Change Display Profile section allows an administrator to change the display profiles that will be used
to create the look and feel of the web interface for GroupAdmins and regular members of this group.
Display profiles can be independently set for these two user types. This allows group members to be
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assigned a basic profile, while GroupAdmins get a more advanced profile.

Change Display Profile...

Group Display Profiles customize the web interface seen by GroupAdmins and members of this group. If the value is set to "(None)", the associated members will use the
display profile defined for their user permission level (e.g. "Temp Users”), if any, instead
GroupAdmin Display Profile: |{Nﬂ'ﬂ9] j
Member Display Profile: [(None) g =l Edit Display Profiles
- Change Display Profiles - I

When set to "(None)", the associated members will use the display profile configured for their user class.
Otherwise, they will use the selected profile. If a user is a member of more than one group, each with their
own selected display profiles, the user will use a display profile which combines the settings of the
individual display profiles that would normally apply to the user.

View Folder Permissions

View Folder Permissions...

All members of this group enjoy the following permissions on the listed folders

Name [% Read Write Delete List Notify Subs Admin
& [ Archive X X
G W X X X

This section displays folder permissions which have been explicitly assigned to this group. To add, delete
or change these permissions, follow the links to the folders and use the "change permission" links on the
various folders.

Address Book Information

Address Book Information

Members of Address Book:
fred

The address book for the group contains the list of users and groups any member of this group will be
able to send packages to if Ad Hoc Transfer is enabled on the DMZ system.
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Edit Group Address Book

User/Group Allow Msgs to Members Action

Bill Barkle

foo@bar.com
Helga Finlayson
John Smith

Select User or Group:

ck to select multiole users andior

of Group(s)

dress Books of Selected Users/Groups
- Add Entries -

The current list of users and groups in this group's address book is shown at the top of the page. The list
has three columns:

» User/Group: The username or group name of the address book entry.

» Allow Packages to Individual Members of Group(s): This property is only available for groups.
When set to Yes, the members of that group will also be shown in this group's list of available
recipients.

» Action:
 Remove: Removes this entry from the address book

A list of users and groups who can be added to this group's address book is also shown. Selecting one or
more users and/or groups from the list and then clicking the "Add Entries" button will add those users and
groups to this group's address book. Select the "Allow Packages to Individual Members of Group(s)"
checkbox if you want the members of this group to be able to see the members of the added group in
their list of available recipients. Select the "Also Add..." checkbox if you want to add the current group to
each of the selected users' and/or groups' address books. Multiple selection is possible by holding down
the Control key when selecting entries.

Hint: To permit all members of a group to send packages to all other members of their group, add the

group to its own address book and make sure the Allow Packages to Individual Members of Group(s)
option is enabled.

Group Custom Email Notifications

If custom email notifications have been created, the groupadmin can make them available to users. For
information about custom email notifications, see Web Interface _Settings - Appearance - Custom
Notifications.

Change Announcement
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A group announcement, if present, will appear in the Announcements section of the Home page of all
members of the group. If a user is a member of multiple groups that have configured group
announcements, he or she will see all associated announcements at the top of his or her page.

Edit Announcement...

Notice to group members: 'F::nldc: permissions will be changing as of 3/1/2010. d

=

(Last Posted by Helga Finlayson at 27162010 4.03:51 PM)

[ Change Announcement I

Change Logo

A group logo, if present, will be placed at the top of the content section of the MOVEit DMZ web page for
all members of the group. Images must be in GIF format and must be less than 100,000 bytes. If a user is
a member of multiple groups that have configured group logos, he or she will see all associated logos at
the top of his or her page.

Edit Logo...

The following logo will be displayed for all group members at the top of the content section of every page
Current Logo: None

To change this logo, select a new banner logo ("GIF” format only) from your local computer with the "Browse™ button below, and then press the "Upload Group Logo™ button to
upload it as your new banner logo. To clear the cument logo, leave the New Logo field blank and press the "Upload Group Logo" button

New Logo: Browse...
(Recommended width is 340 to 620 pixels. 580 pixels is ideal with a 800-pixel organization logo.)

Upload Group Logo I
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Files are stored in MOVEit DMZ folders, which are stored in the Root folder for an Organization. The
Root folder is created when an organization is created. General use, or "shared" folders, can be created
by the Administrator. Folder features include:

Root folder - The Administrator can set any permissions for the Root folder, and folder permissions
can be propagated to subfolders. The Administrator can allow uploads to and downloads from the Root
folder, and can allow recursive downloads of first-level folders (those folders that are subfolders of the
root folder) in the MOVEit DMZ web interface. Users can copy existing folders and files to the root
folder.

General use folders - Administrators can set up their own directory structures to collect files from and
distribute files to a variety of users and groups. In previous versions of MOVEit DMZ, the "Distribution"
folder was created by the install and was a restricted folder type. With version 6.5 or later of MOVEit
DMz, administrators can set up any folder, under the Root folder, or use the Root folder itself as a
shared folder.

Note: If you upgraded from a previous MOVEit DMZ version, the Distribution folder remains in place.
As before, the Distribution folder can be renamed.

Virtual folders - A Virtual folder is a folder that links to another real folder in the MOVEit DMZ folder
tree, allowing a user to see the contents of the target folder in a different location. By creating a virtual
folder, you can make an existing folder available to a user, without allowing access to the target
folder's parent folder or subfolders. For example, you can create a virtual folder named Images in the
user's home folder that points to the target folder /Tools/Images. This virtual folder would appear to a
user as /Home/UserID/Images and would appear to the user to contain the contents of /Tools/Images.
Virtual folders appear in a folder listing with a blue folder icon.

User Home folders - A User Home folder is, normally, the folder that the user gets to navigate to and
upload to by default. The user home folder can be set by the default setting for the organization, or can
be set by the Administrator to any folder, provided it is not a restricted type, in the organization. For
more information about setting up user home folders, see "Adding a User" in the Web Interface - Users
- Overview topic. By default, each user has an individual home folder that is created within the top-level
Home folder for the organization. The permissions given to owners of home folders can vary by
organization, but often an owner is allowed to read and write to their home folder, as well as receive
notifications if someone uploads a file to their home folder.
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Ql/

Go To Folder:

Folders and Files

Name File ID
&3 Archive 504708041
] @& FT Share 504083838
L @ [FT Tools/Software
[0 &1 FT Tools 505033375
] &3 Home 594801414
& webPosts 504552255

9 @s7o)

Created

3/2/2010 11:27:38 AM
3/3/2010 1:41:49 FM

3/3/2010 1:40:56 PM
3/2/2010 11:27:58 AM
3/2/2010 11:27:58 AM

Select Folders: All - Empty - Not Empty - None

Selected File/Folder Actions:
Perform Action: [S‘Delete] ['_.' Cnpy] [ cMmre] [a Send Files... ] [f} Downlnad]

Size/Contents

Creator

28 0

# &

Actions
Settings
Delete - Settings

Delete - Settings
Delete - Settings
Settings

& add Folder (@ Add Virtual) - Permissions and Settings

Copy/Move Options: Ta Folder: |/

Advanced Copy/Move Options =

Restricted Folders

Restricted folders are created by the MOVEit DMZ installation, and can be one of following types:

Archive - The Archive folder contains folders in which various archived materials are kept. The Logs
subfolder collects log extracts automatically generated before online logs are purged. The Secure
Messages subfolder collects secure message archives automatically generated before secure
message files are purged.

WebPosts - Webpost folders are used to collect data posted from various non-MOVEit web forms by
anonymous users. MOVEit DMZ offers online preview and individual or collective extraction of these
posts as CSV or XML files.

AS2 - AS2 folders collect incoming messages and MDNs from AS2 trading partners. (Read more in
"Advanced Topics - AS2 and AS3".)

These folders are displayed at the "root" level when someone clicks on the "Folders" link on the left side
of the page. If a Distribution folder was created, it is also displayed. Archive, WebPosts, and AS2 folders

are displayed with an orange folder icon to indicate their "restricted access" status.

SubFolders List

Within most folders (except Archive Webposts, and AS2 folders), there can be one or more subfolders.
These folders are displayed with counts of subfolders and files in that folder. (New file counts are also
displayed here.)
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@l /FT Tools/

Go To Folder: | "| (BGoTo |

Folders and Files

Name File ID Created Size/Contents Creator # (& Actions
@ parent Folder

il I::I FermTemps 395365435 3/5/2010 1:41:53 FM Delete - Settings
[0 £ software 504895456  3/3/2010 1:41:07 FM 2 Delete - Settings
Select Folders: All - Empty - Not Empty - None @ Add Folder (@ Add virtual) - Permissions and Settings

Selected File/Folder Actions:
Perform Action: (3§ Delete | [ Copy | (e Move | [E)SendFiles... | (& Download |

Copy/Move Options: To Folder: |/ ]

Advanced Copy/Move Options =3

The "Add Folder" link at the bottom of the list allows the user to add a new subfolder to the current folder.
The "Add Virtual" link lets the user add a new virtual folder as a subfolder to the current folder.

The "Permissions and Settings" link appears at the bottom of the list in a folder, and allows administrators
to change the settings of the folder and propagate those changes to any subfolders in the folder.

Because there may be many folders on the system, the list of folders will be limited to a configurable
number per page (Settings-Appearance-Display-Max List Counts). Page navigation links will be provided

if the number of folders exceeds this limit. The value is configurable in the Account Options page. Links to
add and delete subfolders may also be visible, depending on your current privileges.

Adding a Folder

Add New Folder

Hame:

Permissions: Always inherit from parent W
Add Folder

Upon clicking the "Add Folder" link, the user will be taken to the Add New Folder page. Here, the user will
be prompted to enter a name for the new folder. If the parent folder is not a root folder, the user will also
be prompted to decide how the new folder should inherit any explicit permissions from the parent. Most
other folder settings will be automatically copied from the parent to the new folder.
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The three inheritance options are:

e Always inherit from parent: This option turns on the Inherit Access From Parent option on the new
folder. This will cause the new folder to inherit existing and future explicit permissions from the parent.

» Copy from parent but do not inherit future changes from parent: This option causes the existing
explicit permissions on the parent folder to be copied to the new folder, but does not turn on the Inherit
Access From Parent option. This will cause the new folder to inherit existing explicit permissions from
the parent, but not be affected by future changes to the parent's permissions.

» Clear and do not inherit future changes from parent: This option causes the new folder to be
created without copying any permissions from the parent, and without turning on the Inherit Access
From Parent option.

Adding a Virtual Folder

A Virtual folder is a folder that links to another real folder in the MOVEIit DMZ folder tree, allowing a user
to see the contents of the target folder in a different location.

Click the "Add Virtual" link to open the Add New Virtual Folder page.

Add New Virtual Folder

Name:
Permissions: Always inherit fram parent v
Target: {FT Tools/PermTemps v

Add Virtual Faolder

» Name: Enter a name for the new folder.
» Permissions: The three inheritance options are the same as described above for a normal folder.

» Target: This option shows the available folders (for the current user, based on permissions) which can
be selected as the target for the virtual folder. The contents of the target folder will appear in the folder
tree under the folder name selected for the virtual folder. (For performance reasons, if the current user
is an admin user, the virtual folder will instead show a link to the target folder.) Navigation of the target
folder and any subfolders will be relative to the virtual path.

Note: To create a virtual folder, the current user needs to have administrative permissions on the
target folder. Also, "Subs" permissions are required in the folder where the virtual folder is created.

Folder View

When a user "pulls up" or "opens" a folder, he or she will see a folder view which consists of one or more
of the following:
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» Alist of subfolders and/or files.

* Links to add a new subfolder or virtual folder.

» Buttons for the actions that can be performed on a file or folder (such as Move, Copy, Delete).
» Alink to Edit permissions and settings (if the user has adequate permissions to do so).

» An Upload A File Now section (if enabled in the Display settings).

@ /Home/ John Smith/

Go To Folder: |-" vl (@GoTo |

Folders and Files

Name File ID Created Size/Contents Creator # & Actions

@ Parent Folder

O E] Images 505340237 g_.[';]S_.QU].U 2:35:47 QTE:;EQ_;
[] B3 subfolder 504817708 ﬁﬁQDIUIm3LID giii;
O [ AHT deployment.png (3 504628731 g_-[-;]2_-'2010 3:20:18 144.8 KR leﬁﬁ 23 Dlﬁ—elgead'
0 :;AHT ProjectSchedule.xls 506265044 g,r-"?,?l]ll] 2:42:31 31 KB leﬁgﬁ B Dntif:]_ﬁgzd-
Select Files: Al - Nevi - Old - None (4 Add Folder (@ Add virtual) - Thumbnail File List - Permissions and Settings

Select Folders: All - Empty - Not Empty - None

Selected File/Folder Actions:
Perform Action: [aDeIete] ['__'-_'Cop}r] [I P Mo\re] [QSend Files... ] [3 Download]

Copy/Move Options: To Folder: |-" V|

Advanced Copy/Move Options ==
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Folders and Files

This section contains a list of subfolders of this folder, and all files stored in this folder. The information
available is configurable by the administrator, and may contain one or more of the following columns.
Clicking on the column headers will sort the list by the values in that column. Clicking the same column
header again will reverse the sorting of the list.

@ /Home/ John Smith/

Go To Folder: |/ ¥| [BGCoTo

Folders and Files

Name File 1D Created Size/Contents Creator # (& Actions

@ Parent Folder

O 3 Images 505340237 ;-I‘\?EDID 2:35:47 ELE
[ 3 subfolder so4g1770g 200 105310 E@é
Select Files:  All - New - Old - None ) Add Folder (@ Add virtual) - Thumbnail File List - Permissions and Settings

Selected File/Folder Actions:
Perform Action: [xDeIete] [ £l Copy] [ i Move ] [QSend Files... ] [3 Download]

Copy/Move Options: To Falder: |/ 3
Advanced Copy/Move Options ==

» (Checkbox): Used to indicate which folders and/or files are affected by the action selected in the
"Selected File/Folder Options" section.

« Name: The name of the folder or file. New files are marked with an envelope icon and bold text. Files
whose integrity was verified during upload are marked with the integrity icon. Clicking on a folder name
will open the folder, while clicking on a file name will either open the file view, or download the file,
depending on the organization settings.

» File ID: The unique ID of the file. (WebPost filelists will see this column in place of the Name column)
» Created: The date and time the folder was created, or the file was uploaded or created.

» Size/Contents: For folders, the number of subfolders and/or files in the folder will be shown, if any
exist. For files, the bytecount of the file will be shown.

» Creator: The name of the user who uploaded or created the file.

» Uploading IP/Agent: (WebPosts only) The IP address and agent (often a browser) used to upload this
file.
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Downloads (#*): Displays the total number of times this file has been downloaded. (Note: Even

though someone else has downloaded a certain file, it may still be "new to you") This statistic is often
used to quickly see what the most popular downloads in a given folder are.

Integrity (-|=} ): If this file was uploaded with integrity checking, an icon is displayed here.

Actions:

» Delete - Deletes this file (after confirmation)

» Download - Downloads this file to your local machine

» Settings - Displays folder properties, which can be edited.

There are also two sets of four "Check" links which will automatically select various combinations of
folders and files. Available links for files are "All", "New", "Old", and "None". Available links for folders are
"All", "Empty", "Not Empty", and "None". (Javascript must be enabled for these links to function properly)

Checked File Actions

Delete: Deletes selected folders and/or files after a short confirmation.

Copy: Copies selected folders and/or files to another folder (the originals remain intact), or to the same
parent folder (the copy will be created with a new name, appending "Copy" to the old nhame, to
differentiate it from the original).

Move: Moves selected folders and/or files to another folder.
Send Files: Attaches selected files to a new Secure Message.
Download:

» WebPost and Archived Logs folders: Downloads selected files as a single bundle file using the As
Format option to determine the format of the resulting file. This download process does not use the
MOVEit Download Wizard.

» Other folders: Downloads selected folders and/or files using the MOVEit Download Wizard; not
available unless the Wizard is installed. If folders are checked, these folders and all their subfolders
and all files in these folders will also be downloaded.

Download All (WebPost folders only): Downloads all webpost files in the folder as a single bundle file
using the As Format option to determine the format of the resulting file. This download process does
not use the MOVEit Download Wizard.

Advanced Copy / Move Options

The following options will appear when the Advanced Copy / Move Options link is clicked. These options
apply to Copy and Move operations only for most folders. For WebPost folders, the As Format option also
applies when downloading multiple files.
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Selected File/Folder Actions:

Ferform Action: [ﬁDelete] [__ Enp}r] [ & Move ] [QSend Files... ] [wi annluad]

Copy/Move Options: To Folder: |/ v

Creation Information: & Keep
O Replace (Use your name and current time instead)

Folder Permissions: @ Keep (Ignore destination permissions)
O Replace (Inherit permissions from destination)

» As Format (WebPost and Archived Logs folders only): This option defines how the selected webpost
or log files will be copied, moved, or downloaded. Available formats are:

» Single XML Bundle: Selected files will be converted into a single XML file containing the data from
each file in a separate node.

» Single CSV Bundle: Selected files will be converted into a single Comma Separated Value (CSV)
text file containing the data from each file in a separate row.

« Individual XML files: Selected files will be individually copied or moved to the target folder as XML
files. This option is not allowed when downloading multiple files.

« Individual CSV files: Selected files will be individually copied or moved to the target folder as CSV
text files. This option is not allowed when downloading multiple files.

* Creation Information: These options define whether the original uploader information is kept with the
file, or replaced by the current user's information. Note that folder creation information is not retained.

» Folder Permissions: For copied or moved folders, these options define whether the existing
permissions are retained, or whether the permissions of the new parent folder are applied.

Upload a File Now...

The dialog you will see when uploading files to MOVEit DMZ will be different depending on which browser
you use. If you have installed the Upload Wizard (ActiveX or Java), you will see a section like:

Upload Files Now...

Select a folder: | { Home / John Smith w

# CLICK HERE to Launch the Upload/Download Wizard

If the Upload Wizard is not installed, you will see a section like:
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Upload a File Now...

Select a folder: | { Home / John Smith W

Pick a file with the "Browse" button: |C:certreq.txt | Browse... |

Enter any applicable notes: Certificate request filg

...and then press the "Upload" button: [ Upload - |

The differences between the two are:

* Upload Wizard
* No maximum size (files larger than 4 gigabytes are allowed)
 Faster uploads due to compression on the fly (ActiveX only)
 Cryptographic quality (FIPS 140-2 SHA-1) integrity check
» Transfer resume avoids resending lost pieces of large files
» Option to zip multiple files into a single file before transferring
» Option to send multiple files in single transfer session

* No Upload Wizard
» Works on ANY modern browser (including Opera, Netscape, Mozilla, etc.)

Web Posts

Below is the alternate file list used when viewing web posts; the file list of the built-in Archive folders will
also have a different layout. Note the different types of "agents” logged. (From top: MOVEit DMZ API,
MOVEit Central, Firefox Browser, Mozilla Browser, MOVEit Wizard, MOVEit DMZ FTP, Internet Explorer,
Netscape Navigator, Opera Browser.)
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\) WebPosts [ Grape Survey

Folders and Files

File 1T Crested Uploading [P ¥ Agent Actions
g4, Parent Folder
] 181641180 1172005 4:34:55 PM 1921683170/ E) 3.0 Delete
] 181491735 11/7/2005 1:51:52 PM 192.168.3.170/ G 3.0 Delete
] 180426054 11/3/2005 4:24:54 PM 1921683170/ (@ 107 Delete
| 5406392 5/3/2005 2:33:41 PM 1921683170/ 177 Delete
| 9845613 4/20/2005 1:14:27 PM 192.168.3170/ g 3.0 Delete
] 80422 4/5/2004 3:48:31 PM 192.168.3.170 4 i 3.0 Delete
| 5402027 41512004 3:44:43 PM 1921683170/ 48 6.0 Delete
] 7907716 4/5/2004 3:43:31 PM 192.168.3170 /[ 6.0 Delete
| 3341294 47272004 33316 PM 192.158.3.1?0&96.0 Delete

-

Advanced YWiew - Fermissions and Settinns

Thumbnail File List

The thumbnail file list is available only on folders for which thumbnails have been made available.
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J Distribution [ Images

Thumbnail File List - Eeturn to Hormal Yiew

Thumbnails

2004-04-a-full_tif tif BigRaouter0l gif Cloud02 hmp

Qpen - YWiew Full Size Dpen - YWiew Full Size Dpen- YWiew Full Size
—_— 0|

CalorSelectionDialog.qif Heatd1.aif mage .jpd

Cpen- Yiew Full Size Dpen- YWiew Full Size Dpen- YWiew Full Size

Under each thumbnail, the name of the file is listed and two links are provided. "Open" pulls up the normal
file view and "View Full Size" downloads the complete file and renders it in the browser.

Partial Files

When a file is still in the process of being uploaded, it will be displayed in a directory listing as a partial file
with a red, "broken file" icon. While a file is in the partial state, it may continue to receive appending
content (i.e., grow larger), but only the original user who began the upload will be allowed to add this
content. (Once a file is closed and made ready for download, no additional content may be appended, not
even by the original uploader.)

Partial files may not be downloaded by anyone, and will be hidden from some file list views, including FTP
directory lists performed by users other than the original uploader. Partial files may be deleted, however, if
the user viewing the partial file entry has sufficient permissions. Partial files will also usually be deleted
from the system within 24 hours. (In other words, broken uploads must be resumed without 24 hours;
otherwise there will be no file on the server for a client to resume an upload to.)
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File view pages display current and historical information about a specific file as well as provide links to
download it.

(Links from email new file notifications and upload confirmations will also frequently point to file view
pages.)

] /Home/ John Smith/ AHT_deployment.png

(ID # 594628731 )

File Actions

Download - View Online - Mark As Viewed - Send As Attachment

Delete - Rename - Renew

File Information

Uploaded by Helga Finlayson (helga) at 3/2/2010 5:20:18 PM from 156.21.3.165 via B MOVEt Wizard Win 6.8.0.12

File Size: 148,257 bytes # of Downloads: 2
Integrity Verified: Yes (s A SHA-1 hash has automatically been used to confirm this file is identical to the original file from which it
was uploaded.

Thumbnail: K viey Online

i
i =
P

File Log
Time/Date User Action
gﬁ;mln 23t John Smith  File downloaded previously at 2010-03-03 14:31:24 integrity checked
;_.[-;_.-2010 23124 John Smith  Downloaded as raw file from 136.21.3.165; download took 0.14 seconds (1,058,979 bytes/second)
2’;"2010 iadad John Smith  File downloaded previously at 2010-03-02 17:24:44 integrity checked
;_.r'j_.'mll] Ji24:44 John Smith  Downloaded as raw file from 156.21.3.165; download took 0.141 seconds (1,051,468 bytes/second)
3/2/2010 5:20:18 Helga Uploaded file "AHT_deployment.png” from 156.21.3.165; integrity verified; upload took 0.13 seconds
PM Finlayson (1,140,438 bytes/second)

File Actions

Several different links may appear in this section:
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» Download - The standard "download this now" link. Downloads the file to your local machine.
e Download as XML (WebPosts & Logs only) - Downloads this file in XML format.
» Download as CSV (WebPosts & Logs only) - Downloads this file in comma-separated format.

e Mark as Read (WebPosts & Logs only) - Makes this file "not new" to you and logs an entry noted you
viewed the file online without downloading it to your hard drive.

* Mark as Viewed (Image files with Thumbnail Previews only) - Makes this file "not new" to you and logs
an entry noted you viewed the file online without downloading it to your hard drive.

» View Online (Image files with Thumbnail Previews only) - Displays the image file in the current
browser window. An online view counts as a single download of the image.

» Send As Attachment - If the Ad Hoc Transfer option is enabled, opens the Compose page and
attaches the selected file.

* Delete - Deletes this file after a brief confirmation.
* Rename - Renames this file.

* Renew - Allows an administrator to edit the list of users to whom this file appears marked "New".
Renewing a file for a MOVEIt EZ user (or MOVEIit Central version earlier than 3.2) will cause the file to
be downloaded again if the client is configured to only download new files. This allows administrators
to "re-queue" a file transfer that has already occurred without having to re-upload the file.

File Information

The file information consists of a brief sentence describing how the file was created or uploaded, as well
as the file size and number of times it has been downloaded.

A file integrity section notes whether or not MOVEiIt has authoritatively determined if its copy of this file is
identical to the original. (This is an important element of non-repudiation.) This field will normally display a
value of NO if a non-IE web browser was used to upload the file, a non-MOVEit FTP client was used to
upload the file, or the upload was made through a version of MOVEit DMZ before 2.4.

If any comments were provided while the file was uploaded, they will appear in the lower half of this
section below a small dividing line.

If this file is an image file and a thumbnail for it exists on disk, this image will also be displayed here.

Thumbnail: = View Online

File Log

The file log displays a complete history of events regarding this file. When a file is deleted, the file log is
the only section still available to display the history of a particular file.
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End users will usually see less information displayed here than admins would when the folder's Hide
History option is enabled. Usernames, full names, and email addresses of uploaders, downloaders, and
users who performed other actions on the file will be hidden in various circumstances to ensure security.

WebPosts

The File View page for a WebPost file is slightly different; see the sample below. Note the additional "File
Preview" section and the choice of file formats in the download section (which are also available for Audit
Log archive files). Also notice the "Print and Mark as Read for All" link. Clicking this will initiate a Print
Page operation in the browser (provided JavaScript is enabled), and then clear all New File entries for this
file.

WebPosts | Grape Survey [

(D #181491785)

File Actions

Download as =ML - Download as C3Y - Mark As Read
Frint and Mark as Read For All
Delete - Renew

File Information

Fosted by (Anonyrmous) at 11772005 1:91:92 PM from 192.168.53.170 via @ Firefox Browser
1.0.7

File Size; 132 bytes # of Downloads: [

File Preview

Field Hame Value

email = stephen@stdnet.com

fruit = pear

fruit = banana

vegetahle = carrot

vegetable = cabhage

File Log

Time/Date User Action

11072005 1:51:54 Automation =ent nevw wwebpost notification to Recipient freddy
Pha [fmasterszon@standardnetvarks cam)

'IP:;T-'."?'_DDS 15153 Automation Sent webpost confirmation to Sender stepheni@stdnet.com

1172003 1:51:53

Ph AropymousPosted from 1921653170
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Admins, FileAdmins and Users/Groups with explicit folder Admin permissions have the power to make
changes to the way folders behave through the folder settings page.

Edit General Information...

Edit General Information...

flame: FT Tools
Description:
Created: 3/3/2010 1:40:56 PM

Last Changed: 3/3/2010 5:10:02 PM

L
I

[ - Update Information - ]

The folder name and description may be changed here, and the folder's creation and last change
timestamps are shown. Note that changing a folder's name MAY cause certain external automated
procedures to break if the automated client is looking for specific folder names.

All characters in the ISO-Latin-1 (ISO/IEC 8859-1) set are allowed in folder names, with the exception of
the following:

\ /" <>

Also, folder names must be less than 256 characters long.
NOTE: Folder names may not begin with the characters "@!", for internal reasons.

If the folder is a virtual folder, a user with administrative permissions can also change the target folder,
which will be shown under Edit General Information.

Edit Folder Access...
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Edit Folder Access...

Explicit permissions can be granted to various other users. (As noted, Admins and FileAdmins always have "full permission.")

[0 Inherit Access From Parent - Change Value -
User Read Write Delete List Notify Subs  Admin Action
(FileAdmins/Administrators) X X X X X X
Freddy Masterson X X X Edit - Remove
John Smith X X X Edit - Remove

Barkle O 0O O O O 0O O
fred

Helga Finlayson
GROUP: East Coast
GROUP: West Coast

Specific access to various folders may be granted. The types of access which may be granted are:

» Read: Allows this user/group to read files from this folder.

» Write: Allows this user/group to upload files into this folder.

» Delete: Allows this user/group to delete files from this folder.
» List: Allows this user/group to list which files are in this folder.

» Notify: Sends an email notification to this user/group if new files are uploaded to this folder. Notify
permissions work a little differently if used on home folders: files uploaded to home folders are only
considered new to non-owners if they are uploaded by folder owners. For example, if "George" uploads
a file into "Fred's" home folder and "Jane" has notify permission, "Jane" will not get a notification.
However, if Fred uploads a file into his home folder, "Jane" will get a notification.

e Subs: Allows this user/group to add, rename, and remove subfolders in this folder.

» Admin: Allows this user/group to manage the settings of this folder. If you wish to delegate the ability
to designate who should be able to access this folder (i.e., change folder permissions) to particular
users, you must also promote those users to GroupAdmins.

"Extra Delete Permission" Rule: Although DELETE permissions can be explicitly assigned, they are
often enjoyed as derived permissions instead. The following rule is used to award additional delete
permissions:

» If auseris granted ADMIN permission to a folder, that user or group will be granted DELETE
permissions as well.

"Limited List Permission" Rule: Although LIST permissions can be explicitly assigned, they are also
enjoyed as derived permissions instead. The following rule is used to award additional LIST permissions
on "write-only" folders:

» If auseris granted WRITE permission to a folder (and only write permission), that user or group will be

granted limited LIST permission to that folder as well. Specifically, the limited LIST permission granted
on the folder in this case allows users to see all files that user has uploaded, but no files that anyone
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else has uploaded. This behavior may be turned off on a user-by-user basis by checking the "shared"
flag on any user account; when the user-level "shared" setting is checked, the related user will never
enjoy limited LIST permissions.

Implicit permissions will be shown without any Actions available, as they cannot be changed or removed.
Explicit permissions have two possible Actions. The Edit link allows you to change the permissions
assigned to that user or group. The Remove link allows you to remove the permissions assigned to that
user or group.

NOTE: Instead of granting USERs permission, you can also grant GROUPs permission. In fact, the
preferred method of granting access is to set up groups, add users to groups and grant folder permissions
to groups.

If multiple type of access to a folder are granted to a single user (for example, through user AND a group),
file permissions will be combined.

Edit Folder Access...

Explicit permissions can be granted to various other users. (As noted, Admins and FileAdmins always have "full permission.")

Inherit Access From Parent [ - Change Value - ]

Subfolders may have an "Inherit Access From Parent" option. When checked, this option will cause
access to this folder to be completely controlled by the access settings of this folder's parent folder. (i.e.
"ActiveHEAT\Release" access might be controlled by "ActiveHEAT" access rules.) This option MUST be
UNCHECKED (if available) if subfolder permissions should override parent folder permissions.

Home Folder Permissions Override

Edit Folder Access...

Explicit permissions can be granted to various other users. (As noted, Admins and FileAdmins always have "full permission.")

O 1inherit Access From Parent - Change Value -
User Read Write Delete List Motify Subs  Admin Action
(FileAdmins/Administrators) X X X X X

Home: John Smith 4 X X 4 X Qverride

X
X X e
Freddy Masterson O O O O O O O Add Access

Helga Finlayson
John Smith
GROUP: East Coast

The default permissions applied by the organization to a home folder owner can be added to or
overridden for individual users. The Edit Folder Access section for home folders will display the current
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default permissions for the home folder owner, along with a link to override those permissions.

Edit Folder Access...

Set the desired permissions for this user or group, then click the Change Permissions button.

User Read Write Delete List Motify Subs

John Smith

Permission Behavior:
® override inherited permissions (O Add to inherited permissions

[ - Change Permissions - ]

Admin

Clicking the Override link will create an explicit set of permissions for the owner for their home folder, and
prompt the user to edit that permissions entry. The explicit permissions entry will supplement the default
organization permissions if the "Add to inherited permissions" option is selected, or replace the default

organization permissions if the "Override inherited permissions” option is selected.

NOTE: If all permissions are removed here, the user will NOT be able to upload to, download from, or

even see their home folder.

Change Miscellaneous Settings...
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Change Miscellaneous Settings...

The "hide history" setting prevents people from viewing information about other people who have downloaded files from this folder in
file histories. (This setting applies only to Users, not to FileAdmins or Admins.)

Hide History: @ No O Yes

Set the "create thumbnails" setting to "Yes" to have MOVEit DMZ create thumbnail images of any images that are uploaded to this
folder. For users with read access to this folder, a separate "Thumbnail File List" link will appear which will show the thumbnails of the
images in this folder.

Create Thumbnails: O Mo @& Yes

Set the "enforce unique filenames" setting to "Yes" to have MOVEIt DMZ check for an existing file with the same name during file
uploads. Folders with this setting enabled will look more normal to an FTP client, as the FileID will not be appended to the file name in
a directory listing.

Enforce Unique Filenames: O No & Yes

Set the "allow file overwrite" setting to "Yes" to allow users to overwrite existing files on upload. This setting only has an effect when
"enforce unique filenames" is set to "Yes" as well. If a file exists in a folder with the same name as that which is being uploaded, this
setting will cause the old file to be deleted, and the new file to be allowed to upload successfully.

Allow File Overwrite: & No O Yes

When a custom sort field is selected for this folder, that selection will override users' normal folder sorting preferences, causing items
in the folder to be sorted the selected way regardless of how other folders appear to the user. Users will still be able to override this
value by clicking a column header in the folder list to sort by that column.

Custom Sort Field: |MNone V|

[ - Update Miscellaneous Settings - ]

Hide History: Information about user downloads and viewings may hidden from end users using this
feature. When set to "Yes", end users will not be shown usernames and IP addresses of those users who
have downloaded or viewed a specific file in the folder under that file's History heading. (This setting is
YES by default.)

Create Thumbnails: Allows MOVEit DMZ to detect "image file" uploads into this folder and to make
thumbnails for image files. The following image formats are supported: BMP, GIF, JPG, PNG, TIF.
(Thumbnails are always created as JPG images.) After this setting is changed to YES or NO, an
additional page will ask if you want to delete all existing thumbnails (if NO) or create new thumbnail for all
existing images (if YES). (This setting is NO by default.)

Enforce Unique Filenames: When set to "YES" prevents users from uploading multiple files of the same
name into this folder. This setting also affects the display of filenames via the FTP and SSH interfaces:

e "NO" - Format is "[Filename]_[FileID].[FileExt]" - i.e. "readme_1234567.txt"

* "YES" - Format is "[Filename].[FileExt]" - i.e. "readme.txt"

Allow File Overwrite: When set to "YES" and if Enforce Unique Filenames is enabled, if a user tries to
upload a file with the same name as a file already in the folder, the file in the folder will be deleted, and

the new file allowed to upload. This can be beneficial for FTP users, as it makes DMZ behave like other
FTP servers. When set to "NO", files will not be overwritten, and an error will be issued if a user tries to
upload a file with the same name as an existing file.

Custom Sort Field: By default, Distribution and Home folders are sorted based on the organization's
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default folder sort setting. Users may then re-sort folders to a different method, which is remembered in a
cookie for the user. Sometimes, however, an individual folder may need to be sorted differently than the
default, and than the user's normal sorting selection. This setting allows a folder to be sorted in a way
which overrides the organization and user selections. Users may still choose to sort the contents of the
folder differently by clicking one of the column headers, but this choice will not be remembered between
sessions. Custom sort field options are:

* None - Do not use any custom sorting for this folder. This is the default option.

« Name - Sort folder contents by name in ascending order.

» Created - Sort folder contents by creation timestamp in descending order.

e Size/Contents - Sort folder contents by size (files) or contents (subfolders) in ascending order.
» Creator - Sort folder contents by creator username in ascending order.

e Download Count - Sort files in folder by number of times downloaded in descending order.

Change Notification...

Change Notification...

The Notification Style setting determines whom notifications are sent to when a new file is uploaded.
Notification Style: & MNormal O Inbox/Outbox

A "sender" is someone who uploads a file into this directory; senders get "upload confirmation” notices. A "recipient” is an owner or
somecne with NOTIFY permission to this folder; recipients get "new file" notices. "Delivery Receipt” sends an email message back to
the "sender" when someone first downloads or deletes a file they uploaded.

Upload Confirmation to Sender:
®@no O Yes (immediately)

60

(O Yes (include in upload summary after minutes)

New File Alert to Recipient:
C o O Yes (immediately)

15

@ Yes (include in upload summary after minutes)

Delivery Receipt to Sender:
@ No O Yes (immediately)

Alert Sender if File is Not Downloaded:

®No O es (after | 30 Days  ¥|)

[ - Update Matification Settings - ]

Notification settings control how "new file" and "upload confirmation" messages are sent for this folder.
Note that these notifications also work with virtual folders.

"Notification style” determines who natifications are sent to when a new file is uploaded:

« Normal - Notifications about new files uploaded by someone other than the folder owner are sent to
the folder owner and the recipients.

* Inbox/Outbox - Notifications about new files uploaded by someone other than the folder owner are
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sent to the folder owner only.

Senders are people who upload into this folder; they get "upload confirmations." Recipients are
people/groups with NOTIFY permissions to this folder; they get "new file" notices.

Two more types of automated messages can be sent back to users who upload files. The first, called a
"Delivery Receipt", is sent when another user downloads a file (delivery receipts are also sent back to the
user who uploaded a file if the file was deleted from MOVEit before being read). The second, controlled
by the "Alert Sender if File is Not Downloaded" option, is sent after the specified period of time if no users
have downloaded a file.

Notification messages are sent one of several ways:

* No - These messages are never sent. (Good if a "user” is really an automated procedure.)

» Yes (immediately) - Messages are sent as soon as a file is successfully uploaded. (Ideal for most
"human users.")

* Yes (include in Upload Summary after X Minutes) - Every X minutes, an automated process looks
for new messages and collects a list of them in a single email message. (Best for extremely busy
folders - often webposts.)

* Yes (after X (Days|Hours|Minutes)) - The message is sent after the configured number of days,
hours, or minutes. This method is only available for alerts if the file is not downloaded.

Change Automated Maintenance Settings...

Change Automated Maintenance Settings...

Cleanup: [¥]Enabled
30

Delete old files after days
Delete empty subfolders after 0 days
, , 7
Display New Files: For |’ days
Folder Quota: | © ®Kke OMB
| - Update Maintenance Settings - |

Maintenance settings control the cleanup of old files, empty subfolders, the aging of "new" files, and the
file quota of the folder. Automated cleanups take place as part of the scheduled "nightly" tasks; quotas
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are always live and enforced immediately.

Old files (defined as being "not new" to everyone in the folder) can be deleted automatically after a certain
number of days. The old file cleanup option is available on all folder types.

Empty subfolders can also be deleted automatically after a separately configurable number of days. The
empty subfolder cleanup option is available on the Distribution and WebPosts root folders, and
Distribution and Home subfolders. Setting a value of 0 for the "Delete empty subfolders after" setting will
disable this feature, even while the Cleanup option is enabled. Folders are deleted after they have been
empty for a period of time greater than the configured number of days in this setting. Every time a file or
subfolder is added or removed from a folder, an internal timestamp is updated. Thus, folders will only be
automatically deleted when they are empty and their internal "last activity" timestamp is older than the
configured setting value.

New files remain new for each user until that user downloads (or marks as read) that file OR a certain
number of days have passed since the file was uploaded. The number of days setting is controlled here.

A file quota may be configured for general use folders, including user home folders. The file quota can be
set to a given number of kilobytes, or megabytes. File uploads, copies to, and moves to will generate
errors if they would exceed the configured quota. Set the quota level to zero (0) to disable the quota.

Change Allowed File Masks...
Change Allowed File Masks...

Enter @ comma-delimited list of filemasks below. Each file uploaded, moved, or copied into this folder will be checked against the list of
filemasks. (e.g., *.mp3, report.®, data??.ach) Depending on the mask rule setting, matched files will either be allowed or denied
Filemask comparisons are case insensitive. The macro text [USERNAME] will be replaced by the username of each user that uploads a
file to this folder

Mask Rule:

@ Allow All Files Except

O Deny All Files Except

*.exe file??7.ach. [USERNAME] txt

[ - Update Filemasks - ]

Folders can be configured to allow or deny files matching certain filemasks. Filemasks using the "*"
multi-select or "?" single-select wildcard characters may be entered in this section as a comma-delimited
list. Any instances of the macro string [USERNAME] will be replaced by the uploading user's username
during filemask checking. The Mask Rule setting determines whether files that match at least one of the
masks are allowed or denied.

Change File and Folder Name Character Restrictions
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Change File and Folder Name Character Restrictions...

Change this setting to restrict characters allowed in file and folder names to the selected character set. Whenever a file or folder is
uploaded, moved, or copied into this folder, the name will be checked for illegal characters, By default, file and folder names are not
restricted {exception: the characters /M, are never allowed in file names and the characters A"<=>| are never allowed in folder names,
for internal reasons).

Character Set:
% Do not restrict file and folder names

T allow only walid \Windows MTFS characters in file and folder names, i.e don't allow A<= 7"
' Use a custom defined character set [}s

| Update Character Restrictions |

Windows clients can have difficulty reconciling illegal (for NTFS) characters in filenames when
downloading from MOVEit DMZ, which has fewer restrictions when it comes to filenames.

You can use these folder-level settings for enforcing Windows NTFS characters in file/folder names. You
can also use these options for defining a custom character set. If a user attempts to
upload/copy/move/rename a file or folder that contains illegal characters, an error will be returned.
Enabling character restrictions on a folder will also check all existing immediate files/sub folders for illegal
characters, and if found, will prompt the user if they want to automatically replace illegal characters (this is
for existing files/folders only, there is no auto replacement for incoming files/folders.

When defining a custom character set, folder and file names can be configured to allow or deny matching
characters.

Change Web Post Response... (WebPosts Only)
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Change Web Post Response...

When aweh form is submitted to this folder, by default users will see this organization's logo
and a brief messade. The "web response” seftings allow these defaults to be overridden with a
form-specific hanner, thank wou messade, and UREL towhich the user will be redirected.

URL: |

Redirect;
' Goto (URL) immediately.
& Goto (URL aﬂerl“l[l seconds.

Subject: |[DHGNAME] Thanks You
Message:

- Update Weh Response Settings -

These settings are used to control the content returned in response to web form posts (webposts). More
information on these settings can be found in the WebPosts Feature Focus page.

The URL, Response Subject, and Response Message fields support intra-string language tags.

after customizing your web response settings, press the "Update Web Response Settings"
button above BEFORE selecting and uploading your custom response banner. (You may also
"reset" your banner to the organizational logo by pressing the "Clear Banner" button.)

I i II . H '-:'..‘.:'.:u_... eurs I owek | SEANE AP el ¥ I:E'Dl
Lrren danner: . a - PR daea ST
rr t r [ ﬂ'EI ] I.""I\.II"_'I - D= | m rll. TR ||:/ ):I

Step 1: Select a *.gif file: Browse. .. |

Step 2: - Upload Custom Banner - |

m~ 0OR ~ - Clear Banner -
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Web Interface - Packages - Overview

MOVEit packages are similar to email messages. Packages are composed and sent to specific people or
groups. Packages can be sent with a message and file attachments, or with just a message.

However, there are differences as well. File attachments sent as part of a package are uploaded to a
MOVEit DMZ server. A 'new package notification' email will be sent to the recipients, to inform them that a
package is waiting for them. Recipients can click on the web link in this notification, sign on to MOVE:it
DMZ, and view the package, where they can download the files.

If enabled, a recipient can also reply to a package and send additional attachments, which will also be
uploaded to the file transfer server. The organization administrator can set options that determine who

can send and receive packages, enforce user- and package-level quotas, and control package expiration
and download limits.

Users can click on the 'Packages' link in the left-navigation to display the Packages page. This page
displays the current user's mailboxes, any custom mailboxes, and the Package Actions section.

@ Packages

Mailboxes

Mailbox &P new Packages &P Al Packages Action
¢ Drafts

A7 Inbox 2
A7 Sent

A7 Templates

'E Trash = p

By Add Mailbox

un

Package Actions

i send a new package... - [@ Manage your address book

For information about mailboxes, see the Web Interface - Packages - Mailboxes section.

For information about sending a package, see the Web Interface - Packages - Sending section.
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Web Interface - Packages - Mailboxes

Each user may have the five standard mailboxes (depending on the organization settings): Inbox, Drafts,
Templates, Sent, and Trash. Each user can also have an unlimited number of custom mailboxes. These
custom mailboxes can be nested like folders.

@ Packages

Mailboxes

Mailbox B New Packages - 2l Packages Action
4 2
A Drafts =

A7 Inbox 2 5

A7 Sent

B Templates -

W Trach - -

B Add Mailbox

For each mailbox, the number of new packages, and the number of total packages will be displayed.
Folders that contain new packages will be highlighted in bold as a reminder.

Each mailbox may also have a short list of actions that can be performed on it. For standard mailboxes,
only Trash has an action, "Empty", which removes all packages contained in it. For custom mailboxes, the
following actions are available:

» Delete - Deletes the mailbox and any packages and mailboxes contained within it. Confirmation will be
asked for.

* Rename - Allows the user to change the name of the mailbox.
* Add Box - Adds a mailbox within the selected mailbox.

Finally, if the organization is configured to clean up old packages, a note will be displayed indicating the
age limit for old packages before they are deleted, and whether or not the packages will be archived
before they are deleted.

Package List

Clicking on a mailbox in the Mailbox List brings up a list of packages in that mailbox. The subject, sender,
number of files in the package, total size of files, and date/time sent are displayed for each package, as
well as a short list of actions that can be performed on that package. Clicking on a package subject views
that package. Packages can be sorted by clicking on the hyperlinked column headers.
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&7 /Inbox/
Go To Mailbox: |/Inbox w

Packages
Subject Files Size  From Date/Time Actions
Fl EEJ WTM diagram 1 168.8 KB  Helga Finlayson 3/5/2010 3:55:32 PM
O EEJ AHT diagram 1 145.3 KB Helga Finlayson 3/5/2010 3:54:44 PM
Fl EB invoices for review 2 71.7 KB Freddy Masterson 3/3/2010 6:02:45 PM
O EB latest figures for Q2 1 1.6 MB  Helga Finlayson 3/2/2010 3:58:15 PM
|l EEI password change notification - 1 KB  Freddy Masterson 3/2/2010 3:57:19 PM

@ Mark All Packages Mot New

Return to Mailboxe

o

Checked Package Options:
Check Packages: All - New - Old - None
Perform Action: [ Mark As New | [i” Mark As NotNew | [ Trash |

Additional columns may also be shown, depending on the mailbox that is being listed:

* Read Status (i ll): This column is only visible in the Sent mailbox. The icon displayed in this column

denotes the "read status” of the package. One of three read status icons will be displayed:
* All recipients of the package have viewed the package.

* Some but not all of the recipients of the package have viewed the package.

i None of the recipients of the package have viewed the package.

» To: This column is only visible in the Sent mailbox. It replaces the usual From column, and lists the
major recipients of the package.

Various actions are available to packages depending on which mailbox they are in. For most mailboxes,
the only action available is "Trash". This moves the package to the Trash mailbox, from where it can be
permanently removed. The Drafts and Templates mailboxes provide "Edit" and "Delete" actions. The
"Edit" action will open the draft or template up for further editing, while the "Delete" action permanently
deletes the draft or template.

Actions can be performed on packages that are selected (to select a package, check the box associated
it). Those actions include Mark As New, Mark As Not New, Trash, Delete (only available in the Trash
mailbox), and Move (not available in Drafts and Templates mailboxes). The Mark As New and Mark As
Not New buttons will mark the selected packages as new or not new, respectively. Trash will send the
selected packages to the Trash mailbox. Delete will permanently remove the selected packages from the
Trash mailbox. Move will move the selected packages to the mailbox chosen from the dropdown menu.

Four advanced selection links are provided to assist in selecting larger numbers of packages. "All" will
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select all packages, "New" will select all new packages, "Old" will select all non-new packages, and
"None" will de-select all packages. A dropdown menu, at the top of the page, is provided for changing
mailboxes.

~286~



Web Interface - Packages - Viewing Packages

Web Interface - Packages - Viewing Packages
Package View

Clicking on a package subject from any package list will display the actual package.

Information such as the sender, the recipients, the subject, and the current mailbox are shown in the
package header section. Below that, the message body is shown, followed by a list of attachments, if
there are any. Clicking on an attachment name will lead to a page with information about the attachment

file. A Download button is provided, along with a Download All button if the Upload/Download Wizard is
installed and enabled.

@ Package from Helga Finlayson

[ETrash] [QHeply] [fJJFteplyAll] [QFDrward]

To: John Smith
From: Helga Finlayson at 3/2/2010 3:58:15 PM
Subject: latest figures for Q2

Mailbox: [ Inbox

John,

Here are the Q3 figures for your review

Helga
Files:

| Verkauf19lunexls & (1.6 MB) |# Download
Total: 1.6 MB

[ETrash] [QHeply] [QJFEepIyAII] [ﬁFDrward]

& View Package History - /&8 View Print Friendly

The Package Options section of the page displays the actions that can be performed on the current
package. These actions will include some or all of the following:

» Trash - Move the package to the Trash mailbox.

» Delete - Only available to packages in the Trash mailbox, this permanently removes the current
package from the Trash mailbox.

* Reply - Start composing a new package to the sender of the current package. The body of the current
package will be retained and each line marked with the ">" character.

* Reply All - Start composing a new package to the sender of the current package, as well as the
recipients of the current package. As with Reply, the body of the current package will be retained and
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each line marked with the ">" character.

e Forward - Start composing a new package with no recipient. As with Reply and Reply All, the body of
the current package will be retained and each line marked with the ">" character. Unlike Reply and
Reply All, any attachments in the current package will be copied to the new package.

* Move/Restore - In all mailboxes except Trash, this will be "Move". In Trash, it will be "Restore". They
both function the same way, allowing the user to select a mailbox to move the current package to.

» View Send Receipt - View the Send Receipt, which shows the subject, sent date and time, recipients,
any attached files, and any options, such as expiration and quota, set for this package.

» View Package History - View any audit log entries associated with the current package.

» View Print Friendly - View the package in a printer friendly format. (Navigation is suppressed and the
package is forced into a 660 pixel-wide page.)
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Web Interface - Packages - Sending

Send a New Package...

Sending a new package is like sending an email with attachments. As such, it is a familiar process, and
uses a form similar to a compose email form. The "Package Actions" section may appear on the home
page and/or the main packages page.

Package Actions

B Send a new package... - [ Manage your address book

1. To get started, click Send a new package. The Package compose page opens.
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® New Package

[i;]Send] [pPreview] [&Check F!ecipiems] [XCancel] [ESave as Draﬁ] [ESave as Template ]

ETo Helga Finlayson
Show Cc/Bec
Subject: project schedule
Hote: ; = = = — i — = -
b 7 u (Font) || |(Size) »| = = = = = & = | B v
Helga,

Here are some upceming dates to be aware of:
*« 4/15: Code freeze
# 5/1: Impartant meeting with client
+ 5/14: ship date

The full schedule is attached. Let me know if you have any questions.

Nohn

F,iljesf , | AHT_ProjectSchedule.xls (& (31 KB) @
(Optional]

Total: 31 KB

To upload an attachment: »# CLICK HERE to Launch the Upload/Download Wizard

Options: [[] Delivery Receipt(s)
[C] Prevent "Reply All"

[ 4 Send :I [ 2 Preview :I I: & Check Recipients :I I: # Cancel :| I: Id Save As Draft :I I: d Save As Template :I

2.  Enter the intended recipients, a subject, and a note (the note may be optional depending on the
organization settings).

» To - Use the To field to enter an email address for one or more recipients. Separate multiple
entries with a comma. As with conventional email, a recipient can be classified as "To", "CC", or
"BCC". BCC recipients are "hidden" recipients: only the package sender can see them; none of
the recipients can see or reply to any of the BCC recipients. If your administrator has configured it,
you may also see the Address Book option for adding recipients. This option lets you click on the
"To", "CC", or "BCC", then select an address from a list of contacts. You can add yourself as a
recipient.

e Subject - Enter a description of the package (the subject will usually be included in the 'new
package notification' email). It is also used to identify the package in package lists.

* Note - Enter a note for the recipients. (The note may be optional depending on the organizational
settings.) This note will appear in the package, it does not appear as part of a new package
notification email.

Depending on organization settings, you may see a rich text editor where you can type your note.
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In this editor, buttons above the editing box let you change the font, size, style, alignment,
indentation, and even color of the text you enter. You can also enter links and lists.

You may also have a Check Spelling button available, which will check the spelling of both the
package subject and the note. Misspelled words will be highlighted and you may use your left
mouse button to select appropriate replacements.

3. Addfiles. In the Files section, you can select files from your computer and add files up to the limits
set by your administrator. If the Upload/Download Wizard is installed and enabled (see My Account),
you can use it to upload your files, while making sure they are integrity checked. Otherwise, you can
upload your files using the browser's file selection interface, then clicking Upload.

The files list will show the size of each attached file and the total size for all attached files. If per
package quotas have been set by the administrator, the quota for file size per package will also be
shown. If the quota for total packages on the server is set, the lower of this quota and the per
package quota is shown.

Files: " MOVEitDMZ_FTP_Glossary.htm (& (5.9 KB)
| MOVEitDMZUserManual.pdf & (2 MB)

Total: 2 MB of 1 GB used. (0%)

When a file is added to the package, the file is uploaded to the MOVEit DMZ Server. If you click
'‘Cancel' to stop composing the package, the file is removed from the server. If you click 'Save as
draft' or 'Save as template' the file remains on the server.

4.  Set options for this package. These options will include some or all of the following:

» Select the Delivery Receipt(s) option to receive a natification email when each recipient of your
package reads it for the first time, and when a recipient downloads a file.

» Select the Prevent "Reply All" option if you do not want the recipients of your package to be able
to Reply All to the package. This can be useful for administrators who want to send information to
a large group of people, but do not want that group messaging each other.

< Select the Prevent all replies option if you do not want the recipients of your package to be
able to reply to the package.

* Limit downloads to nn per file - Sets the maximum number of times recipients can download a
given transferred file. The maximum that you can specify is also shown.

» Package will expire after nn days - sets the number of days that the package will be available to
recipients.

If an option has been 'locked' by the administrator, the value will be displayed, but you will not be
able to change it.

5.  Send the package. When you are done composing your package and uploading any attachments,
click the 'Send' button to send your package. Once sent, a copy is saved to your Sent mailbox for
future reference.

A 'new package notification' email will be sent to your recipients, to inform them that a package is
waiting for them. Recipients can click on the web link in this notification to connect to the site and
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view the package.

If you have sent the package to unregistered recipients (recipients that are not a MOVEit DMZ user),
you may be prompted to provide a password, as shown:

g Added attachment OK.

3 Package

Provide Password

Flease select or enter a password for guest users to access your package. ou will be required o provide the password to the recipients, After

your package is posted, you will B2 told which recipients require the passward,

C

Jse Suggested Password: 97w T S i

#  Type Custom Password

Reduiremsnts

® MWust be at least 5 charachers,

= Must not contain or resemble Usarname.

® Must contain at least one leter and ore Aumber,

Passwiord sasaEsEs =
Bgair: [(TTTII L] =
o Ok | | ¥ Cancel

Depending on the Organization settings, you may also be asked to send the password manually to
unregistered recipients. In this case, you will need to open the sent message to view the password,
which you will need to provide to unregistered recipients by sending it as a separate email, a phone

call, fax, etc. in accordance with your organization's security policy.

Actions

Several package actions are provided at the top of the page:

Preview - Shows a preview of how the package will ook to its recipients.
Send - Send the package.

Check Recipients - checks that email addresses you have entered in the "To", "CC", or "BCC" fields
are valid addresses. This action will automatically try a wildcard search if an exact match was not
found on a recipient. Specifically, if a recipient in the list has no matches, and doesn't already have a
wildcard (*), email (@) or leading quote (") character, it will search again with a leading and trailing
wildcard (*).

Edit - Displayed on the "preview" page. Allows the user to return to a page which will allow them to edit
the text of the message.

Cancel - Discontinue creating this package.
Save As Draft - Displayed on the "compose" page. Saves the current package as a draft. Drafts can
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be opened later, edited, and then either re-saved as a new draft, or sent. Once a draft has been sent, it
is deleted from the Drafts mailbox. After a draft is saved, use the "click here to return to packages" link
to quit editing the current draft (and save it for later) or continue editing and send the package to
remove the draft.

» Save As Template - Displayed on the "compose" page. Saves current package as a template.
Templates can opened later, edited, and then either re-saved as a new template, or sent. When a
package created from a template is saved or sent, the original template is not altered.

Recipient Reconciliation

When the "Send" button is clicked, DMZ will attempt to reconcile the email address(es) into an existing
user, using the following rules:

1. If two or more users reconcile to the same email address, a page will be presented asking to select
the user to send a package to. If only one such user is found, that user will be silently added as a
recipient to the package.

2. If noregistered users in the user's address book are found to match the given email address, but a
temporary user is found, that temporary user will be silently copied in as the recipient of the
package.

In all of the above cases, only users who are active will be selectable as a recipient. If one or more
registered or temporary users are found that match the search term, but are not currently active, an
error message will be displayed indicating this fact.

3. If no existing user is found matching the given email address, DMZ creates a temporary user based
on that email address. By default, passwords are automatically generated and emailed to the user,
"full names" are initially assumed to be the same as the the email address, and the language of the
recipient is initially assumed to be the same as the sender.

Role of Address Books

The Address Book is a list of users and groups to whom the user may send packages. If enabled, users
can also send packages to registered users not in their Address Book, and also to unregistered users, in
which case MOVEit DMZ creates a temporary user. Upon receiving a package from a user who is not in
the recipient's address book, an entry will be added in the recipient's address book so that replies are
possible. Another option lets users send packages to an unregistered user with a "package password," in
which case, a temporary user is not created. A "package password' provides access to the package sent
only, and can be used for a one-time, or infrequent, correspondence with recipient(s).

The following options are set (by the administrator) in Ad Hoc Transfer, Access settings for Registered
Senders, and determine who can send a package and to whom a package can be sent.

» Which users may send packages to registered users not listed in their address book? - When this
option is set to allow a user to send packages, the user will still see the members of their address book
when adding a new recipient, but the user will also be allowed to include any registered user in the
organization as a package recipient by entering a username, real name, or email address into the
search box.

» Which users may send packages to recipients who are not currently registered users? - When this
option is set to allow a user to send packages, when the user sends a package to an unregistered
recipient, DMZ will check each recipient email address and see if it already entered as an unregistered
recipient in the user's address book. If it is not, the address will be added automatically. The user will
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be able to fill out the details of that entry at a later time. Users can also add an entry to their Address
Book by clicking 'Manage your address book' which is available on the Home page and the Packages

page.

Note: These same options can be configured so that the administrator controls the Address Book entries,
and users can send packages only to a user found in their address book. In this way, the administrator
can allow only registered users to send and receive packages.

Groups may also have address books, and the entries in a group's address book are automatically
available to the members of that group. If you are an administrator interested in managing user and group
address books, please see the User and Group manual pages.

NOTE: Inactive, suspended, or expired users will not be available as package recipients, even if they are
present in a user or group address book.

In addition to the above options for registered user senders, the following options apply to unregistered
user senders who become temporary users. These options are set (by the administrator) in Ad Hoc
Transfer, Access settings for Unregistered Senders. (These options are only available if - on the
Unregistered Recipients page - "Temporary Users" is selected instead of "Package Passwords" and if -
on the Unregistered Senders page - unregistered users are allowed to send packages to registered
users).

» Can unregistered users send packages to temporary users? - When this option is set to allow
unregistered users to send to temporary users, the unregistered sender will - when adding a new
recipient - be allowed to include any temporary user in the organization as a package recipient by
entering a username, real name, or email address into the search box.

» Can temporary users send packages to additional registered users? - When this option is set to allow
temporary users to send packages to additional registered users, the unregistered user will - when
adding a new recipient - be allowed to include any registered user in the organization as a package
recipient by entering a username, real name, or email address into the search box.

Rich Text Editor

For editing the body of the message, two editors are available, depending on the user's browser, and that
browser's configuration. Users of Internet Explorer, Firefox or Mozilla browsers, with JavaScript enabled,
will be able to use a rich text HTML editor. This editor allows the user to add color, change fonts, and add
bold, underlined, and/or italicized text to their message, and see what it will look like immediately. A
"Clear Formatting" link is also provided to remove all HTML formatting, to facilitate copying in content
from various different sources, and making it all look the same.

Spell Check

Also available under the rich text editor is a spell-checking option which checks the spelling of the
message subject and body. To run the spell-checker, click the "Check Spelling” link. Misspelled words are
highlighted, and left-clicking a highlighted word will bring up a set of recommended replacements, as well
as options to ignore that specific word, or all instances of that word. Clicking the "Finish" link will finish the
spell-checker.

NOTE: The spell-checker will not run against messages that contain one or more sequences of

characters that are longer than 1,000 characters and are not separated by spaces. If such sequences are
detected, an error message will be returned and the spell-check will be aborted.
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Text-Only Editor

Users who are not able to use the rich text editor will be provided a standard text box in which they may
edit their package. This text box allows the entry of standard HTML tags for use of color, bold, underlines,
and italics, but the text will all appear plain.
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When a package is sent, a copy of the package is saved to the sending user's Sent mailbox. Often, the
sender of that package will want to check up on the history of the package, including whether notifications
about the package were sent, and which recipients have read it. Clicking into the Sent mailbox and
clicking the desired package subject will open the Package View window, where this information can be
found.

The Sender can also "recall" a package, so that it is no longer available to the recipients.

Send Receipt

The Send Receipt shows the subject, sent date and time, recipients, any attached files, and any options,
such as expiration and quota, set for this package.

Package History

A list of events related to the package can be viewed by clicking the View Package History link at the
bottom of the page. This list will include the original package posting event, any natifications that were
sent out, and any views of the package or any of its attachments.

< "Latest figures for Q4"

Package History

Time Entry

3/9/2010 11:50:51 AM  Attachment added to Package

3/9/2010 11:50:52 AM FAILED: Sent new package notification to Recipient Freddy Masterson
/9/2010 11:50:52 AM FAILED: Sent new package notification to Recipient John Smith
(9/2010 11:50:52 AM Package posted by Helga Finlayson

(9/2010 11:51:11 AM FAILED: Sent delivery receipt to Sender Helga Finlayson
f9/2010 11:51:11 AM  Viewed by Freddy Masterson

(/2010 11:51:22 AM  Attachment downloaded by Freddy Masterson

/9/2010 11:51:22 AM  Integrity Checked for Download at 3/9/2010 11:51:22 AM
(0/2010 11:51:25 AM  Viewed by Freddy Masterson

9/2010 11:51:42 AM FAILED: Sent delivery receipt to Sender Helga Finlayson
f9/2010 11:51:42 AM  Viewed by John Smith

3/9/2010 11:51:51 AM  Attachment downloaded by John Smith

3/9/2010 11:51:52 AM  Integrity Checked for Download at 3/9/2010 11:51:51 AM
3/9/2010 11:51:53 AM  Viewed by John Smith

3/9/2010 11:52:25 AM  Viewed by Helga Finlayson

3/9/2010 11:52:40 AM Viewed by Helga Finlayson

3/9/2010 11:54:25 AM  Viewed by Helga Finlayson

Wow oW ow oW Ww W ow oW

The Package History page will be available to all recipients of the package. However, only the sender will
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be able to see all the events. Recipients will only see the events that pertain to them, though all recipients
will see the initial package posting event.

Recipient List

Senders of packages will see an additional piece of information in the header section of the package,
called Read Status. This is a quick indicator of how many of the package recipients have viewed the
package. The possible status indicators are All, Some, or None.

@ Package to East Coast,John Smith

['Q Trash ] [D Forward ] [ESal.re as Template ]

To: GROUP:East Coast, John Smith
From: Helga Finlayson at 3/9/2010 11:50:51 AM
Subject: Latest figures for Q4
Mailbox: [ Sent/ |Read Status: @@ Read by all recipients (More) | [:.H-F!ec.all]

Flease look over these figures for today's meeting.

Thanks,
Helga
Files:
7 Verkaufi%dunexds (& (1.6 MB) |& Download
Total: 1.6 MB

[E Trash ] [D Forward ] [ESave as Template ]

E_j Views Send Receipt - & View Package History - /&% View Print Friendly

A more fine-grained list of the Read Status of the package can be found by clicking the "More" link next to
the Read Status indicator on the package. This leads to the Recipient List, which lists all recipients of the
package, including members of groups marked as "Expansion Allowed" in the sender's address book,
along with whether or not they have viewed the package.
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< Package Recipient List

Recipient List for "Latest figures for Q4"

Recipient
& John Smith
8 East Coast

Return to Package

Recalling a Package

Read Status
Q

Q0
(*]
Q
Q

Senders of packages will also see the Recall button, which will recall a sent package, so that it is no
longer available to the recipients. To use this feature, click Recall. You will be asked to confirm the
selection. A recalled package will be removed from the MOVEit DMZ server and will not be available for
download by the recipients. The recalled message will still appear in the Sent Mailbox, where it can be
viewed, trashed, or resent with edits to any of the options available when sending a package (recipients,

message, attachments, etc).

Note: Recalling a package has no affect on package quotas, so cannot be used to "recover" quota.
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Clicking on the Logs link in the left-hand navigation will display the "Edit Filter" page.

The "Edit Filter" page allows users to select the content displayed in the advanced file view. The
selections entered here will be remembered through the current session. Once a user signs out, or the
session expires, the selections are forgotten.

Filter Logs...

Date: |v| Display only log entries within this date range:

From |Mar [»|9 %2010 »| [12 % |- |00 »|AM v
to|Mar v[9 »|2010 % | [11 v|: |59 | PM ¥| all Day
Action: |[Am_;] b
User: By Username : | (Any) ¥ | By Full Name: | (Any) ~

Username Contains:

File: FilelD Contains: FileMame Contains:

Size: Comparison: |[J""'t”‘_'r’] V| Size (kb):

Folder: FolderPath Contains:

IP Address: Contains:

Agent Brand: Contains:

Success/ Failure: | (Any) -

Click the "Apply Filters" button to apply the new filter settings: [ - Apply Filters -

» Date: Allows the user to select entries between any two date/times. The "All Day" link, if present, will
set the start time to 12:00 AM, and the end time to 11:59 PM. (Remember to check the box to apply
date settings.)

» Action: Allows the user to select general action types. (i.e. "Administration”, "File Transfer", "Uploads",
etc.)

» User: Allows the user to specify a username, full name, or enter a partial username.

» File: Allows the user to specify either a file ID or a file name. (File transfers only - wildcards accepted.)
» Size: Allows the user to specify a file size. (i.e. "Greater than", "Less than" - file transfers only.)

» Folder: Allows the user to specify a folder.

» |IP Address: Allows the user to specify an IP address from which actions were initiated. (Wildcards
accepted.)
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* Agent Brand: Allows the user to specify an agent name (for example: "Mozilla" or "MOVEit Central").

e Success/Failure: Allows the user to note whether all entries, only failed entries or only successful
entries should be displayed.

Logs Page

The logs page provides an easy way to look up file transfers, sign ons, password changes and other
audited activities from an online interface. The columns and content of this view are entirely customizable
through the "Customize View" (columns) and "Edit Filter" (content) links. Pre-defined filters, both built-in
and custom, can be accessed by clicking the "Favorite Filters" link, and custom views can be saved by
clicking the "Save Current View to Favorites” link. Finally, navigation links ("Go to Page") allow users to
page through log entries.
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Customize View - Edit Filter - Favorite Filters - Save Current View To Favorites
Current Filter(s): Date is between 2010-3-9 12:00AM and 2010-3-9 11:59PM

Log Entries
Date and Time + Action User Full Name File Name File ID
Inteqgrity
Checked for
3/9/2010 Download )
11:51:52 AM at 3/9/2010 John Smith Verkaufl 9June.xls 596437204
11:51:51
AM
3/9/2010 Download )
3/9/2010 Vark -
11:51:51 AM File John Smith Verkaufl9June.xls 596437204
Integrity
Checked for
3/9/2010 Download  Ereddy
11:51:22 AM  at 3/9/2010 Masterson Verkaufi9lune.xs ——
11:51:22
AM
/ Download  Freddy N .
11:51:22 AM File Masterson Verkaufl9June.xls 596437204
Add Entry
3/9/2010 to Group Helga
11:50:51 AM Address Einlayson
Book
Add Entry
3/9/2010 to User Helga
11:50:51 AM Address Finlayson
Book
3/9/2010 Upload File .\,
11:50:15 AM g?{t]egnty Finlavson Verkaufl9June.xls 596437204
Change
User
3/9/2010
11:42:53AM  Remote  fred
Access
Settings
Change
User
3/9/2010
11:41:12 AM Remuote fred
e Access
Settings
3/9/2010 Upload File
eyl (integrity  John Smith AHT ProjectSchedule.xls 596619515
11:34:34 AM
SRR oK)
Add
3/9/2010 Permission ;
11:16:13AM  fora User 120nSmith
to Folder
Disable
Inherit
3/9/2010 Permissions :
11:15:16 AM  From John Smith
Parent for
Falder
Customize View - Edit Filter - Favorite Filters - Save Current View To Faverites

Folder Name

attachment

attachment

attachment

attachment

[Home/John
Smith

[Home/John
Smith

Rate

5MB/s

2MB/s

5MB/s

206KB/s

IP Address

156.21.3.165

156.21.3.165

156.21.3.165

156.21.3.165

156.21.3.165

156.21.3.165

156.21.3.165

156.21.3.165

156.21.3.165

156.21.3.165

156.21.3.165

156.21.3.165

Client

f6.8.0.12

0y 6.5.0.12

B 6.8.0.12

fy6.8.0.12

870

870

6.5.0.12

870

870

fy6.8.0.12

870

870

Page 1 of 3 (Log Entries I fo 12 of 26 tofal)

Go to Page: First | Prev | I:l | MNext | Last
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Users, files, and folders that are referenced by log entries can usually be clicked on to view the
information page for that item. The date/time value of each log entry can be clicked on to view the details
for that particular entry. A certificate icon next to the date/time value indicates that this log entry contains
client certificate information, meaning the user who did the action was signed on with a client certificate at
the time. The details of the client certificate will be displayed on the log entry page.

Log Entry

Clicking on the Date/Time link for a specific entry in the list of log entries brings up the Log Entry page for
that entry.

Log Entry
Date/Time 3/9/2010 11:51:22 AM
User Username: freddy
Real Name: Freddy Masterson
IP Address: 156.21.3.165
Agent: I MOVEit Wizard Win 6.8.0.12
File ID: 506437204
Size: 1,729,024 bytes
Duration: 0.561 seconds
Rate: 3,082,039 bytes/second
Description Downloaded file Verkauf19June.xls (£596437204) from folder /Messages/Glabal Messaging.
Find integrity check log entry for this download
Technical Error Code: 0
Notes Attachment for Package (#596540550)

Return to Logs

This page contains all the information available about the entry including when the entry was added, who
was responsible for the action, a description of the action that took place, the success or failure code of
the action, and any notes and/or further details about the action. A link to return to the main Logs page is
also available, which will return the user to the same Logs page they arrived from.

View User Logs

Each user profile has a "View User Logs" link which administrators can use to define a log filter that
returns log information about just that user.
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General Information

Username: freddy

Full Name: Freddy Masterson
User ID: freddy8j2w4920Ic
Permission: User

Notifications: via HTML-Format Email (fmasterson@ipswitch.com)

Language: English
Created: 3/2/2010 11:48:36 AM by fred

5 Change Information

o View Home Folder {/Home/Freddy Masterson)

= View Folder Access List

s View User Logs

Eg Send Package to Freddy Masterson

Clicking the link leads to a filter specification page, which allows the admin to select a user to view log
information about. Clicking on the Apply Filters button will execute the user filter and show the log entries
associated with the selected user.
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View logs for this user

User: Freddy Masterson (freddy8j2w4920Ic)
Date: [ ] Display only log entries within this date range:
From [Mar |9 %2010 % | [12 » | |00 » | AM »
to|Mar |9 %2010 | [11 & |59 »|PM | all Day
Suppress Sign On/Sign Off;
Click the "Apply Filters" button to apply the new filter settings: - Apply Filters -

Customize View

The "Customize View" link will bring up a form which allows users to select the columns displayed in the
advanced file view. Changes to these selections will be saved and pre-filled during future log page visits,
even between sessions. At least one column must be selected here, or an error will be displayed.

< Logs

Customize This View...

Select File Columns: Name: ID: Folder Name: Size: [ Duration: [] Rate:
Select User Columns: Username: [ Full Name: Target Name: [ IP Address:
Select Other Columns: Action: Motes: [] Client:

Special Options: Suppress Sign On/Sign Off: Suppress Email Notes: Use Large Text: [

12

Entries Per Page:

Click the "Update View" button to apply the new view settings: - Update View - ]

File Columns:

» Name: The original name of the file

* ID: The seven-digit ID of the file

e Folder Name: The name of the MOVEit DMZ folder in which this file is currently stored
» Size: The size (in bytes) of the file or secure message
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» Duration: The length of time (in seconds) it took to transfer the file
» Rate: The data transfer rate of the file transfer (in bytes/second)

User Columns:

* Username: The username of the user (i.e. "fsmith") who performed this action

* Full Name: The full name of the user (i.e. "Fred Smith") who performed this action
» Target Name: The full name of the user this action affected

* IP Address: The IP address from which this action was initiated

Other Columns:

« Action: The action performed
» Notes: Additional notes regarding this action

» Client: The client type and version from which this action was performed. Icons will be displayed for
known client types, and unknown client types will have their full agent identification string displayed.

Special Options:

» Suppress Sign On/Sign Off: Used to hide or show sign on or sign off entries in the log. (Often people
are only interested in specific actions users performed rather than the times they were signed on.)

» Suppress Email Notes: Used to hide or show email notification entries in the log.
» Use Large Text: Increases the font size used in the table of entries

Entries per Page:

» Sets the number of entries displayed on each page.

Edit Filter

The "Edit Filter" link will bring up the Edit Filter page that allows users to select the content displayed in
the advanced file view.

Favorite Filters

The "Favorite Filters" link will bring up a page which allows users to select a saved custom view, or one of
several commonly requested filters involving file transfers, administration, or all activities. The "Define
Advanced Filter" link will pop up the Edit Filter form described above.
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Favorite Filters

To add a new favorite filter, set the desired filter and view settings from the log entries page, then click the Save Current View To
Favaorites link.

Filter Action
Failed User Maintenance Actions Load - Delete
Successful File Transfers Load - Delete

Select a Filter...

Daily File Transfer: Today - Yesterday - Pick a Date

Daily Administration: Today - Yesterday - Pick a Date

Custom Filter: Define Advanced Filter

Save Current View to Favorites

Favorite views (combinations of column and record count preferences and filter options) can be saved to
the Favorite Filters page by setting up the view using the "Customize View" and "Edit Filter" links, then
clicking the "Save Current View to Favorites" link. The user will be prompted to enter a name for the new
view, or use the name of the currently selected view, if they would like to update it. Once a custom view
has been saved, it can be loaded again from the Favorite Filters page.

Add a Favorite Filter

To save the current log viewing settings and filters as a Favorite Filter, enter a name below, then click the Add Favorite Filter button.

Filter Name: Successful File Transfers

[ Add Favorite Filter |

Current Filter Settings

Show Columns: File Mame, File ID, Folder Name, Rate, User Full Name, IP Address, Action, Client
View Options: Suppress Sign On/Sign Off, Suppress Email Notes
Display 12 entries per page
Sort by: Date and Time Descending
Filter Options: Use Date/Time Range: Mo
Action Filter: File Transfer
Success/Failure Filter: Successful
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The Reports page provides access to MOVEit DMZ's reporting capabilities. Here, automated reports can
be added, edited, executed, and deleted. Additionally, access to the quick Statistics page is provided.
See the Statistics page for more details.

& Reports

Statistics

& Go o Quick Statistics forevious y known as "Stats”)

)

Reports

Name Category Actions
Report Template Edit

User Status

Custom
Security
Performance
File Transfer

Storage Edit -

User Maintenance

Add Report...

Select a report category and click the “Continue™ button to continue to configure a new report
Report Category: | File Transfer -
Continue |

Reports

Reports are MOVEit DMZ's method for providing easy access to the large amount of performance and
status data that DMZ gathers about itself. A report is a set of instructions for executing a data query,
formatting the results, and saving the resulting report to a specific location. Reports can be created either
with one of the built-in categories and types, or the Custom category, which allows administrators to enter

their own query parameters or import specialized reports. For more information about defining Custom
reports, see the Custom Reports page.

Adding or Editing a Report

To add a report, select the category of report you wish to create, and click the Continue button. This will
bring up the Add Report page (for a list of report categories, and the report types available in each
category, see the Report Types page). To edit an existing report, click on the name of the report in the
report list, or click the Edit link associated with the report.
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Edit Report...

Please specify the name, type and format of the report

Name: | Total File Transfer Report
Report Category: File Transfer

Report Type: | Total ﬂ
Format: Styled HTML vI

Created: 2/23/2010 3:41:46 PM by fred
Last Modified: 2/23/2010 3:41:46 PM

The following options determine when this report will be created and where it will be saved. You may use macros such as “yyyy]’

datestamp your reports. Scheduled reports will be run by the nightly scheduled task. By default, this task runs at 1am

" {year) in your folder and file names to

Run On Days: | Maen Tues Wed Thurs Fri
Examples: "AN", "4.7,8", "Mon, Tue" - blank means "not scheduled”
Save In Folder: |.JSchedu|edRa|:|orts
Save As File: | Total_File_Transfers_[yyyy][mm][dd] txt
no v will be used
W Overwrite Existing File
Except where indicated, the following report parameters are optional
Start Date: | [yyyyHmm]-dd]
End Date: | byyyHmm-{dg]
Format: YYYY-MM-DD
Macros Allowed: [yyyy], [mm], [dd]
Examples: 2005-06-04, [yyyy]-{mm]-{dd], [yyyy]-[mm-3]-01
Size Units: Megabytes (MB) 'I Required

- Update Report - I

Name

Each report must have a name, which will be listed on the reports page. The name for the new report
should be chosen to convey the category and type of the given report. Names such as "Total File

Transfer Report” or "Memory Usage for the Last Month" are good choices. Names such as "Report 1" or

"My Report" are less desirable. The report name can be changed after creation without affecting the

operation of the report.

Report Type

The type of report to execute is selected from this drop-down menu. Each report category has several
report types to choose from. Most report categories have Total reports, which provide aggregated

information, as well as By Month, By Week, and By Day reports, which break the aggregated information

into the selected timespans. A complete list of report categories and the types available in each can be

found on the Report Types page.

Format
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The format of the report is selected here. This defines how the report information will be presented.
Available formats are:

» XML - Information will be presented in an XML document. This format is ideal for loading into external
applications for post-processing. The report document will have the following schema:

<DWVZReport >
<Repor t Row>
<Col umm_Nane>Val ue</ Col unm_Nane>
<Col um_Nane>Val ue</ Col unm_Nane>
</ Report Row>
</ DMZRep'o'r t>
e CSV - Information will be presented in a text document in comma-separated-value format. This format

is ideal for loading into spreadsheet programs such as Excel. When this format is selected, two
additional options become available:

* Value Delimiter - This character will be used as the delimiter character in the report document. By
default, this is a comma (,).

» Text Qualifier - This character will be used to surround each column and value. Set to a blank string
to not use any qualifier character. By default, this is a double-quote ().

» Bare HTML - Information will be presented in an HTML file with very basic formatting.

» Styled HTML - Information will be presented in an HTML file styled with the organization's stylesheet
rules. This format is ideal for presenting the report content in a professional manner.

Run On Days

Reports may be scheduled to run on specific days of the week, or days of the month. Enter the days you
wish the report to run in this field, or "All" to have it run every day. Scheduled reports will be run during the
nightly scheduled task on the days configured. By default, this task runs at 1am. You may also leave this
field blank if you do not want reports to run automatically.

Some examples of values which may be entered in this field and how those values would be interpreted
may help.

* 1,2,5 - Run on the first, second and fifth day of the month

» Tue, Sat - Run on every Tuesday and Saturday

* 3,4, Wed - Run on the third and fourth day of the month and every Wednesday
* 3,4, Wed, All - Run everyday

Save In Folder, Save As File

These fields determine where the resulting report document will be saved. The Save In Folder value
should be a MOVEit DMZ folder path, and will be where the report document will be saved on the system.
The value does not need to be an existing folder, as MOVEit DMZ will create the folder if it does not exist.
Date macros may also be used to create date-specific folders. For example:
"Distribution/Reports_[yyyy][mm]" would save reports to a folder named "Distribution/Reports_200510"
during the month of October, 2005.

The Save As File value defines the name of the file which the report document will be saved to. As with
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the Save In Folder value, date macros can be used to create date-specific flenames. For example:
"Total_File_Transfers_[yyyy][mm][dd].txt" would save a report to a file named
"Total_File_Transfers_20051020.txt" on October 20, 2005.

If the Overwrite Existing File option is checked, the report generator will attempt to delete a file that has
the same name as the new report, if such a file exists. This is especially useful for reports with static
names, as errors could occur if the destination folder is not configured to allow file overwrites.

Report Parameters

The rest of the configuration of a report deals with setting the available parameters for the report type.

These parameters can narrow down the scope of report, as well as define the output of a report. To see

which parameters are available for each report category, see the Report Types page. Available

parameters are:

« Start Date - Defines a date before which data will be ignored when creating a report. Use this along
with the End Date parameter to narrow down the timespan that a report will cover. This parameter can
accept date macros. Dates MUST be expressed in YYYY-MM-DD format (e.g., "2005-03-04").

» End Date - Defines a date after which data will be ignored when creating a report. Use this along with
the Start Date parameter to narrow down the timespan that a report will cover. This parameter can
accept date macros. Dates MUST be expressed in YYYY-MM-DD format (e.g., "2005-03-04").

» Size Units - Defines the size units a report will return bytecounts in. Available options are Kilobytes,
Megabytes, and Gigabytes.

« Attempt Threshold - For the "Suspicious Usernames - Many Attempts" and "Suspicious IPs - Many
Attempts" reports in the Security category, this parameter defines the number of failed attempts a
username or IP address needs to have made to register in these reports.

» IP Threshold - For the "Suspicious Usernames - Many IPs" report in the Security category, this
parameter defines the number of failed attempts an IP address needs to have made to register in this
report.

» Username Threshold - For the "Suspicious IPs - Many Usernames" report in the Security category,
this parameter defines the number of failed attempts a username needs to have made to register in this
report.

Date and Time Macros

Date and time macros provide a powerful way to define dates, times and date-and-time ranges relative to
the current date and time. The six basic elements of date and time macros are:

* [YYYY] - Year (4 digits)

[MM] - Month (2 digits)

[DD] - Day-of-Month (2 digits)
[HH] - Hour (2 digits)

[TT] - Minute (2 digits)

[SS] - Second (2 digits)

To express relative dates and times, plus (+) and minus (-) modifiers are used within the square brackets
of the macros. For example, "[DD-2]" represents two days ago. Date and time macro modifiers affect the
entire macro expression. Some examples of this behavior may help explain it.
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Today is Sep 14, 2005. "[YYYY]-[MM]-[DD-3]" will be interpreted as "2005-09-11"
Today is Oct 15, 2005. "[YYYY]-[MM-1]-01" will be interpreted as "2005-09-01"
Today is Nov 16, 2005. "[YYYY+5]-[MM+3]-[DD]" will be interpreted as "2011-02-16"
Today is Jan 1, 2006. "[YYYY]-[MM]-[DD-1]" will be interpreted as "2005-12-31"

Schedule and Date Macro HINTS:

» To get an "end-of-month" report, schedule a report to run on "1" (first day of month), set the Start Date
to "[YYYY]-[MM-1]-01" and set the End Date to "[YYYY]-[MM]-[DD-1]"

* To get an "end-of-week" (ending on Saturday) report, schedule a report to run on "Sunday"”, set the
Start Date to "[YYYY]-[MM]-[DD-7]" and set the End Date to "[YYYY]-[MM]-[DD-1]"

» To get "daily" reports that cover "yesterday's" activity, schedule a report to run on "All", set the Start
Date to "[YYYY]-[MM]-[DD-1]" and set the End Date to "[YYYY]-[MM]-[DD-1]"

Other Parameters

The rest of the configuration of a report deals with setting the available parameters for the report type.
These parameters can narrow down the scope of report, as well as define the output of a report. To see
which parameters are available for each report category, see the Report Types page. Available
parameters are:

Running Reports

Scheduled reports will be run during the nightly scheduled task on the days configured in the Run On
Days field. However, reports may also be run manually using one of two buttons in the Run Report
section.

Run Report

of the two butto

system. The "Run

You can run this report by cl

can download and save to yol

helow. The "Run Report an
port and Save” button will

ownload™ button will run the report and retum it directly to your wiser as a file you

un the report and save the file to the target folder configured in the report

Run Report and Download |

Run Report and Save |

Clicking the "Run Report and Download" button will cause the report to be created and sent directly to the
browser. At this point, the browser should prompt to save or open the file. Clicking the "Run Report and
Save" button will cause the report to be created and saved just as scheduled reports would be, in the
folder specified by the Save In Folder value, with the filename specified by the Save As File value.

Additionally, an administrator may click the Run link for a report in the report list on the main Reports
page. This link will perform the same action as the "Run Report and Download" button above.

Default Report Settings

The Default Report Settings entry exists in order to save administrators from having to enter similar
configuration information into each report they add. Configuration information entered in this report entry
will be automatically provided when adding new reports. Therefore, settings that many reports will have in
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common (Format, Schedule, etc) should be configured here.

Since the Default Report Settings entry is not a real report, it is not runnable, nor is it deletable. Editing
the entry, however, works just like editing any other report. Note that changes made to the Default Report
Settings entry will NOT be applied to existing reports, only to new reports.

Altering the Styled HTML Format

The layout of Styled HTML format reports is controlled by a template file called "reporttemplate.htm" A
copy of this file can be found in your "(webroot)\templates\en" folder (e.g.,
"d:\moveitdmz\wwwroot\templates\en") Do not change this file; it will be overwritten every time you
upgrade. Instead, follow one of these two brief procedures:

To change the Styled HTML format for all organizations:
1. Create a "templates\en” subfolder named "custom" if one does not already exist.

2. Copy "templates\en\reporttemplate.htm” into the "templates\en\custom” subfolder if it does not
already exist there.

3. Make changes to the "templates\en\custom\reporttemplate.htm" as desired.

To change the Styled HTML format for a particular organization:
1. Create a "templates\en” subfolder named "custom" if one does not already exist.

2. Create a "templates\en\custom" subfolder named after the ID of the particular organization if one
does not already exist. (For example, if the "Contractor" organization has an ID of "1234", create a
subfolder named "1234".)

3. Copy "templates\en\reporttemplate.htm" into the "templates\en\custom\[OrgID]" subfolder if it does
not already exist there.

4. Make changes to the "templates\en\custom\[OrgID]\reporttemplate.htm" as desired.

Note that changes made to this file will be applied immediately to new reports. However, changes made
to this file will not affect any reports already created. If you have custom versions of reporttemplate.htm in
both an organization-specific subfolder and the main "custom” subfolder, the organization-specific version

will apply.
Macros Used in "reporttemplate.htm™

The following macros may be used in reporttemplate.htm.

» (Report Date Macros) - For example, "[YYYY]-[MM]-[DD] [HH]:[TT]:[SS]" could be interpreted as
"2005-10-11 12:34:56"

* [InlineCSS] - This will be replaced by an inline copy of this organization's CSS stylesheet (set as part of
an organization's Scheme).

e [OrgName] - The name of the organization.

» [ReportName] - The name of the report, as calculated from selections made in the report category
drop-down and report type drop-down while defining the report.

» [ReportTitle] - The name of the report definition, as typed in by the creator.
* [Filter] - A description of the current filter (if any) used with the report.

~312~



Web Interface - Reports - Overview

[ReportContent] - This will be replaced by a <TABLE> containing the actual report content.
[ReportCreateMS] - The number of milliseconds it took to generate the report.

[OrgLogRetain] - The number of days of audit log entries available to this report.
[SysStatRetain] - The number of days of performance statistics available to this report.

[MachineName] - The name of the machine on which this report was created.
[ReportSQL] - The exact SQL statement(s) used to generate this report.
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Below is a list of the various built-in report categories, and the report types available under each category,
along with the options available in each category.

File Transfer

These reports all summarize secure file transfer activity based on entries stored in the logs. All reports
break out uploads and downloads separately.

Report Types

» Total

* By Month

* By Week

* By Day

e By User

* By User, By Month

e By User, By Week

* By User, By Day

* By Group

» By Group, By Month

* By Group, By Week

* By Group, By Day

* BylIP

* By IP, By Month

* By IP, By Week

* By IP, By Day

* By Interface

» By Interface, By Month
* By Interface, By Week
» By Interface, By Day

Options
e Start Date

* End Date
* Size Units

Ad Hoc Transfer
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These reports all summarize Ad Hoc Transfer activity based on entries stored in the logs. All reports
break out sends and reads separately.

Report Types

e User Snapshot

* Total

* By Month

* By Week

* By Day

* By User

* By Month, By User
* By Week, By User
» By Day, By User

* By Group

* By Month, By Group
* By Week, By Group
» By Day, By Group

Options

« Start Date
* End Date
* Size Units

Storage

These reports display how many files, messages and archived logs are currently stored on MOVEit DMZ
and how much space those items currently consume.

Report Types

» Total

By Folder

By Folder, Including Subfolders
* By User

* By Group

Options
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* Size Units

User Maintenance
These reports all summarize user maintenance activity based on entries stored in the logs.

Report Types

* Total

* By Month

* By Week

* By Day

* By Activity

» By Activity, By Month
» By Activity, By Week
* By Activity, By Day

Options

» Start Date
* End Date

User Status
These reports list users (and groups) on the system, their current status and the permissions they enjoy.

Report Types

» Folder Quota, Any

» Folder Quota, Defined

» Folder Quota, Near or Above
» Package Quota, Any

» Package Quota, Defined

» Package Quota, Near or Above
» Active Users

* Inactive Users

» Password About To Expire

e Group Summary

* Group Membership

» User List For Auditors
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» Default Home Folder Permissions
» Folder Permissions
» Address Books

Options
None

Security
These reports highlight suspicious signon attempts performed against a MOVEit DMZ server.

Report Types

» Suspicious Usernames - Many Attempts
» Suspicious Usernames - Many IPs

» Suspicious IPs - Many Attempts

» Suspicious IPs - Many Usernames

» Locked Out IPs - Current

» Locked Out IPs - Historical

» Locked Out Users - Current

» Locked Out Users - Historical

Options

e Start Date

* End Date

Attempt Threshold

IP Threshold

» Username Threshold

Performance

These reports examine the statistics gathered by the MOVEit SysStat service on MOVEit DMZ. (This
service typically captures performance statistics to the MOVEit database about 12 times an hour.)

Several of these reports are always broken down into additional categories. Typical breakdowns include
Maximum, Minimum and Average values, and TotalSystem, DMZCore, DMZISAPI, IS, MySQL,

DMZFTP, DMZSSH, DMZScheduler, and Central application break-outs. There are some exceptions,
however.

» Sessions reports always list Active and All sessions separately.
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* Memory reports always list Virtual and (Regular) memory separately.
 Disk reports always list space available on the various drives.

* Summary reports go across performance statistics rather than break them down by application.
Summary reports contain a summary of active sessions, CPU, free disk, handles and memory usage.

Report Types

* CPU - All

 CPU - By Hour

* CPU - By Day

» Disk - All

 Disk - By Hour

» Disk - By Day

* Handles - All

» Handles - By Hour

» Handles - By Day

* Memory Usage - All

* Memory Usage - By Hour
* Memory Usage - By Day
* Virtual Memory - All

* Virtual Memory - By Hour
* Virtual Memory - By Day
* Processes - All

* Processes - By Hour

* Processes - By Day

» Sessions - All

» Sessions - By Hour

» Sessions - By Day

» Threads - All

» Threads - By Hour

e Threads - By Day

e Summary - All

e Summary - By Hour

* Summary - By Day

Options

« Start Date
* End Date
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* Size Units

Content Scanning

This report shows any content scanning violations. An example of a violation is an uploaded file that failed
an anti-virus check. In this case, the report will show the file name, the name of the scanner, and the
name of the virus (if known). If you are logged in as Admin, the report shows violations for your
organization. If you are logged in as sysadmin, the report can show multiple organizations.

Report Types
» Content Scanning Violations
Options

e Start Date
* End Date
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Custom reports are similar to other reports in that they are sets of instructions for querying MOVEit DMZ's
performance and status data, formatting the results, and saving the resulting report. Where other report
categories and types execute pre-defined queries, however, custom reports provide the ability to define a
custom query, allowing reports of any type to be created based on the data available. Knowing what data
is available and how to request it is obviously a requisite to constructing useful custom reports.
Knowledge of the SQL data querying language is also important. For information about the database
schemas available to MOVEit DMZ, see the Database Schema page.

Managing custom reports is mostly the same as managing other reports. Custom reports may be added,
edited, executed, and deleted. For more information about basic management of reports, see the Reports
Overview page.

Adding a Custom Report

In addition to basic management, custom reports may also be exported and imported. This allows custom
reports to be easily shared between systems, and between DMZ administrators and MOVEit support
personnel. As a result, the process for adding a custom report looks slightly different than other report
types. Upon choosing to add a custom report, additional options will be displayed asking if the new report
should be created from scratch, or imported from an existing report file.

Add Report...

Select a report category and click the "Continue” butten to continue to configure a new report

Report Category: | Custom vl

Custom reports can be created from scratch, or created based on an imported custom field list. Please select how you wish to create this report

& Create from scratch

C Create from existing

Continue

Electing to create a new report from scratch will lead to the Add Report page, as with other report types.
Electing to create from an existing report file will cause a file browse box to be displayed. Use this to
select the report file to import. A successful import will lead to the Edit Report page, where additional
options may be configured.

Editing a Custom Report

~320~



Web Interface - Reports - Custom Reports

Edit Report...

Please specify the name, type and format of the report

NOTE: Defining custom reports is for advanced users only - please familiarize yourself with the database schema before proceeding

Hame: ICusE&m Repaort
Report Category: Custom

Report Type: Im
Format: Im

Created: 2/23/2010 3:38:50 PM by fred
Last Modified: 2/23/2010 3:38:50 PM

The following options determine when this report will be created and where it will be saved. You may use macros such as “[yyyy
datestamp your reports. Scheduled reports will be run by the nightly scheduled task. By default, this task runs at 1am

" (year) in your folder and file names to

Run On Days: | Mon, Wed,Fri

Examples: "Al", "4,7, “Mon, Tue™ - blank means “not scheduled”

Save In Folder:

ISeheduledReports

Save As File: | User_List_Report_[yyyylimmidd] txt
If o value is entered, the report title will be used

F Overwrite Existing File

Except where indicated, the following report parameters are optional

Fields: | Users Usemame, Users RealName

Required
Tables: | Users Required
Criteria: | Users Deleted="0"
Grouping: |
Order: | Users RealName

Limit: 10

Most configuration options are the same for both built-in reports and custom reports. The Name, Format,
Run On Days, Save In Folder, and Save As File options work the same way, as well as the CSV-specific
options. The report parameters, however, are quite different from those available to built-in reports. The
six available parameters define the data query that will be performed against MOVEit DMZ's database in
order to gather the desired information for the report:

» Fields - Determines which fields will be requested during the query. If a report will be querying data
from more than one database table, each field should be prefixed by its table name. For example,
"Users.Username" or "Files.FolderID". Multiple fields should be separated by commas. This parameter
is required.

» Tables - Determines which database tables will be queried, and how those tables should be joined to
each other in order to get the proper results. For example, to get the RealName field for a user account
that uploaded a file, use "Files LEFT JOIN Users ON Files.UploadUsername=Users.Username". This
parameter is required.
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» Criteria - Determines which data rows will be returned by the query. This is analogous to the "WHERE"
clause in an SQL query. For example, to only return users who are not marked as deleted, use
"Users.Deleted="0". Multiple criteria statements should be separated by the "AND" keyword.

» Grouping - Determines how results should be grouped, if desired. This is analogous to the "GROUP
BY" clause in an SQL query. For example, to group by account usernames, use "Users.Username".

» Order - Determines the order in which the results will be returned. This is analogous to the "ORDER
BY" clause in an SQL query. Use the "ASC" keyword to order in an ascending fashion, and the "DESC"
keyword to order in a descending fashion. For example, to order by account usernames alphabetically
in an ascending fashion, use "Users.Username ASC".

» Limit - Limits the number of results to the specified number. If blank, all results will be returned.

Operators such as the minus sign normally apply to all times and dates in a macro phrase. To apply
operators to only part of a macro phrase, use single-quotes or double-quotes to delimit phrases. For
example, if today is currently July 5, 2007, a macro of:

o [dd][mm-][yyyy] TO [dd][mm][yyyy] yields 05062007 TO 05062007
e "[dd][mm-][yyyy]" TO "[dd][mm][yyyy]" yields "05062007" TO "05072007"

Exporting a Custom Report

In addition to the Run Report section, the Export Report section will also be shown on the Edit Report
page for custom reports. This allows the current report definition to be exported to a file, which can then
be imported via the process above. Pressing the Export Report button will cause an export file to be
generated and sent to the browser, from where it can be downloaded to a local file.

Export Report

You can ex his report to an XML file by clicking the "Export Report”™ button below. The export file can be imported into other MOVEit DMZ servers to

create simi

Export Report I

NOTE: Only the name and custom query definition fields are exported. Information such as format, run
times, and folder to save to are not included in export files, as they are generally unique to the system.
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The Statistics page in the Reports section provides quick access to summaries of organization
information such as file transfers and folder sizes. For sysadmins, this information encompasses the
entire system.

Transfer Count
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1,000,000 » Bytes / Day

Transfer Count

The Transfer Count display shows a summary of the number of uploads and downloads performed during
the last 10 days. Uploads are shown in red, while downloads are shown in blue. The display will
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automatically scale to show all values. The scale of the display can be found in the upper left hand
corner.

Bytes Transferred

The Bytes Transferred display shows a summary of the total number of bytes uploaded and downloaded
during the last 10 days. As with the Transfer Count display, uploads are shown in red, while downloads
are shown in blue. The display will automatically scale to show all values. The scale of the display can be
found in the upper left hand corner.
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Ten Largest Folders

/Meszzages/Global Meszaaging [35.263.443 bytes)
fHomelohn Smith (10,867 B5E butesg)

AFT Toolz/PermTemp 10,864,103 bytez)

AFT Toolz/Software [3,876,720 butes)
fHomeFreddy Mazterszon [2,390,777 bytes)

AFT Toolzdlmages (2,337,738 butes)
S

I.-’H ome/Helga Finlayzon [27 497 bytes)
I.-’H omefred [365 bytes)

Five Largest Uploaders

fred [38,966,817 bytes)

Helga Finlayzon [24,155,970 bytesz)
Freddy Mazterson (4,734 560 bytes)
|

Jokin Smith [36,977 bytes)

|

Five Largest Downloaders

John Smitk [103,184 bytez)
Helga Finlayzon [57, 742 bytesz)
Freddy Mazterzon [52,473 bytesz)

Ten Largest Folders

The Ten Largest Folders display shows a bar graph of the 10 largest folders in the organization. Size is
measured by the total byte count of all the files contained in the folder. The relative sizes of the top 10
folders are shown as green bars. The actual byte counts of each folder, along with their full path name,

are also shown.
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Five Largest Uploaders

The Five Largest Uploaders display shows a bar graph of the 5 users in the organization who have
uploaded the most bytes, according to the current set of audit logs. The relative upload byte counts of the
top 5 users are shown as red bars. The actual upload byte counts, along with each user's real name, are
also shown.

Five Largest Downloaders

The Five Largest Downloaders display shows a bar graph of the 5 users in the organization who have
downloaded the most bytes, according to the current set of audit logs. The relative download byte counts
of the top 5 users are shown as blue bars. The actual download byte counts, along with each user's real
name, are also shown.
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The settings page allows Admins to configure "global" options for their organizations.

@ Settings
Appearance
Info; Annguncement - Welcome Message - Tech Support - Sign On Banner
Brand: Logo & Layout - Bullet - Color Scheme - Wizard - “External” URL
Display: Requlatory Compliance - Custom Help - Display Profiles - Max List Counts - Wizard
Notification:  Return Address - [tems Displaved - Signature - Format - Custom
Folders: Default Home Folder Path - Default Sort Order

International: Languages - [nterface

Security Policies

Password: Length & Complexity - Aging & History - Permissions
User Auth: Lockouts - Auth Method - Multi Signons - Expiration
User Settings:  Folder Quotas - Default Folder

Group: f fni

Remote Access:  Default Rules - [P Lockouts - [P Switching
Interface: HIIF - FIP - 554

Ad Hoc Transfer

g —— Ty .
Content: Sending Files - Package Quotas - Delivery Notifications
Maintenance: Aging & Explration
Miscellaneous

Aging: Audit Logs
Tamper Detection:  View/Reset
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SysAdmins will see additional "System Settings" on the Settings page.

Hint: "Root folder" properties such as "Allow Overwrite on Home folders" are NOT configured through this
Settings page. Instead, these properties are configured through the "Folder Settings" link available on
each of the root folders.
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Announcement

The announcement is a brief message all users will see on their home page. This section is often used to
warn about upcoming outages, point to new documentation or post additional legal notices to signed on
users. This section should NOT be used to welcome users just signing on - use the "Welcome Message"
field for this purpose instead. By default, the Announcement is blank. If the Announcement is left blank,
there will be no "Announcement" section displayed on the home page.

This field supports intra-string language tags.

Welcome Message

The welcome message appears at the top of the page whenever a user signs on successfully to the
MOVEIit DMZ system and in a console message when a user signs in via the FTP interface. The phrase
"[ORGNAME]" will be replaced by the name of the current organization when the message is displayed.
By default, this message is "Welcome to [OrgName]! Please watch this area for important messages.". If
this message is left blank, then no welcome message will be displayed to users.

This field supports intra-string language tags.

Tech Support

This section controls the information that users will see if they click their "Tech Support” links. This
information includes a contact name, a phone number and an email address. (If the name is left blank,
"Technical Support" will be used as the name. If the phone number or email address is left blank, no
information will be found in their places.)

Optional Information and Contact webpages can be set here as well. Name and URL fields are available
for both. If the Information link is specified, it will appear at the bottom of the Information section of the
Tech Support page. If the Contact link is specified, it will appear at the bottom of the Contact section of
the Tech Support page.

An optional "information" field may also be used to provide information about hours of service, additional
contacts, etc.

All Tech Support fields support intra-string language tags.

Hint: Use MOVEIit DMZ's WebPost feature to securely collect new account requests, password change
requests and other support requests from your own custom web page.

Sign On Banner

The sign on banner and notice are displayed to users before they sign onto the web site or when a user
connects to the FTP interface. The banner is typically something like "Welcome to MyOrg" or "WARNING:
Secure Resource". The notice typically describes the secured resource and its intended purpose.
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Both the banner and notice fields support intra-string language tags.
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Logo & Layout

Admins should upload a custom logo (often the same one used on their "main web site") soon after
signing on for the first time. All users will be able to see this *.gif image. The logo is usually set to appear
on the top left-side of the page. Admins can also set a custom logo, or tag line image, to display at the top
right-side of the page. A header background image can be set to enhance the display of the logo.

For example, the default style for MOVEIit DMZ shows a left-side logo with a right-side "tag line"and
includes a header background image.

Logo & Header Images

Custormize MOWEIL DME weith yvour logo

Lefi—-Side Logo

Current left-side logo (scaled):

MOVEi®p am=

Upload a news left-side logo:

e

Right-Side Logo (optional)

Current right-side logo (scaled):

Enterprise Managed File Transfer.

Upload a news right-side logo:
e

— e e~ Remowe this logo image

Header Backgrournd Image (optional)
Current background image (scaled):

uUpload a news background image:

oo oniy
& Upload

— O e~ Remowe this logo image

GIF images are limited to 256 colors, however, they can be transparent and/or animated. If the width of
logo is more than 600 pixels, the width of the page will stretch to match the new logo. (600 pixels will fill a
browser on a screen with a resolution of 640x480.) A width of 660 pixels is recommended to fit the current
page on a standard printed page. A width of 720 pixels is recommended to fill up a floating browser on a
screen with a resolution of 800x600. A width of 760 pixels is recommended to fill up a full-screen browser
on a screen with a resolution of 800x600.
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After changing the logo image, you may notice that the new image does not appear where it should. This
is usually due to the browser caching the old image and not noticing that a new one has taken its place.
To verify that the new image has been uploaded successfully, click the Home link in the left-hand
navigation, then hold down the Control key on your keyboard and click your browser's Refresh button.
This should force the browser to reload the page without using cached images, and should show you your
correct logo.

Page Layout

Administrators can also set the page layout width and alignment. Select an option and click Save to see
how the change affects the layout. Note that alignment applies only if you select less than 100% width.

Bullet

Admins may choose to use one of several different "stock" bullets or upload their own small *.gif.

Select or Upload a Bullet...

The followsing bullet is used throughout the site.
Current Bullet: scfuvsd size)

You may either select a "stock™ bullet, or upload your own custom bullet. Custom bullet images
must be in the "GIF" format, and can be no larger than 100,000 bytes.

NOTE: If the bullet image does not appear to change after you hawve chosen a news bullet or
uploaded a newv file, your browvsser is most likely caching the old image. To force the browveser to
refresh the image, click on the Home link in the left-hand nawvigation, then hold dowvwn the Control key
on your keyboard and click the Refresh button in your browveser.

Select a stock bullet:

To select a stock bullet, check the bullet desired belowws and then press the "select stock bullet"” bullet
to sawe your selection.

' No Bullet
ol =Jdol 4
OO
leolelel
(@R NeN J
(@l —ReL
Oar Ol

[ - Select Stock Bullet - ]

~ OR ~ Upload a custom bullet:

To upload a custom bullet from your local computer, select your bullet with the "browsse" button

belows, and then press the "upload custom bullet" button to upload it.
[ - Upload Custom Bullet - ]

GIF images are limited to 256 colors, however, they can be transparent and/or animated. Custom bullet
images should be no more than 16 pixels by 16 pixels.

As with the logo image, you may notice that the new bullet does not appear where it should after you
have chosen or uploaded a new one. This is usually due to the browser caching the old image and not
noticing that a new one has taken its place. To verify that the new image has been uploaded successfully,
click the Home link in the left-hand navigation, then hold down the Control key on your keyboard and click
your browser's Refresh button. This should force the browser to reload the page without using cached
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images, and should show you your correct bullet.

Color Scheme

Admins may preview or pick from one of the available color schemes. If a custom scheme is desired,
SysAdmins have the ability to create and upload a (CSS) stylesheet template to fit your brand.

Change Color Scheme...

Select a color scheme from the list below.

Color Scheme: | MOVEIL Gray ¥| Preview Color Scheme

Hint: If you need a new custom scheme to match your current corporate scheme, ask
moveitsales@ipswitch.com. We may have created one for your organization during your evaluation
period.

Wizard

Admins may also change the name and the look of the MOVEit Wizard (ActiveX or Java version). The
names entered in the top section of this page will appear in the title bar of the Upload and Download
Wizards respectively. They will also be recorded as the Agent Name in audit log entries of Wizard file
transfers. Set the values to blank strings if you'd like to use the default names. The bitmap image entered
in the bottom section will be shown in place of the usual Wizard logo in the upper left corner of the
Wizard. To set this back to the default logo, click the Upload Custom Wizard Logo button without
selecting a file.
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Settings (Appearance)

Set Custom MName For Wizard...

vou can enter custorm names for the Upload and Dowwnload wWizards. If you leawve these empty. the
standard names (MO LVES Upfoaa Hdizara and AN VES Domaniiosa dzasrag) will be used.

Upload mnanmmes

Download mname:

[ - Set Wizard MNames - ]

Set Custom Wizard Logo...

To upload a custom vWwizard logo from your local computer, select a 75 = 42 pixel .BMP file with the
"browese" button belows, and then press the "Upload Custorm Wizard Logo” button to upload it. To
disable a custorm wizard logo, leawve the filename empty and press the button.

Custom Wizard logo is currenthy DISABLED.

[ Browse...

[ - Upload Custom “Wizard Logo - ]

Set Custom Wizard Upload Zip File Name...

You can enter a custorm default filename used by the Upload Wizard when the =ip option is chosen.
You can use the macros [username] and [fullname]l. A value of [default] causes a language-specific
default to be used.

Default Upload Fipfilke Namme: [default]

I - Set Upload Zipfile Mame - 1

You can also set a file name to be used by the Upload Wizard when the zip files option is selected. This
option compresses files into one file with a .zip extension and will use the file name you enter here. You
can enter a custom default filename that will be used by the Upload Wizard when the zip option is chosen.
You can use the macros [username] and [fullname]. A value of [default] causes a language-specific
default to be used (the default English version is "upload.zip".) If you want to prompt the user to enter a
zip file name, leave the Default Upload Zipfile Name field blank.

"External" URL

This value is the URL to which users will be sent if they click on your organization's logo. By default, the
"External” URL is blank. When the "External” URL is blank, a click on your organization's logo will act like
a click on the "Home" navigation link.

This value is NOT the URL to which users are sent in their notifications; that value is called the "Base
URL" and may only be set by a SysAdmin. A system-wide "Base URL" normally applies equally to all
organizations, but individual values may be set on each organization. (If your MOVEit DMZ system
supports multiple, licensed organizations and each one uses its own IIS site and SSL server certificate,
you should be using different "Base URL" values for each organization.)
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Regulatory Compliance

This section provides the options to display various sections that bring the DMZ system up to compliance
with both ADA and FDA regulations. Included are the "skip repetitive navigation" link for ADA compliance,
and the "GMT" timezone offset statement' section for FDA compliance. Also available is an option to turn
on and off the display of a "Powered By MOVEIt" link at the bottom of the left-hand navigation column.

Custom Help

In addition to the Online Manual and Tech Support links available to users in the left-hand navigation
column, the Custom Help section allows the organization administrator to provide a third link of their
choice. This section allows the admin to enter a link name, and a link URL, which will appear below the
Online Manual and Tech Support links. If a user clicks this link, the appropriate page will be launched in a
separate window.

Both the link and name fields support intra-string language tags.
Display Profiles

Display profiles allow the administrator of an organization to fine tune the look and feel of the MOVEit
DMZ web interface for different classes of users. The admin first creates a display profile, selecting the
sections to show and the options to provide. That profile can then be assigned to one or more of the five
user classes available: Ad Hoc Transfer Only, Guest/Anonymous User, Power User, Temporary User and
User. For more information about creating and assigning display profiles, see the Display Profiles Feature
Focus page.

Max List Counts

The more users or folders there are on a MOVEit DMZ system, the longer it will take both DMZ and the
client web browser to render pages that contain lists of those users or folders. For this reason, the Max
List Counts option is provided, which causes search boxes to replace drop-down selection menus when
the number of users or folders in the drop-down would exceed the specified values. The search boxes
allow the user to enter a search term, and pick from a selection of users or folders that match the search
term. While the process of selecting a user or folder does become slightly more complicated, the loading
times for the associated DMZ web pages is greatly reduced, allowing more users to use the system
simultaneously.

Note that the max list values are only applied to the number of users or folders that would be in a given
list, not to the total number of users or folders on the system. So, if a given user has only two other users
in her address book, she will see both those users in a drop-down menu when composing a secure
message, even if there are thousands of other users on the system.

When the number of users or folders is near the limit (above or below) a special configuration hint will be

displayed on Admin's home page to remind them that this setting will soon or has just caused a change to
the user interface.

~335~



Web Interface - Settings - Appearance - Display

Wizard

This section determines whether or not users will be prompted to install the Upload/Download Wizard if
they do not already have it installed. The setting value is applied when creating new users, and can be
applied to existing users as well. It is overridden at the user level by per-user values of the setting.

When the Prompt to install Upload/Download Wizard setting is set to Yes, users who do not have the
wizard installed will by default be prompted about it, and asked if they want to install it, after they sign on.
When set to No, users will by default not be prompted about the wizard, though they will still be able to
use the wizard if it is already installed. Users will still be able to install the wizard from their My Account

page.
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Web Interface - Settings - Appearance - Notification -
Overview

Overview

The notification settings allow you to control the format and appearance of email notifications sent out by
MOVEit DMZ.

Return Address

The return address is the address from which notification messages will appear to come. (e.g.
"automation@stdnet.com")

Hint: Set this value to a real email address if you would like to be notified of email notifications which
cannot be delivered. (Delivery failure messages will be sent back to this return address.)

Signature

This setting allows an Admin to configure the signature string that appears at the end of notification
emails from this organization. Instances of the macro text "[JORGNAME]" will be replaced by the
organization name. By default, the Signature is "[ORGNAME] Notification Service". Normally the
signature will be proceeded by the phrase "Regards,"

This field supports intra-string language tags.
Format

This setting determines the default email notification format which will be applied to new users created in
the organization. The available formats are HTML and Text. When the value of this setting is changed,
the administrator will also have the option of applying the change to all existing users in the organization.

HTML-formatted notifications contain stylesheet references and inline images to help match their
appearance with the DMZ web interface. These references are taken from the settings of the organization
that originated them, meaning organization color schemes, icons, and font information are all maintained
in the emails that end users receive.

However, some email servers consider inline images an indication of spam, and block emails that contain

them. The Text-format option is provided for those whose email servers prevent the receiving of HTML
messages.

Customization

The content of email notifications can be customized in two ways. A set of check-box options called
"ltems Displayed” can be used to set a broad policy for what information is sent over clear-text email. See
the Web Interface - Settings - Appearance - Notification - Items Displayed page for more information.

For finer control over the content of email notifications, you can create and edit custom natifications
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through the DMZ web interface. Custom versions of the email notifications can be assigned to an entire
organization, in a multi-org system, or can be limited to specific User Groups within an organization. See
the Web Interface - Settings - Appearance - Notification - Custom page for more information.
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Web Interface - Settings - Appearance - Notification -
Items Displayed

Items Displayed

Items displayed refers to the different sections of information available in the notification emails that are
sent out for various reasons. These items can be switched on and off independently, allowing the
administrator to determine what information is sent over clear-text email. Configurable items include basic
information, comments, non-repudiation information, and a direct link to the notification subject.

Here is a sample notification with all the options turned on:

Mew File Motification

A new file frorm Joe User has arrived into the Distribution § MyParent 5 MyFolder folder.

Name: Example td
Tracking ID: 1234567
Criginal Size: 1,234 lnvtes

Uploaded By: Joe User {joe@user.com)
Comments: This file is called example t:d.

2 For hon-repudiagtion purnases, |t has been canfirmed that the fife recelved Dy WO ERR DME Ts IDENTICAL to the flig
unlaacied by Joe Ulser.

FPlease use the following URL and your usernamefpassword to DOWRLOAD or view the current status of this file,
including its full upload and download history.
(hittp: Sidevel corp stdnet comimidmzbuman aspe?OrgD=09998 Arg 1 2=fileview & Arg07=1234567 £ Arg06=1 234568 usernamesjaneuser)

Regards,
Steve Test Org

» Basic File Information: This includes file information such as name, size, tracking ID, and the name of
the user who uploaded the file.

Name: Example td
Tracking ID: 1234567
Original Size: 1,234 hytes

Uploaded By: Joe User (joe@user.corm;

Comments: This file is called example. td.

» Uploader/Sender: This determines whether the name of the user who uploaded the file or sent the
package is shown in notification emails.
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from Joe User

Uploaded By: Joe User (joe@user.com)

e Comment Field: This determines whether any comments included with the file upload are shown. It
also determines whether the subject of a package is shown in package notification emails.

Comments: This file is called example td.

* Non-repudiation Information: This includes information regarding whether MOVEit DMZ can verify
that the uploaded or downloaded file was unchanged during transit.

2 For hon-repuidiation pumoses, |t has been confitmed that the file received by MOV ER DVE js IDENTICAL fo the file
upioaded by Jog Lisar

» Direct Fileview Link: This determines whether a direct link to the subject file or package is provided in
the email. If it is, clicking on that link will take a user directly to the file or package, after logging on.

Please use the following URL and your usernamelpassword to DOWRLOAD or view the current status of this file,
including its full upload and dovwnload histony.
[hittp: iddevel carp stdnet .comitnidmzhuman. aspx P OrgiD=99398 8101 2=fileview S &rgl7 =1 234567 & Arq06=1 23456 username=janeuser’

« Prefill Username: This determines whether the username will be prefilled on the signon page when
the user follows the link in the notification email. This option has no effect if the Direct Fileview Link
option is disabled.

Susernames=aneuser’)
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Web Interface - Settings - Appearance - Custom
Notifications

Whereas the Items Displayed settings allow you to turn on and off specific components of a notification,
they do not let you control the actual text. The Custom Notifications feature allows you override the
standard template with a customized version for all users within an organization, or for just a specific

group.

. . #146 (click | -
Online Demonstation *+4¢ (¢lick image for info)

or Training Available
List of all defined Custom Notifications

By clicking on the Settings | Appearance | Notification: Custom link, you get to a master list of custom
notifications you have defined for your organization. From here you can create new notifications, clone
notifications you have already created, edit the content of notifications, and enable or disable notifications
for use within your organization.

Edit Custom Email Notifications...

Email notifications are used for many situations:

1. File, webhpost and message notifications, including upload confirmations, new file
notifications, delivery notifications, and delete naotifications. These are sent to end-users who
are interested in the status of files.

2. User notifications including password and user expirations, passwaord changes, new user
and temp user notifications. These are sentto users to tell them about the status of their
account.

3. Admin nofifications about user status changes. These are sent to admins responsible for
end-users.

Maotifications may be viewed and edited by clicking the "Edit” link.

Hame Template Apply Actions
My Mew File Upload Mew File Upload Motification Clone - Edit - Delete
Add Mew Custom Maotification

The main list of notifications has several columns:

» Name: The unique name for this notification. This is your helpful-hint as to what purpose you have for
this notification.

« Template: The system-defined natification template that this one overrides. The list of system
templates can be found below in the Adding a Notification section. See the Web Interface - Settings -
Appearance - Custom Notification - Templates page for the complete list of templates.

» Apply: This is a flag that says whether the custom notification is has been turned on or "applied" to the
organization. If the column displays the word Org, then the notification has been enabled for the entire
organization. If it is blank, the custom notification is still in draft stage or has been applied to a specific

group.
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» Language: For systems with multi-language support enabled, you will see a Language column which
identifies language for which the notification is used. You can customize email notifications for each
supported language.

» Action:
» Clone: Allows you to clone a notification as a starting point for a new one.

« Edit: Takes you to the editor for changing the content of the notification. You can do the same thing
by clicking on the Name field.

» Delete: Deletes this notification (after confirmation.)

An "add" link allows you to create new notifications based on standard templates.

Adding a Notification

To add a new custom notification, click on the "add" link at the bottom of the custom notification list.

Add Custom Notification...

Mame your custom notification message and set up its parameters.

Name: |['u“|1_g Mew File Upload

Template: |New File Upload Motification j

- Add Motification -

» Name: Name your custom notification here. Names have to be unique, and they can be used to
describe your purpose for the notification, for example: "Dept password change".

» Template: Choose one of the standard templates from the drop-down list. See the Web Interface -
Settings - Appearance - Custom Notification - Templates page for details on all the templates.

Press the "Add Notification" button to advance to the editing screen.

When you add a new natification, a standard "template" notification is built and presented for editing. At
the time you add the notification, the "Items Displayed" settings currently in effect will be used to select
the features enabled in the custom notification. For example, if the Comment Field option is set in the
"ltems Displayed" settings when you add a file or message notification, the new notification will include
the comment.

Cloning a Notification

Once you have a working custom natification, you may want to create a slightly different version without
starting from scratch, and without changing the original. You can select an existing custom notification
from the list and click on the "Clone" link.
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Clone Custom Notification...
Mame your custom notification message and set up its parameters.

Name: |Sen::|:|r1d Mew File Upload
Template: Mew File Upload Matification

- Add Cloned Motification -

This is very similar to "Adding a Notification", but notice that the template is fixed, you only get a field for
specifying the name of the new notification. After you press the "Add Cloned Notification" button, you are
presented with the edit screen containing a copy of the original notification.

Editing a Notification

Immediately after adding or cloning a new notification, or if you click on the "Edit" link in the notification
list, you get the editing display. The screen is broken up here and each part is described separately.

Edit Custom Notification...

Mame your custom notification message and set up its parameters.

Name: |I"m'11_.,r Mew File Upload
Template: Mew File Upload Matification

r Apply to whole Organization

» Name: You may change the descriptive name of the notification.

« Template: Once you have added a notification, you may not change the template type. It is displayed
here for reference.

* Apply to whole Organization: When you are ready to activate a custom notification you can check
this box and the custom notification will be used for all emails of the template type. This toggles on the
"Org" tag in the Notification list screen.

Subject:
Mew File in the [FolderPath] Folder (from [UserRealName])

» Subject: This is the subject line of the email sent out with the custom notification. You may edit the text
of the subject line, including the use of macros as described below.
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Body:
[class=textbig][lconFile]New File MNotification =

A new file has arrived into the [FolderPathURL] folder.

class=listrowZ][b]Mame:[/b] [OriginalFileMame]
b|Tracking 1D:[/b] [FilelD]

b]Original Size:[/b] [MiceFileSize] bytes
IfUploadComment!=][b]Comments:[/b] [UploadCaomment]

e e

[i][lconintegrity][fintegrityChecked=1]For non-repudiation purposes, it has been
confirmed that the file received by MOVEit DMZ is IDENTICAL to the file uploaded

by [UserRealMame].

[Otherwise]For non-repudiation purposes, it cannot be confirmed that the file

received by MOVE* DMZ is identical to the file uploaded by [UserRealName] i
because the client used to upload this file {[UploadAgent]) does not support

integrity checking. Please use the free [UploadWizardMame] with Internet Explorer

or a Java-Enabled browser, or a MOVEL file transfer product in future transfers if
delvery with non-repudiation 15 important.

-
i ul ron . [ N1 | 1 Fl L Ml AR DL ™ B s J

- Update Motification -

» Body: This is the body of the email sent out with the custom notification. It contains text that is
included verbatim that you may change as it suits your specific needs. It also contains three types of
macros enclosed in square brackets, ([]). Some macros are direct inserts of information available at the
time of the notification, for example, [Username], or [FilelD]. Other macros are used to provide a
rudimentary meta-language for creating if-then-else decisions and for-loop structures. Some macros
are available for controlling the appearance, usually of HTML-formatted emails. Macros are discussed
in depth on the Web Interface - Settings - Appearance - Custom Notification - Macros page.

» Update Notification button: Any changes to the header, subject or body of a notification are saved
when you press the Update button.
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Example Email Notification Message
Subject: Mew File in the Distribution / MyParent / MyFolder Folder (from Joe User)

New File Notification

A new file has arrived into the Distribution / MyParent / MyFalder folder.

Hame: Example. b

TracKing ID: 1234567

Original Size: 1,234 hytes

Comments: This file is called example.td.

% For non-repudiation purposes, it has been confirmed that the file received by MOVEIt DMZ is
IDENTICAL to the file uploaded by Joe User.

FPlease use the following URL and your username/passwoard to DOWMNLOAD or view the
current status of this file, including its full upload and download history.

https: win2003Web1/human.aspx?
CrglD=9999&Arg1 2=fileview&Argl7=1234567 &Argl6=123456

Regards,
testorg Motification Service

- Send Test Email to Me -

A example of the last-saved version of your custom notification is displayed as it would appear when sent
as an email in HTML format. The subject is displayed separately from the body of the email. Generic
sample data is filled into the message to show how the macro fields would be processed. A "Send Test
Email to Me" button lets you send an actual email to yourself with the sample data. The email subject of
the test email will always be prefixed with the words "TEST EMAIL:". Every time you make a change to
the subject or body of the custom notification and press the "Update Notification" button, the display will
refresh to show you the results of your changes.
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Example TEXT Email Notification Message
Subject: Mew File in the Distribution / MyParent / MyFaolder Folder (from Joe User)

New File Notification

A new file hes errived into the Distribution / MyParent / MyFolder folder.

Hame: Example.tHt

Tracking ID: 12345&7

Original Size: 1,234 bytes

Comments: This file is called example.txt.

For non-repudiation purposes, it has been confirmed that the file receiwved
by MOVEit DMZ is IDENTICAL to the file uploaded by Joe User.

Please use the following URL and your username/password to DOWNLOAD or
view the current status of this file, including its full upload and
download history.

https: //win2003Webl /human.a3px?

OrgIl=9899zhrgl2=fileviewsArglT=123456Tcrgl6=1234586

Regards,
teatorg Notification Service

- Send Test TEXT Email to Me -

An example of the same notification as it would appear sent as an email in TEXT format is also displayed.
For the Summary File Notifications, which have completely different HTML and TEXT versions, only one
or the other is displayed. A similar "Send Test TEXT Email to Me" button can be used to send a sample in
text mode to your email address.
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Web Interface - Settings - Appearance - Custom
Notifications - Templates

Custom Notifications are used to override standard templates for emails sent out to users and
administrators. This is the list of system templates and their use.

Template

Description

Immediate File Notifications

New File Upload Notification

Sent to users with Notify rights to the uploaded file's parent folder,
informing them of the arrival of the new file. This New File Notification is
be sent individually (immediately after a file has arrived), The File Upload
List template below is used for a delayed batch message listing all the
files that have arrived within a configurable time frame.

File Delivery Receipt

Sent to the uploader of a file when another user downloads that file. File
Delivery Receipts are only sent out individually, as soon as the download
action has occurred.

File Non-Delivery Receipt

Sent to the uploader of a file when another user deletes it before
downloading it. File Non-Delivery Receipts are only sent out individually,
as soon as the delete action has occurred.

File Upload Confirmation

Sent to the uploader of a new file informing them that the file has arrived
and that the appropriate users have been notified of its arrival. This is
the immediate notification. The batch-mode notification is below.

Package Notifications

New Package

Sent to recipients of packages informing them that a new package has
been posted for them to view.

New Temp User Package
(with password)

Sent to temp user recipients of packages informing them that a new
package has been posted for them to view and includes account
information for the new user, including a password.

New Temp User Package
(with password link)

Sent to temp user recipients of packages informing them that a new
package has been posted for them to view and includes account
information for the new user, including a link to where the user can set a
password.

New Guest Package

Sent to guest user recipients of packages informing them that a new
package has been posted for them to view and includes a package
password for the guest user.

Package Password
Notification

Sent to guest user recipients of packages to provide a password for the
guest user to view the package. This is sent if package passwords are
configured to be sent separately from the New Guest Package
notification.

Package Delivery Receipt

Sent to the sender of a package when a recipient views the package.
Package Delivery Receipts are only sent if the sender of the package
enables the Delivery Receipt(s) setting on an individual package before
sending it.

Package Download Receipt

Sent to the sender of a package when a recipient downloads a file from
the package. Package Download Receipts are only sent if the sender of
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the package enables the Delivery Receipt(s) setting on an individual
package before sending it.

Package Deleted By User

Sent to the sender of a package when a recipient deletes the package
notification before viewing it. Package Non-Delivery Receipts are only
sent if the sender of the package enables the Delivery Receipt(s) setting
on an individual package before sending it.

Package User Was Deleted

Sent to the sender of a package when a recipient is deleted before
viewing the package.

Package Expiration

Sent to the sender of a package when the package expires. A package
expires when it meets either the package expiration number of days, or
the maximum downloads specified in the individual package options (if
available), or otherwise set by the administrator in the Ad Hoc Transfer -
Package Quotas.

Package Delayed Delivery
Receipt TEXT
Package Delayed Delivery
Receipt HTML

For bulk notification of package delivery events. Sent to the sender of a
package to provide bulk notification of when a recipient views the
package. Package Delivery Receipts are only sent if the sender of the
package enables the Delivery Receipt(s) setting on an individual
package before sending it. One template is used for text-formatted
notification and the other is used for HTML formatted notification.

Webpost Notifications

New Webpost Upload
Notification

Sent to users with Notify rights to the Webpost's folder, informing them of
the arrival of the new post.

Webpost Confirmation

Sent to the poster informing them that the Webpost has arrived and that
the appropriate users have been notified of its arrival. This confirmation
includes a "Thank You" message configurable on the Webpost folder.

User/Password
Notifications

New User Welcome (with
password)

Informs a new user that their account has been created on the system.
Includes the account username, and the account password.

New User Welcome (with
password link)

Informs a new user that their account has been created on the system.
Includes the account username, and a link to where the user can set a
password.

Guest Self Registration
Welcome

Sent to self-registering guest users when the emailed password option is
being used. The notification includes a URL link and a password. It
explains that they can sign in and then send the package.

Temp User Self Registration
Welcome

Sent to self-registering temporary users who self-register using the
reCAPTCHA option. It confirms creation of their new temporary user
account.

Temp Self Registration
Welcome (with password)

Sent to self-registering temporary users when an emailed password is
being used. The notification includes the account username, a
password, and a URL link. It explains that a new account has been
created and that they can use the link to sign in.

Temp Self Registration
Welcome (with password link)

Sent to self-registering temporary users when an emailed password
request link is being used. The notification includes the account
username and a URL link. It explains that a new account has been
created and that they can use the link to begin using the account.
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New Password Notification
(with password)

Sent to a user informing them that their password has been changed by
an administrator, and includes the new password. These messages are
only available if the proper Permissions are set in an organization's
Password Policy.

New Password Notification
(with password link)

Sent to a user informing them that they must change their password, and
includes a link to where the user can set the password. These messages
are only available if the proper Permissions are set in an organization's
Password Policy

Password Change Request
Confirmation

Sent to a user who requests a password change from the signon screen
(this feature must be turned on for the organization). The link on the
email must be used to complete the password change process.

Password Change Request
Error

Sent to a user who requests a password change from the signon screen
when he has been configured to not allow password change.

New User Password Request
Confirmation

Sent to a new user who received a password link notification and sets a
password successfully.

New User Password Request
Error

Sent to a new user who received a password link notification and sets a
password that does not meet the password rules.

Password Expiration Warning

Sent to a user informing them that their password expiration time is
approaching. Users still have time to log on and change their password
before their account is locked out.

Password Expiration

Sent to a user informing them that their password expiration time has run
out. Users are directed to their administrator for reinstatement.

User Account Expiration
Warning

Sent to a user informing them that their account expiration time is
approaching. Account expiration can be based on inactivity, a fixed
number of signons, or a specific date. For more information about
creating and assigning expiration policies, see the Feature Focus -
Expiration Policies page.

User Account Expiration

Sent to a user informing them that their account has expired and is no
longer accessible.

Administrator Notifications

Admin User Expired Notice

Administrator alerts inform interested administrators of various important
user events in an organization. This notification tells Admins when a user
is inactivated because of expiration policy. The notification happens
when a user attempts to signon but is found to have been expired. The
Admin has the option of reactivating the user.

Admin User Locked Out
Notice

Sent to Admins when a user is locked out for signon violations.

Admin User Expired List

Sent to Admins during the overnight processing when a group of users is
marked as expired, or notified of impending expiration.

Admin User Password Notice

Sent to Admins during the overnight processing when a group of users is
marked as inactive, or warned, because of password expiration, or
impending expiration. If users are allowed to change their own password
by configuration option, the user notification goes out at the same time.

Admin IP Lockout Notice

Sent to Admins when an IP address is locked out for attempted signon
violations.
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Admin User Counts Notice

Sent to Admins when the number of users is approaching the licensed or
configured maximums.

Summary File Notifications -
TEXT

File Upload List Notification
TEXT

This and the following templates are for bulk notification of file events.
The first three are used for TEXT format notification and the last three for
HTML format. This notification is sent to users with Notify rights to the
uploaded file's parent folder, informing them of the arrival of new files. It
is a delayed batch message listing all the files that have arrived within a
configurable time frame.

File Upload List Confirmation
TEXT

This is the corresponding batch notification listing all files uploaded by a
user within a configurable time frame.

File Not Downloaded List
TEXT

This batch natification list files for which a configurable time frame has
expired without anyone downloading the files.

Summary File Notifications -
HTML

File Upload List Notification
HTML

These next three templates are the HTML format versions. While the
TEXT versions list each folder and the newly uploaded files in each
folder as a block of text information, the HTML notifications use an
HTML table format for the list. This notification lists all the files that have
arrived for an interested user within the time frame.

File Upload List Confirmation
HTML

This HTML message is the corresponding batch notification confirming
all files uploaded by a user within a configurable time frame.

File Not Downloaded List
HTML

This HTML batch natification is returned to a user who uploaded files for
which a configurable time frame has expired without anyone
downloading them.
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Web Interface - Settings - Appearance - Notification -
Macros

Overview

Custom Natifications use a special macro language to embed into the text helpful hints about how to
modify the content for display. There are three types of macros, ones that are simple insertions of data
fields, ones that change the appearance, such as bold face, and ones that provide a control structure for
conditions and loops. Each group of macros are listed below.

Most of the macros that change appearance or establish controls automatically expire at the end of a
paragraph, indicated by a blank line in the text. So, for example, if you use an [i] to start italic text, it
reverts back to standard text at the next paragraph. In this case, a closing [/i] macro is optional.

A Note about Usernames

Starting in version 5.5, Usernames have been changed to be unique User IDs, separate from the actual
User login names used to sign onto MOVEit DMZ. A new LoginName field has been added to the user
table. For compatibility, upgrades to version 5.5 will copy the Username to the LoginName for existing
users. All new users will be created with a Username that is built from the first 8 characters of the
LoginName and 8 random alphanumeric characters to make a unique User ID. For custom notifications,
in the table below, references to the [Username] or [xxxx/Username] or [MyUsername] fields will return
the unique User ID, and [UserLoginName] or [xxxx/LoginName] or [MyLoginName] will return the actual
login.

Appearance Macros

Macro Description

i Start and end italic text.

[b][/b] Start and end bold text.

[hr] Insert a horizontal rule.

[br] Insert a line break.

[p] Paragraph - force a blank line in HTML or text.
[class=xxx] Establish (and ends) a text change. Classes are
[/class] based on the organization style-sheet. Some

classes that are used are:

 [class=textbig] - Larger than average size text

* [class=textsmall] - Normal text size

* [class=texttiny] - Smaller than normal text

* [class=listrowl] - Text with a shaded background
* [class=listrow?2] - Darker shaded background

[style=xxx] Establish (and ends) a style change.
[/style]
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Control Macros

Macro

Description

[Ifxxxxx=y]
[Ifxxxxx!=y]

Include the following text if field "xxxxx" has a value
equal to y (or not equal to y). You may choose
among a number of cases by a series of [if]
macros.

[and]

Use the [and] macro to logically combine two or
more [if] statements with an "and" boolean
operator. Example:
[IfMyValue=1][and][IfYourValue=1]... [/If]

[or]

Use the [or] macro to logically combine two or more
[if] statements with an "or" boolean operator.
Example: [IfMyValue=1][or][IfYourValue=1]... [/If]

[wrap]

Use the [wrap] macro directly before an [if] if you
want to nest additional [if] macros within the
"wrapped" [if]. Example: [Wrap][lfMyValue!=1]...
[IfMyValue=2]... [/If]... [[Wrap]

[otherwise]

Include the following text if no other previous [if]
applies.

[/if]

Ends the conditional [if] within a paragraph. If there
is no [/if] the condition ends at the end of the
paragraph.

[ForEachFolder]
[ForEachFile]
[ForEachuser]

Creates a loop through each element of a list. For
example, to list all attachments to a package within
the New Package Notification (corresponding to the
[Attachment/Name] macro), you would enter:

[ForEachAttachment][Name][BR][/For]

In this example, immediately following "[ForEach”,
enter the parent element of the list then terminate
with the "]".The parent is what precedes the
forward-slash in the macro; for example in the
Attachment/Name macro, the parent is
"Attachment." Inside your ForEach loop, specify the
child element(s) without the preceding parent and
forward slash.

[/For]

Ends the loop [ForEachxxx] or else it expires at the
end of a paragraph.

[URL]
[JURL]

Creates a URL link within an HTML-formatted
notification. Between the beginning and ending
tags are two parts. Everything following the [URL]
start up to a SPACE character is the hyperlink.
Everything after the SPACE up to the closing
[f[URL] is the linked text.

[FolderPathURL]
[FileViewURL]

These are all "shortcut" URL macros that contain all
the hyperlink information to create each of the
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[FileViewURL] commonly used links within the standard

[MessageURL] templates..

[MsgHistoryURL]

[WebPostListURL]

[LogonURL]

[PasswordURL]

[UserEditURL]

[LockIPURL]

[ListFileViewURL]

[ListFolderLinkURL]

[ListFileLinkURL]

[table xxx] Starts (and ends) an HTML table. This and the

[table] following formats are only used in the three
HTML-format bulk file notifications. Attributes "xxx"
following the "table" tag are included.

[tr xxx] Starts a table row, passing the "xxx" attributes.

[/tr]

[td xxx] Starts a table column, passing the "xxx" attributes..

[/td]

[trdata] Starts a data row (with alternate background

[/trdata] shading).

Field Macros

Field macros are used to insert run-time variables into the text of emails. Each template has its own set of
field macros that are available to it. There is also a group of common field macros available in all

templates.

Common to all templates

Macro

Description

[EmailNoteFlags/Basic]

Flags from the Items Displayed settings: Basic File
Information

[EmailNoteFlags/Comments]

Comment Field

[EmailNoteFlags/NonRepudiation]

Non-repudiation Messages

[EmailNoteFlags/DirectLink]

Direct Fileview Link

[EmailNoteFlags/From]

Uploader/Sender

[EmailNoteFlags/PrefillUsername]

Prefill User Login

[TechName] Organization Tech contact name

[TechPhone] Organization Tech contact phone

[TechEmail] Organization Tech contact

[NoteSig] Organization Signature with [ORGNAME] replaced
[BaseURL] The Organization Base URL for constructing HTTP

links
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New File Upload Notification
File Upload Confirmation

Macro

Description

[InstitutionName]

Name of the Organization

[Username]

User ID who uploaded the file

[UserLoginName]

Login name of the user who uploaded the file

[UserRealName]

Real name of the user who uploaded the file

[UserEmail]

Email of the user who uploaded the file

[OriginalFileName]

File name that was uploaded

[UploadComment]

Comment associated with the file when uploaded

[FilelD]

File Tracking ID

[FolderID] ID of the folder containing the file

[FolderName] Name of the folder containing the file

[FolderPath] Full path of the folder containing the file

[FileSize] Size of the file

[NiceFileSize] FileSize with commas added for easier reading

[InstID] ID number of the Organization

[UploadAgent] The browser or program that uploaded the file,
name plus version

[IntegrityChecked] 1=File was uploaded with integrity, 0=Not

[UploadWizardName] "MOVEIit Wizard" or Org-configured wizard name

[MyUsername] User ID to whom we are sending the email

[MyLoginName]

User Login to whom we are sending the email

[FolderPathURL] HTTP link for viewing the folder on DMZ
[FileViewURL] HTTP link for viewing the file on DMZ
[lconFile] Large file icon

[Iconintegrity]

Small Integrity icon if Integrity Checked, or small
Exclamation if not

[CScanName] The user-configured scanner name specified in the
Content Scanning settings, for example: Anti-Virus
[CScanID] The "name/version/virus-definition" string provided

by the content scanner.

File Delivery Receipt
File Non-Delivery Receipt

Macro

Description

[File/ID]

These are all attributes of the file that was delivered
(or not.) This is the ID number of the file
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[File/InstID]

Ord ID for the file

[File/FolderID]

Folder ID containing the file

[File/FolderName]

Folder name containing the file

[File/OriginalFile TypelD]

File type (numeric) when file was created.

[File/CurrentFileTypelD]

File type (numeric) for file.

[File/Deleted]

1=File is marked for deletion (or in upload process)

[File/OriginalFilename]

File name as uploaded

[File/DisplayOriginalFilename]

HTML displayable file name

[File/FileSize]

File size

[File/UploadUsername]

User ID that uploaded the file

[File/UploadUserLoginName]

Login name of user that uploaded the file

[File/UploadUserRealName]

Real name of user that uploaded the file

[File/UploadIP]

IP address file was uploaded from

[File/UploadComment]

Comment associated with the file

[File/UploadStamp]

Date/Time the file was uploaded

[File/UploadAgentBrand]

Browser or program name that uploaded the file

[File/UploadAgentVersion]

Version of the Agent

[File/DownloadCount]

Number of times the file has been downloaded

[File/Thumbnail]

1=Indicates a thumbnail file is present

[File/UploadIintegrity]

1=Indicates the file was uploaded with integrity
checking

[EventType] 1=File was downloaded w/o integrity checking
2=File was deleted without downloading
3=File was downloaded with integrity checking
5=User was deleted before downloading the file
[UploadAgent] Agent brand and version that uploaded the file

[Download/Realname]

User real name that downloaded the file

[Download/Username]

User ID that downloaded the file

[Download/LoginName]

User login hame that downloaded the file

[Download/Agent] Agent brand and version that downloaded the file
[Download/FolderPath] Folder path of the file

[Download/Stamp] Date/Time of download

[InstID] ID number

[InstitutionName]

Organization name

[UploadWizardName]

"MOVEit Wizard" or Org-configured wizard name

[DownloadWizardName]

"MOVEIit Wizard" or Org-configured wizard name

[FileViewURL]

HTTP link for viewing the file

[lconFile]

Large file icon
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[lconintegrity]

Small Integrity icon if both upload and download
integrity, or small Exclamation if not

File Delivery Receipt

[File/CScanName]

The user-configured scanner name specified in the
Content Scanning settings, for example: Anti-Virus

[File/CScanlID]

The "name/version/virus-definition" string provided
by the content scanner.

File Non-Delivery Receipt

[CScanName] The user-configured scanner name specified in the
Content Scanning settings, for example: Anti-Virus
[CScanID] The "name/version/virus-definition" string provided

by the content scanner.

New Package

New Temp User Package (with password)
New Temp User Package (with password link)

Macro

Description

[InstID]

ID number of the Organization

[InstitutionName]

Name of the Organization

[From]

User ID of package sender

[FromLoginName]

User login nhame of package sender

[FromRealName]

User real name of package sender

[GuestDisplayName]

Display name of package sender (if sender is a
guest user)

[MessagelD]

Tracking ID of the package

[Subject] Subiject of the package

[ParentID] Tracking ID of parent package (RE:/FW:)
[Attachment/ID] ID number of attachment file (list)
[Attachment/Name] Name of attachment file (list)

[Recipient/Username]

User ID of package recipient

[Recipient/LoginName]

User login name of recipient

[Recipient/RealName]

User real name of recipient

[Recipient/Email]

Email of recipient

[Recipient/EmailFormat]

Email format (1=HTML) for recipient

[Recipient/Permission]

Permissions (user type) of recipient

[Recipient/LastLoginStamp]

Last logon date/time.

[Recipient/LangUser]

Language code for recipient

[lconPackage]

Large package icon

New Package
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[MessageURL]

|HTTP link for viewing the package on DMZ

New Temp User Package (with password)

[SendTempUserCredentials]

1=0rganization allows sending passwords in
notifications

[Recipient/DecryptedTempPassword]

Password (decrypted) for new temp user

[MessageURL] HTTP link for viewing the package on DMZ
New Temp User Package (with password link)
[NewTempUserPassURL] HTTP link to set password for new temp user

account and then immediately take the temp user
to the new package.

New Guest Package

Macro

Description

[InstID]

ID number of the Organization

[InstitutionName]

Name of the Organization

[From]

User ID of package sender

[FromLoginName]

User login name of package sender

[FromRealName]

User real name of package sender

[MessagelD]

Tracking ID of the package

[Subject] Subject of the package

[ParentID] Tracking ID of parent package (RE:/FW:)
[Attachment/ID] ID number of attachment file (list)
[Attachment/Name] Name of attachment file (list)

[AccessCode] Unique identifier linking to a specific package
[SendGuestPassword] 1=Include guest user password in the notification
[Password] Password for guest access

[GuestAccessURL] HTML link for guest access to the package

[lconPackage]

Large package icon

Package Password Notification
Guest Self Registration Welcome

Macro

Description

[InstID]

ID number of the Organization

[InstitutionName]

Name of the Organization

[Hostname]

Hostname of the Organization (obtained from URL)

[MessagelD]

Tracking ID of the package

[Subject]

Subiject of the package

[Password]

Password for guest access
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[lconPackage]

Large package icon

[AccessCode] Unique identifier linking to a specific package to be
composed and sent
[GuestAccessURL] HTML link for guest sender access to the package

Package Delivery Receipt
Package Download Receipt
Package Deleted By User
Package User Was Deleted

Macro

Description

[InstID]

ID number of the Organization

[InstitutionName]

Name of the Organization

[Username]

User ID who sent the package

[UserLoginName]

User login name who sent the package

[UserRealName]

User real name who sent the package

[Msg/ID] Tracking ID of the package
[Msg/Subject] Subject of the message
[Msg/SendStamp] Date/Time of the package

[Download/Username]

User ID who read/deleted the package

[Download/LoginName]

User login name who read/deleted the package

[Download/Realname]

User real name who read/deleted the package

[Download/GuestDisplayName]

Display name who read/deleted the package (if it
was guest user)

[Download/Agent] Browser or program name and version that
downloaded the package

[Download/Stamp] Date/Time of download

[MsgHistoryURL] HTTP link for viewing the package history on DMZ

[lconPackage]

Large package icon

Package Delivery Receipt, Package Deleted By U

ser, Package User Was Deleted

[EventType]

1=Package was read
2=Package was deleted before reading
5=User was delete before reading package

Package Download Receipt

[Download/AttachmentiD]

ID number of the attachment file that was
downloaded

[Download/AttachmentName]

Name of the attachment file that was downloaded

[Download/AttachmentFolderID]

ID number of the folder containing the attachment

file that was downloaded

Package Expiration
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Macro Description

[InstID] ID number of the Organization
[InstitutionName] Name of the Organization

[ID] Tracking ID of the package

[UploadUsername]

User ID that sent the package

[UploadUserLoginName]

User login name that sent the package

[UploadUserRealname]

User real name that sent the package

[UploadComment]

Subject of the package

[Owner/Username]

User ID of mailbox owner who did not read
package before it expired

[Owner/LoginName]

User login name of mailbox owner who did not read
package before it expired

[Owner/RealName]

User real name of mailbox owner who did not read
package before it expired

[lconPackage]

Large package icon

Package Delayed Delivery Receipt TEXT
Package Delayed Delivery Receipt HTML

Macro Description

nst number of the Organization
InstID ID ber of the Organizati
nstName ame of the Organization
[InstN ] N f the O izati
[MyUsername] User ID who sent the package

[MyLoginName]

User login name who sent the package

[MyRealName] User real name who sent the package
[ListPackageLinkURL] HTTP link f